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The Structure of PoC Experimental Platform

platform’s fundamental settings
.

= @

@ ol Sevics \E)u-—s—m
| T2 ]
[ora

[l

3 of concept
form, we be able to pirate war

ing to the switch up read this, 15, and

Maflc s @l | j#4slo & todes!

ICANN|72 @
VIRTUAL ANNUAL GENERAL i

What king of T devices e yo

Buencs dias desse Guatemala <)

v

onjosr du Quebec
Justin Mack (MarkMonitor)

01: Whist TTL (fime-1o-fve) vafues sre uses for The DNS A

v AAAA (Quadt-A) rocerOn bewng gener 14 Alendra ut
30 you manage e seris .
ocard waN b many updates n

e wioow

Wihere
o

trese names use:
acy cormder e

@ won wineim

This is k ONS on & private setwerk, correct?

23



y PoC of DNS identifier@ 'Yh DNS 10 ER Fy

TELECOM
TECHNOLOGY CENTER

Consultant from Telecom Technology Center (TTC ) and
Professor from Dept. of Computer Science and
Information Engineering of National Ilan University

Objective

® The numbering of Telecommumication IoT devices was mainly based on the “Recommendation E 164"in
the past. And the mature and flounish development in the next generation of telecommunication and
Internet technology brings the IoT application and devices rapidly advanced; however, telecom numbers
and the management method of its numbers on the basis of “the principle of Recommendation E. 164 lead
to difficulties in managing and identifying billions of IoT devices.

® The research 1s based on the concept from the report of “5G Technology™ which is published by ICANN,
and we utilize DNS as IoT identifiers and design the Proof of Concept ( PoC ) . then manage the devices
of IoT through the auto-allocation DINS identifiers from the customed program.

® We design two different empirical fields under network shcing environment of next generation
telecommunication network, and the requirement of devices mobility, the same full domain names should
be connected to different IP address and DNS for operation. Through full domain names. we can query IP
address and connect to different application indicators as 3G IoT DNS identifier, and as the management
method for 5G IoT.




Key innovations

® Through the mechanism of DNS identifiers. the management of fixed and moving IoT devices under 5G 1s
more efficient. and the IoT devices are improved their intuitive identifiability and managemental efficiency.

® In the context of 5G network slicing, Core Network ( CN ) sends APN, Cell ID, IMSI, MSISDN, IMEL
IP to Gn DNS to give identifiers on IoT devices according to Remote Authentication Dial-In User Service
( RADIUS )

Copyright & 2021 TELECOM TECHNOLOGY CENTER

The Structure of PoC Experimental Platform

platform’s fundamental settings
® Bult in the Private Network

® SAWG2. Architecture that supported “3GPP Release 157
® 5G Wireless Network Slicing for eMBB -~ URLLC - MIOT

Radius / UDP
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The Structure of PoC Experlmental Platform

Edge Computing RN

i = T“FRadioAccess — ""\ ’

I dfeie E I Network Layer i | Layer ]
i 1
= 1 | Domaint ! TETSI MEC
i 3GP |
[Isaw !, ostond ||
1 4 Auto DNS identifiers
[oio1  in 5GCN | § program 4,
i Emulator! L..' 1
i 1 (‘ l) Radlus |: 7 E‘ 1
N} 1
[jl S5GW.2- | | Cell_l request 1 "
loT_2 = = ‘. ~ " E IP:IMSEIMEL:Cell_ID 1
A= | 3 T
— | g 3 /
i % PN *— R1 y
C_—Jsaw.s3 = — /
loT3 | : {121) : |2 Ao
¥ 4 ] esamtzny LT mec
= iy Cell 3 " 1
Isaws| ! - -
loT4 ! : ) : :
! |
| . \ |
' ) - N Domain 2 "l . _
: represented for VM

The Structure of PoC Experimental Platform
and its Equipment
PoC platform’s Equipment and its Specification Applied Platform Structure
Equipment Specification Application
5G Gateway
Radio Access DT‘;‘E;?E e~ 5G Router with 3G DNS_1 and DNS_2 Dashboard
Nem'_ork e SIM (1)DNS identifier (1) PostgreSQL
Device program (shell script) || (2) Nginx
IPC ADLINK MXE- Industrial Host PC | (2)Radius Client (3)PHP &Python3.17
Equipment 211-M2G*4 in field experiment N
3G Simulator  Amarisoft Classic  Simulator of gNB VM VM M
T Callbox*1 Based 5G R15 SA (DNS 1) (DNS 2) (DNS 3)
Providing 5G .
) VMWare workstation Pro
Network A“;,?Eiijs(fpim simulator, DNS,
Switch Sweh*1 Dashboard Network Linux : Ubuntu 18
Interf:
terface X86
Installed DNS and
ADLINK MECS- Dashboard System
MEC Server 6110%3 Software in field
experiments

Copyright & 2021 TELECOM TECHNOLOGY CENTER

26



Nausf

Namf Nsmf

The Structure of the Function Elements of
5G Simulator

With the aim of verifying PoC, we adopted 3GPP R15 based 5G simulator to imitate the standard
behavior of gNB and 5GC. What interface among function elements adopted are listed below.

NSSF : Network Slice Selection Function
NEF : Network Exposure Function

NRF : Network Repository Function

| nssf || ner || nRe | [ ek [ uom | AF
Mnssf T Nnef T Marf T Npcf MNudm Maf

~ PCF : Policy Control Function

. ™
[ause | [amr | [Cswr ] o et

\ Radius

N2 M
[ens J——f upr J—w—[ on ]

UDM : Unified data management

AF : Application Function
AUSF © Authentication Server Function

kN

AMF - Access Management Function

SMF : Session Management Function

gNB : Next Generation NodeB,~ Radio Access
Network
UPF @ User plane Function

Note: Red squares and words are the introduction of 5GC, and blue squares
and words are the introduction of gNB.

DN : Data Network

Copyright & 2021 TELECOM TECHNOLOGY CENTER

The Initial Value of the Equipment’s Parameter

loT_1 loT_2 loT_3 loT_4
APN internetl internet2 internet3 internet4
IMEI 355979860003363 | 355979860003702 | 355979860003728 | 355979860003785
NSSAI eMBB eMBB URLLC MIOT
S5T 1 1 2 3
Throughput 1Gbps/1Ghps 1Ghbps/1Gbps 500Mbps/500Mbps 1Mbps/1Mbps

Copyright ® 2021 TELECOM TECHNOLOGY CENTER
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Identifier mechanism

The experimental platform referred to “3GPP TS 23.003"” , and the
specifications of identifier proposed are below:

<IMEI>.<Cell_ID>.<Domain_ID>. <sst>.nssf.5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org

# According to "RFC952" , A “name” ( MNet, Host, Gateway, or Domain name ) is a text string up to 24 characters drawn from the alphabet
(A-Z),digits (0-9), minussign ( - ), and period { . ).

» According to "RFC1123", host software MUST handle host names of up to 63 characters and SHOULD handle host names of up to 255

characters. Whenever a user inputs the identity of an Internet host, it SHOULD be possible to enter either (1) a host domain name or (2) an
IP address in dotted-decimal ("#.#.22") form.

1. IMEI : Regarding the brand, model number, serial number and verification code of loT, the numbering of IMEI device
have uniqueness, which result in the uniqueness of the numbers that are generated form local host.
2. Cell_ID : 1D of the Base Station

3. Domain_ID : geographical location
4. SST : Slice / Service Type

5. MNC : Mobile Network Code

6. MCC : Mobile Country Code

Category | Terminal Layers of loT Radio Ac:;s:rhlehn.rork Edge Computing Layer Core Network Layer
Standard GMSATS.06 v18.2 3GPP T529.061 3GPP TS 23.003
o IMEI cell_ID Domain_ID ST, MNC, MCC
DNS identifier:
(equipment). .(Cell). .[area). <sst=.nssf.5gc.mnc{mnc) .mcc{mec).3gppnetwork.org
Example 355979860003363 Cell_1 Domain_1 <sst_1>.nssf.5gc.mnc001 .mcc999.3gppnetwork.org
Copyrigh 1 TELECOM TECHNOLOGY CENTER

Experimental Platform and Registration Process

5G
IoT Emulator Numbering DNS Dashboard
56W DB Web Server
IPC NE 5GC
= ;
L= ‘i’ m :-F
‘ o]
UE Registry request
P
UE Registry accept
I Forward UE" accounting information
1P IMEI = Cell ID = Time |
Ll

Generate DNS A record
IP_A A IMEI_1.Cell_1.Domain_1. <sst>.nssf.5gc.mnc00l.mcc399.3gppnetwork.org
IP_A AAAA  IMEI_1.Cell_1.Domain_1. <sst>nssf. Sgcmnc00l.mcc39% 3gppnetwork.org

Ami x

56 Log Analyzer

InsertIP  IMEI @ Cell ID @ Time

Example Canent:
150 168.13.98:001020000000
UF ragist= 6002 3550 79600035501 D0
13004041 2140833 start

Generates Dashboard
The registration of UE and the deliver of Radius

1 TELECOM TECHNOLOGY CENTER
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oGenerate DNS A record
IMEI_1.Cell_1.Domain_1. <sst>nssf.5gc.mnc001.mcc999.3gppnetwork.org

IMEI_1.Cell_1.Domain_1. <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org

P_AA
IP_A AAAA

UE registration

IPvd/IPVE Assign

loT End Device Registration for the Auto DNS Identifiers

AAA IP:IMSE:IMEI:Cell_1:55T

Testing the PoC of DNS Identifiers

the final result of PoC testing this year :

DNS_1

Dashboard

TELECON
TRCHNOLOGY CENTRR

1. Fixed and moving loT devices under 5G network can be efficiently managed through DNS

identifiers mechanism.

2. A huge amounts of loT devices under 5G network will be efficiently auto-allocated numbers by

the DNS identifiers mechanism.

Inter-Domain Verification Signaling
Procedure Chart
I e e

‘"11 e
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Cross-Domain

Edge computing on data switching of MEC and DNS

the simulation of switching of IoT and DNS of IPv4 .~ TPvG
the mechanism of auto-allocation DNS identifiers and its

item Inter-Domain
1 Edge computing on data switching of MEC and DNS
2 Simulation of switching of IoT and DNS of IPv4 ~TPv6
3 Auto DNS identifiers mech and its S
4 the behavior of multiple devices registered DNS in the meantime

management




The Registration Process of loT End Devices in Inter-
Domain
From Cell_1 ( Domainl ) to Cell_2 ( Domainl )
o Generate DNS A record

IP_A A IMEI_1.Cell_1.Domain_1. <sst>.nssf.5gc.mnc001.mcc999.3gppnetwork.org
IP_A AAAA  IMEI_1.Cell_1.Domain_1. <sst>nssf. 5gc.mnc001.mcc999.3gppnetwork.org

UE registration
AAA IPIMSEIMEL:Cell_1:55T

m—_

IPv4/IPV6 Assign

movingﬁ
UE registration
) P
il (o= p

IPv4/IPV6E Assign

DNS information

(7 Generate DNS A record
IP_AA  IMEI_1.Cell_2.Domain_1. <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org
IP_A AAAA  IMEI_1.Cell_2.Domain_1 . <sst=.nssf. 5gc.mnc001.mcc999.3gppnetwork.org

Copyright & 2021 TELECOM TECHNOLOGY CENTER |

Inter-Domain’s Test Steps

. Step 1to Step 4
PN . Introduction of
procedure ( the demonstration of system operation )

IoT connects to Cell_1 and Ca“b"”f

1 UE registration

registered.
> IPv4 /TPv6 Callbox (MEC ) assigns
- Assign IP to IoT.
Se‘?d;::i Information like
3; | AEEsREENE [IP:-IMSL:IMEI-Cell_1:SS
gﬁ’;"’a“” ' T]is sent to DNS.
DNS auto-generates
A Generate DNS domain names and DNS A
A record record through auto-
allocation program.

Copyright ® 2021 TELECOM TECHNOLOGY CENTER
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UE
registration

IPv4,/IPv6
Assign

Send the
registration
mformation
to DNS

Generate
4 DNSA
record

IoT connects to Cell 1
and registered.

Callbox (MEC )
assigns IP to IoT.

Information like
[IP:IMSI:IMEI:Cell_1
:SST] 15 sent to DNS.

DNS auto-generates
domain names and
DNS A record through
auto-allocation

program.

Inter-domain’s test steps

procedure

TELECON
TRCHNOLOGY CRNTRR

DETLTET
- C A Tk | 19206044
|®,.__ T SR e e
AL s s e —
! =
Gurent State e e
Kbt U € bt S
= = — = iy
- — -
: —
History State
f—
== —
1 W) el 3 .
System Log
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Inter-domain’s test
This chart shows some parameters that loT register IP and auto-register DN.
( after step1tostep4)
loT_1 loT_2 loT_3 loT_4
APN internetl internet2 internet3 internetd
IMEI 355979860003363 355979860003702 355979860003728 355979860003785
NSSAI eMEBB eMBB URLLC MIOT
S5T 1 1 2 3
AR/VR AR/VR Factory Automatic .
Template 8K Videos 8K Videos Machines Smart City Sensors
Throughput 1Gbps/1Gbps 1Ghbps/1Gbps 500Mbps/500Mbps 1Mbps/1Mbps
Se“FSf"':';;M 10.10.11.2/24 10.10.12.2/24 10.1013.2/24 10.10.14.2/24
Step
1-2 )
Se“;';f"':';;m 10:10:11.2::/80 10:10:12.2::/80 10:10:13.2:/80 10:10:14.2::/80
355979860003363.Cell_1.D|355979860003702.Cell_1.D[355979860003728.Cell_2.D|355979860003785.Cell_1.D|
Step DN omain_1.sst_1.nssf.5gc.mn|omain_l.sst_1.nssf.5ge.mn|omain_Ll.sst_2.nssf.5ge.mn|omain_1l.sst_3.nssf.5ge.mn
3-4 c001.mcc999.3gppneatwork.|c001.mcc999.3gppnetwork.(c001.mcc899.3gppnetwork.c001.mcc899.3gppnetwork.
org org org org

Copyright ® 2021 TELECOM TECHNOLOGY CENTER
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Inter-domain’s test steps

Step 5 tostep 9
I T——
Callbox

( the demonstration of system operation )
It moves from Cell_1 to Cell 2. and it 1 : 0, s, i svme AL 1 o1 £

1s still Domain_1.

5  UE moving

6  UEregistration  IoT connects to Cell_2 and registered.

Callbox (MEC ) assigns IP to IoT.

7 ]:APV4/ [ and it utilizes the original IP because it :
== is still Domain_1.
Sen_dt:hte_ Information like
g erERon [IP:IMSLIMEL:Cell_1:SST]is sent to
information to DNS by Callbox ( MEC)
DNS ¥ :
DNS auto-generates domain names
9 Al and DNS A record through auto-
record ;
allocation program.

Update the DNS  Dashboard accesses the latest DNS A

= and Dashboard  record.

Copyright ® 2021 TELECOM TECHNOLOGY CENTER

Inter-domain’s test steps
[ sep | Pecdwe | aroductonofprcedue

10 Update the DNS and Dashboard Dashboard accesses the latest DNS A record.
Step 10 ( the demonstration of system operation ) Dashboard
@.. e T [ T Mty Ui 338 Tl e 285
s s e —l ===
= W
e .
Current State . v

History State

System Log

Copyright & 2021 TELECOM TECHNOLOGY CENTER

32



s
Ly
Inter-domain’s test
This chart shows some parameters for step 6 to step 10

When the loT end device ( loT_1 ) move from Cell_1 to Cell_2, DN will change the name of Cell, but APN and IP
remain unchanged.

loT_1 loT_2 loT_3 loT_4
APN internetl internet2 internet3 internet4
IMEI 355979860003363 355979860003702 355979860003728 355979860003785
NSSAI eMBB eMBB URLLC MIOT
55T 1 1 2 3
AR/VR AR/VR Factory Automatic .
Template 8K Videos 8K Videos Machines Smart City Sensors
Throughput 1Gbps/1Gbps 1Gbps/1Gbps 500Mbps/500Mbps 1Mbps/1Mbps
Se“‘i'[';flé';;w“ 10.10.11.2/24 10.1012.2/24 10.10.13.2/24 10.10.14.2/24
Step
6to7
Service IP IPvG
e";'[';fl = 10:10:11.2:/80 10:10:12.2:/80 10:10:13.2:/80 10:10:14.2:/80
355979860003363.Cell_2. [ 355979860003702.Cell_2. [ 355979860003728.Cell_2. | 355979860003785.Cell_2.
step DN Domain_1.sst_1.nssf.5gc.m{Domain_1.sst_1.nssf.5gc.m|Domain_1.sst_2.nssf.5gc.m|Domain_1.sst_3.nssf.5gc.m|
sto10 nc001.mccS99.3gppnetwo | nc001.mec999.3gppnetwo | nc001.mccs9S.3gppnetwo [ ncd01.mccs99.3gppnetwo
rk.org rk.org rk.org rk.org

Copyright & 2021 TELECOM TECHNOLOGY CENTER

AR
Inter-domain’s test steps

Check the Dashboard after the completion of the inter-domain test.

€ 4@ aTEz

1921600 44 e v

R € C A FEE 1Sem0aindedy o e+ &)
R R T o [ ] e == = ot
Dt T b —— ] |

o - = z
Cursent Stae ——
I T 1

History State

Systm Log
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The Registration Process of loT End Devices in Cross-Domain

The loT end device move from Domain_1 ( cell_2 ) to Domain_2 ( cell_3)

o Generate DNS A record
IP_A A IMEI_1.Cell_2.Domain_1. <sst=.nssf. 5gc.mnc001.mcc999.3gppnetwork.org
IP_A AAAA  IMEI_1.Cell_2.Domain_1. <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org

UE registration o
AAA |IP:IMSI:IMEI:Cell_2:S5T

IPvd/IPVE Assign
Move Update
i . Dashboard DNS information

UE registration

m :> AAA IP:IMSEIMEL:Cell_3:55T m

IPv4/I PV6 Assign ()

Generate DNS A record
IP_AA  IMEI_1.Cell_3.Domain_2. <sst>.nssf. 5gc.mnc001.mec999.3gppnetwork.org
IP_A AAAA  IMEI_1.Cell_3.Domain_2. <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org

/"\I
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Cross-domain’s test steps
m S{ i:: ;:;t::sfration of system operation )

It moves from Cell_2 to . CallBox
5 UE moving Cell_3. and it moves from
Domain_1 to Domain 2 .

IoT connects to Cell_3 and

6 UE registration ;
registers.

IPv4 /TPv6 Callbox (MEC) assigns IP to
assign IoT

Send the Information like

3 registration [IP:IMSI:IMEIL:Cell_1:SST]1s
informationto  sent to DNS by Callbox
DNS (MEC) .

DNS auto-generates domain
Generate DNS  names and DNS A “AAAA
A record record through auto-allocation
program.

Copyright ® 2021 TELECOM TECHNOLOGY |
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Cross-domain’s test steps

10 Dashboard accesses the latest DINS A AAAA record.

Update the DNS and Dashboard

Step 10 ( the demonstration of system operation )

@m:

Current State

History State

System Log

Cross-domain’s test

this chart shows some parameters for step 6 to step 10

When the loT end device ( l1oT_1 ) moves from Cell_2 to Cell_3 and gets new IP through
registration, DN will change the name of Cell.

oS 10 081 CHILiage 7% Marery v 175 i e 1550
INE Ik 1 2 P Leage S Merery Uae 174 e pace: 1%
e — T
Domaia User Connection Siates
Indes Cell Culined DA 2 el
1 [ el 1 o
1 () Cell_2 o
[ TR LA Ll f_ T g
(| S e W g
Domaind
e o e ] .
I 1 Wil _3 + | I e
)
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1IoT_1 1oT_2 loT_3 loT_4
APN internetl internet2 internet3 internet4
IMEI 355979860003363 355979860003702 355979860003728 355979860003785
NSSAI eMBB eMBB URLLC MIOT
85T 1 1 2 3
AR/VR AR/VR . i §
Template 8K Videos 2K Vidaos Factory Automatic Machines Smart City Sensors
Throughput 1Gbps/1Gbps 1Gbps/1Gbps 500Mbps/500Mbps IMbps/1Mbps
SE";'SEE;;W“ 10.10.11.3/24 10.10.12.3/24 10.10.13.3/24 10.10.14.3/24
Step
67 ]
Senr[c):aél;;r’vﬁ 10:10:11.3::/80 10:10:12.3::/80 10:10:13.3::/80 10:10:14.3::/80
355979860003363.Cell_3.D| 355979860003702.Cell_3.D | 355979860003728.Cell_3.D | 355979860003785.Cell_3.D
Step o omain_2.sst_1.nssf.5ge.mnc|omain_2.sst_1.nssf.5gc.mnc|omain_2.sst_2.nssf.5gc.mnc|omain_2.sst_3.nssf.Sge.mnc
8-10 001.mcc999.3gppnetwork.o| 001.mec339.3gppnetwork.o (001.mec399.3gppnetwork.o | 001.mcc399.3gppnetwork.o
g U U g
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I
Cross-domain’s test

Check the Dashboard after the completion of the cross-domain test

€ 3 € A FTES| 19LMeaaindetin A% &
r" R TT—— CEENE - vt e sy
e [ S ol ==
| (hmeamas  TUE o= e Ere=
1=1 S| =" : E]
— I o -
i — " et
Anwani L T L =
= — -
nden ot ol e
— T -5
History Stae
— T
== =
7 =
LD : 1
System Log

ioomvbogn s
loT moves from Cell_2 to Cell_3

21 TELECOM TECHNOLOGY CENTER

Scenario 1:

Large amounts of loT devices are given identifiers
automatically

Four sets of 1oT equipment are used in 20 minutes and move among different Cells and Domains

Generate DNS A record
IP_A A IMEI_1.Cell_2.Domain_1. <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org
IP_A AAAA  IMEI_1.Cell_2.Domain_1.<sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org

UE registration °
AAA IP:IMSEEIMEL:Cell_2:S5T

m - —)
23 —=—

IPv4/IPVE Assign
I"I"IOVE@

Update

. . DNS information
UE registration

: AAA IP:IMSI:IMEICell_3:SST
< m' >

IPv4/IPVE Assign

Generate DNS A record
1oT 4 IP_AA IMEI_1.Cell_3.Domain_2.<sst=.nssf. 5gc.mnc001.mcc399.3gppnetwork.org
= IP_A AAAA  IMEI_1.Cell_3.Domain_2.<sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org
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Scenario 1:

TestinF large amounts of loT devices are given
identifiers automatically

Identify the status of DN after the movement of loT device through log

0 10 DN M Ui B0 Moy Usage 1% D0k Sy 398
DS 10 DS 2 U g % Metwey Vv 10 L

DNS Cail Flow System Log w8 ave 0] Q] el El

Current State Log
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2400 G et Parking L4BATR0001 LY , 9l
24071156 Sevat_Paking YAASETI00000 1 atiached vn Coll 3 with FQDN 7235670003120 Cebl_3) Dumatn 3.t . nesd S mino 1

407013 Diovicr 10541 70000 U401 15 itached on Cobl_| wilh FQDN T3 MI0003363Coll 1 Domain_| | nsel, i moeihi | mee
ORI Devicn_ Y550 THOO000 T2 I attached o Cobl_2 with FQODN XS5 WAM00702 Call_2 Dimaln_| st nsed Sy moco ) mee

24 073012
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Scenario 2:
Testing large amounts of loT devices are given
identifiers automatically

Register large amounts of loT devices and then generate Radius record that will be sent to
DNS server.

o Generate DNS A record
IP_A A IMEI_1.Cell_1.Domain_1. <sst=nssf. 5gc.mnc001.mcc999.3gppnetwork.org
IP_A AAAA  IMEI_1.Cell_1.Domain_1. <sst=.nssf. 5gc.mnc001.mcc999.3gppnetwork.org

generating corresponding DNS record

UE registration
AAA IP:IMSIL:IMEI:Cell_1:55T

loT_1 on ' _ﬂ
“ 100 sets of equipmerit are

" registered
IPv4/IPVE Assign

56 Log Analyzer

.

150 168.13.98:001020000000
602 35507 SEE000A5 501 D)
1I008041 2140803 atart

/

UE ragisteatian

Copyright & 2021 TELECOM TECHNOLOGY CENTER
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S
Scenario 2:
Testing large amounts of loT devices are given

identifiers automatically

Name IP_CAM Power_Meter Temp_Meter Smart_Parking Smart_Lamps
APN/DNN IP_CAM Power_Meter Temp_Meter Smart_Parking Smart_Lamps
TAC 45678123 34567812 23456781 12345678 72345678
(IMEl 8 code)
NSSAI eMBB MIoT
SST 1 3
Template High quality Video Smart City sensor
Throughput | 100Mbps/100Mbps 1IMbps/1Mbps
Zone nssf.5gc.mnc001.mec999.3gppnetwork.org
Serl‘::: B 10.100.11.0/24 10.100.12.0/24 10.100.13.0/24 10.100.14.0/24 10.100.15.0/124
Service IP 10.:100:11:(1- 10.:100:12:(1- 10.:100:13:(1- 10.:100:14:(1- 10.:100:15:(1-
1PvE 254):200:ff:fe00:00 | 254):200:ff:fe00:00 | 254):200:ff:fe00:00 | 254):200:ff:f200:00 | 254):200:ff:fe00:00

Copyright & 2021 TELECOM TECHNOLOGY CENTER

TELECON
TRCHNOLOGY CENTRR

Scenario 2:
Testing large amounts of loT devices are given
identifiers automatically

T g e [ p—— i i~ e
[ fitady Jretvdey o [ ot by bt
= =
= . B |
Eum S Curent State
P e
= = == it ET
el s =
s n Aran
17 Lt O 4578 0B L a1
Histary State
Higtary State
L=
— o o
el -
Syaiem Lag
System Log

| Use program to The detailed
simulate 100 fixed loT description of
devices in 3 Cells fixed loT devices

<DNN>_<IMEI> are the IMEI identifier of loT,
and these logs are different loT devices

registered in 3 different Cells.
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Summary

s

® This Project was funded by MOTC .

® Through the mechamism of DNS identifiers, the management of fixed and moving IoT devices under 3G 1s

more efficient, and the IoT devices are able to be given identifiers under 5G efficiently.

® The PoC of the research based on the context above venify the mechanism and methods of auto DNS
identifiers, which can apply to the latest 3G slicing network context and manage the IoT devices efficiently.

@ In the next phase of the research, we plan to do the Proof of Service ( PoS ) on the real 5G network context.

/
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y PoC of DNS identifier@ 'Yh DNS 10 E fi iy :

ICANN72 | Virtual AnnualGeneraMeetingi TechDay (1 of 3)
Monday,October25,2021i 09:00to 10:00PDT

KIMBERLY CARLSON:

Hi, everyone. Happy start to ICANN 72 to you all and welcome to Tech

Day on the25th of October. My name is Kim and along with Kathy, we are your participation
managers for this session. Please note that this session is being recorded and follows the
ICANN Expected Standards of Behavior.

During the session, questions or commentsamily be read aloud if submitted within the Q&A

pod. We will read them aloud during the time set by the chair of moderator of the session. If
you would like to ask your question or make your comment verbally, please raise your hand.
When called upon, youiWbe given permission to unmute your microphone. Kindly unmute
your microphone at that time and speak.

All participants in this session may comment in the chat. Please use the dropdown menu in the
chat pod and sel ect AirespoondThosawil paaél bw
your comment. Please note that private chats are only possible among panelists in the Zoom
webinar format. Any messages sent by a panelist or standard attendee to another standard
attendee will also be seen by thessass hosts, cohosts and other panelists.

This session also includes automated-tiad transcription. Please note this transcript is not
official or authoritative. To view the reéime transcript, click on the closed caption button in

the Zoom toolbarAnd wi t h t hat , thank you again for |
Eberhard Lisse, chair of the ccNSO Tech Working Group.
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EBERHARDLISSE:

Goodevening,goodmorning,or goodday,everybodyWelcometo ourfifth virtual TechDay. This
time, i tstpposedo bein Seattle.l, myself,| am sitting in Germany at the moment, not in
Namibia as usuahecause | needed to visit some family and | wanted to test oGtahek
satellitedishthatl gotmy sisterontheroof. But dueto someechnical problem, we only get 10%
of the speed. And they are very cantlvery helpful in remediatingandsendingusa newdish
andcablesNextslide,please.

We usually go through the agenddiltne begi nni ng. |l 611 do my openi
Justin Chen from University of Taiwan and also working with-Qdt i nese. That és th
talk aboud now I lost my train of thoughta pr oof of <concept of DNS i
was Then Ed Lewis will speak about the DNS Core Census.

And we put Justin in the beginning because he has the worst daytime. Garth Miller isdadésan

has a bad time zone but he came very late into the game so he had to take what he could get. We
still put him as early as possible but due to the lengths of the presentation planned for Ed Lewis and
him, we coul dnoto bpfardthetbrieak. bef or e | unch

Then Eduardo Alvarez will speak abduGarth will speak about anRDA&habled security
initiative that @CCA has been working on for a while. And Eduardo Alvarez from ICANN will
speak about dodoknmaNce wol. RierAR®y Arends will speak about DNS magnitude,
a way of measuring DNBanother way that he has come up with or some other colleagues of his
and him. | don't know. Then Ed Lewis will talk about DNSSEC algorithm choices and Viktor
Dukhovni will speak about DNS parameters for TLDs.

So as you can see, |l 6ve tried to group these
together a ttle bit earlier so that they can choose which one is the better one for introduction.

Then we have another break. We are a bit f1l ex
shorten or | engthen t he br e ahvsetogolwithdle flowoftther e a | |
ICANN meeting.
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Greg Freeman will then speak about RPKI deployment experience at Lumen. Then Roy Arends will
speak about the hyperlocal root zone service. | think we have heard all of this a little bit, that you
canlocal ze the root zones, which donét change muc
up to the top. And then, Dmitry Kohmanyuk from the Ukraine will speak a little bit about ccTLD
infrastructure. Do you want to do this yourself or do you want ta tais out?

And then, lastly, | have volunteered Jacques Latour, or rather he volunteered himself if nobody else
did. He will then close the Tech Day as we usually do, giving a brief review of the preseftations

what was interesting, what was not so intérey, what was helpful.

That means we can now, four minutes in front, start with the first presentation. Justin Chen from
Taiwan has the floor.

CHI-YUAN CHEN:

Thank you, chair. Let me share my screen first. My permission is
disabled now.

EBERHARDLISSE:

Kim, can you enable him again, please?

KIMBERLY CARLSON:

| t | ook s | i-Host. hedbds stil]l a c¢co

EBERHARD LISSE:

Ok ay. Just try again. We 6 r e n othis wonkingaTheneu r r vy .
you go.

CHI-YUAN CHEN:

Okay. Can yo# ?
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EBERHARD LISSE:
There you go. Now webve got it Go ahead.
CHI-YUAN CHEN:

Okay. Thank you. Hello, everyone. My name is-@han Chen. | am a

consultant from TTC in Taiwan. This talk is about a proof of concept of DNS identifiers for 5G
mobile edge computing. And this project was funded by our governMéCCurrently,in
telecomthe numberingwasbasedn the ITU Recommendation E.164. Howey#ris numbering
space is limited. Thisvork is based on the concept of ICANN 5G Technology Report to use the
DNS asanloT identifier andthe managemendf IoT devicess throughthe autelocation. We

also designed two scenarios for the netwaticing environment of next generation
telecommunication networK:his is our firstyear result of our project and we focus on the 5G
mobileedgecomputingonly.

For our key innovations, first we showed, by using the DNS identifier, the management of fixed
and mwoing loT devices under 5G is more efficient. Second, based on the 5G network slicing,
core network will send the APN, cell ID, IMSI, MSISDN, EMEI, IP to Gn DNS to give
identifiers on 10T devices according to the RADIUS.

This is the structure of our proof concept platform. We built a private core network according
to the 3GPP Release 15. And we setup network slicing for eMBB, URLLC, and MIOT.

In all the proof of concept scenarios, we used 5G core network emulatorto create two domains,
the domain one arntthe domain two, and sent the required information by RADIUS protocol.
We also implemented a dashboard to monitor the network status.

This is our equipment list. We used a 5G router and IPC for IoT devices.And we used an
Amarisoft Callbox for the gNodeB-or the DNS server and the dashboard, we implemented a
program to collect information in virtual machines.

In our 5G simulator, the red and blue squares [implement] the functionelements. We use a
broker program, Session Manager Function, SMF, to serAlAAenformation.
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This is the 10T parameter list, ilcling APN, IMEI for numberinggnd NSSAI, SST, template,
throughput for network slicing.

For identifier mechanism, we referred to the 3GPP and proposed the IMEI as the DNS identifier
in the terminal lagr for our private core network. IMEI is a unique number per device. This is
a sample for our proof of concept.

In the registration process, the broker program will collect information from 5G Core API and
forward UE information, including IP address, IMEell ID, and the timestamp. In the DNS
server, when it receives the information, it will generate a DNS A record, then serve the
information to the dashboard.

This another sample for the DNS identifier generation. The fully qualified domain name for v4
and v6 were generated in step four.

There are two test cases in our first proof of concept scenario, thedioteain and the cross
domain.

For the first test case, interdomdhe 10T devices were moved from server one to server two
in the same domaiiYou will need to update information in the DNS record.

There are some data we collect from the Callbox and the DNS server during the registration
process. The FQDNSs were generated in step four, in the [py] server.

In the dashboard, we can see the [manaant] of IoT devices and domains and we can click
on a button for the detailed information.

This table shows the status after our first registration process, the IP address received from the
step one to the step two. And then the FQDN with cell one getefrom step three to step
four.

Later on, we moved the |oT device from the cell one to the cell two. There are some data we
collected in the step five through the step 10.

In the dashboard, we can see the four 0T devices are moved to the cell two now
For the step six through step 10, the FDQN will be updated with the new one in cell two. We
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can see the label.

This screen shows the changes in the dashboard when IoT moves from the cell one to the cell
two.

For the second test case, crdssnain, thdoT devices were moved from the cell two to the
cell three in a different domain. It will also need to update its information in the DNS record
with different DNS server.

There are some data we also collected in the step five through the step ninewAwd nan
see that four 10T devices are moved to cell three in domain two now.

Also, the FQDNs were updated with the cell three and the domain two now.

This shows the changes in the dashboard when the 10T device is moved from the domain one
to the domairiwo.

For the scenario one, we show I0T devices were given identifiers automatically. We can also
trace the movement of 10T devices in the dashboard.

For the scenario two, we showed that large amount of I0T devices are given identifiers
automatically andhat later, 100 10T devices are registered in different cell in the different
domain.

This table shows the parameter list of our 100 IoT devices. They have different data than in the
slicing [parameters].

From the dashboard, we can see that 100 IoTcde\are registered in the two domains in the
different cells. And in this scenario, we used the DNN and the IMEI as the identifier of 10T
device.

In this work, we verified a mechanism and method of auto DNS identifier. We can apply it to
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the 5G slicinghetwork and manage the 10T devices efficiently. In the next phase, we plan to do
the proof of service on real and the public 5G network.

Especially thanks to the MOTC and ICANN and thanks to our panel.

EBERHARD LISSE:
Thank you very much. Technicallygl beyond me but very interesting,

| think. 10T, we have had many presentations, or some, about 0T devices before. This is, in
any case, where the future is. So probably, using the DNS to manage them is a good idea. | saw
one hand, w h i mohe. Are theere any quesBors@ Pleaseyaise your hands and we
will them open it, if there is one question. No more hands? One of the panelists has a question.
Jacques Latour, you have the floor.

JACQUES LATOUR:

Yes. Thank you. So | understand the RADI&X®l the domain namassignment are to allow

the 1oT device to move along and get provision. So my question is are the loT devices
themsel ves aware of that identity or thatos

CHI-YUAN CHEN:
Okay. Can you hear my voice?

JACQUES LATOUR:
Yes.

EBERHARD LISSE:
Yes, we can.

CHI-YUAN CHEN:
Okay. Thank you. Yes. IoT devices can aware this identifier from the dqu€6y.

JACQUES LATOUR:
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But is the 10T device aware of its own identity when it changes? Bepaas@mably when it
changegzones, like cells, the identifier changes, which means it changes the identity of the loT
device.

CHI-YUAN CHEN:

| think both the 10T device and the core network can use the DNS guepdate the newest
identifier and the related information.

JACQUES IATOUR:

Okay. Thank you

EBERHARD LISSE:
Thank you. Okay there are few questions in the Q&A. Yoshiro Yoaedslek e d A Wh a t k
|l oT devices are you assuming?o

CHI-YUAN CHEN:
Okay. Wait a minute. We used the 5G gateway and the industrél todnyindustrial personal
computers, as our loT device.

EBERHARD LISSE:

So itdébs just a proof of ¢ onc e gevicebwouldybuebe wa n't
using this fod were you assuming that are to be used? | saw there were parking meters, and
came a s , and so on. Thatodés probably what he m

CHI-YUAN CHEN:
Oh . Il t6s the DNN, data net wor kthisiremmefor our o r t
network slicing tool to our proof of concept.

EBERHARD LISSE:
Okay. Justin Mack from MarkMonitor asks,Wh at T T L, vdluessae usedforthe Ar e ,
and AAAA records that are being generated??o0

CHI-YUAN CHEN:
Sorry. Time to live?
EBERHARD LISSE:
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Time to live, TTL value of the A and the AAAA records. Can you ansthat? Do you
understand the questi®mid you understand the question or what is the problem? All right. |
think wedre having a communication 1 ssue he
who asked this question to take it offline and send it directly to you onritel@ddress #it

was listed. Thank you very much.

Okay. Can we have the next presenter now, Ed Lewis? Aisdluar e Justinds scr

ED LEWIS:
| think he stopped sharing. | can start.

EBERHARD LISSE:
There you go.

ED LEWIS:
There we go. All rightEverybody, can you see and hear?

EBERHARD LISSE:
We can see and hear you very well.

ED LEWIS:

Al | right. | 6m going to have a talk here ca
be promoting a little higher than | probably should because mpeogle have never heard of

my work on this. l'tdéds a small project. So |
work |1 6ve been doing for the past coupl e o

census. What 6s DNSsomTbk@nWhalksabbeaetcehsuso
playing with and the assembly of the data |
making this public at some point.

So in a nutshell, t he work her e, beehworkibdhS Co
on for about a year and a half. It started out as a module to help me do other data collections,

wher e | |l ook at data and | want to split t
happening along <certain whiendeyr wheeétheromiet &
i nformati on, whatever is going on there. An

| have a lot of history data on this.
So | had an earlier version of this. | numbered it 002, arbitrarily. And | presented itaiwvice
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DNS OARC in August of 2020, a year ago pl us
September the same year. Andbve t he 002 on the web. I t 6s
promoting the URL for that anymothesisatdeash us e
one person whoobés accessed i t-ononeeavith updateseon a n d
that . So sooner or | ater, it owi || move and

when right now.

So | do have some feedback fromttaad some other communication with other researchers.

And there were three things that | decided to do, that | wanted to start over again. The number
one reason for starting over again was actually my thirebsillbt there where | had to make

the procesmor e rugged. | found out when data feed
it very well and would just be absent for a day or two.

But there were a few comments. One was to rearrange how the data was being stored internally.

I 61 | g e t tla bit later ont And then another person suggested some more [instances]

t hat I mi g ht I ncl ude, which | 6ve managed tc
maybe | need to get some outside input on v
And finally, making this version public. Wit
effort. And it may be out there who knows w

The origin of this work, to go back to where this is coming fronayvEito decide, a lot of times,

whet her a TLD that l 6m | ooking at I s a ccTlL
and ccTLDs run wunder di fferent sets of rul
looking atbehavior over time, you want to sdees a certain policy seem to have a certain
impact. Or if you see a lot of TLDs doing something, is it because they are independently
thinking of that or are they all following a given set of rules.

Il téds not just the gTLDHhctdLbedi Therenst hate
ther e. | DN or not is another. And thededs m
not to harp on tRbdbudatymul Gmesh bhwiseg pher € har
green. And wmahis & shat the dhaats agesdifferamtgrom place to place. This is

divided from all TLDs, to all ccTLDs, to all gTLDs of the first division. That shows you a big
difference between those two. And then, with the ccTLDs, | can divide again from the two
letter ccTLDs and the IDN ccTLDs.

So in the old day, the real problem | had was in the old days, it was simple to determine a TLD,
whether it was gTLD or not. We had the twetter codes everywhere. But when we go into
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IDN ccTLDs, it made it a much more cepfitated question to answer that. And | had to do that

for many people, over and over again, internally, when they asked me to work on some analysis
for them. That 6s what started me on the eff
I saw t here was agwhatmedwe shauldsagedquestions as wd gocl thidk

I 6 | dquestioest

EBERHARD LISSE:
No. We 61 | take questions atprtehseenered.s .l | dodrso
the flow.

ED LEWIS:

All right. Okay. Cool. So the scope creépitially, | just wanted to know whether TLD was

ccTLD or gTLD. But as you start looking at this, there are other factors. There is when did a
TLD begin. How old is it? We have the legacy TLDs from before 2012. For a while, when |

was doing this work, TLD&ver e very young. They might have
usually a couple years old. We look at different phases of what goes on in them.

Another thing you can pull out of this information, if you dig deeply, is what TLDs share the
same platford atle ast share the same DNS. That 6s i mp
TLDs suddenly adopt a new DNS feature, is it because a lot of people made the samédecision
they ran off and said it was a really good dblea did just one dominant player in DNS
plaf or ms deci de, Al d6dm now going to assign ev:«
see everything fly at one. And t hereds some
my other talk will dive into that a bit.

Another one is geographicalegpolitical regions. | always get people going to a conference
somewhere and saying, Al 6dd to have i nfor mat
from this part of the world. What do you Kkn¢
and so on.

Al s o, youdve got i nformation about si zes.
cryptography have they chosen? There are many ways you want to carve this up for different
types of analysis. And finally, too, where are the name serveraretivork? The addresses,
routes, autonomous system numbers are interesting.

One that inspired me to this work, too, is a lot of people like to divide the gTLDs into the new
gTLDs and the old gTLDs. There are some finer distinctions to be made heralsowaated

to go in deeper and find out where | could split things up.
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The novelty here is not so much getting thi
the pl ace. l'tdéds scattered. I have atedtot of
simply put it in one place. And | also want to make it history so | can go back over time and do
some of the historical analysis.

So, for example, of a different type of divisioner@nd agai n, l 6m not go
the underlying data. Buhese are pie charts representing one thing about DNSSEC across all

the TLDs. And | have here the ICANN geographic divisions pulled apart. And you can see
agai n, the pie charts, t hey all | ook prett
largerin some area, and so on. The pattern is different depending on where you are in the world.
Geography still rules, even on the Internet.

So coverage creep. Besides trying to put all this stuff together, how much of the DNS can we
do?lfwecouldhave ver yt hing in the DNS in one pl ace,
t h a tunmahagealsle to have that much data. On the other hand, if you pick just the root zone
and its delegations, which is whdasmplessspent
to get an idea of whatés going on, on the |

So | want to s &y ziet @shimogr eouaf tah errieghtSo what
And thatos kind of an open questi onerewdv@en |
a |l ot of people wondering whaand Im@&laintgdyt hir
agair® | settled on ccTLDs and gTLDs, the reverse map zones and the RIRs, and then the

zones that tie these together.

Other possible cores out therath coul d be i nteresting to do
have to do a lot more work to assemble the lists, are either thedligie or popular zones. |
see a | ot of research that goes into mehe AIl

of the other one.

Thi s i snodt 1 mathegpzoneathabget a lotahhdss necessarily. You can go with
genres like social media, or public sector, or anything like that. You might want to look at how

an industry is working on the Internetg/Aa i n that 6s i nteresting bu
a rope around.
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Or technicallycomplex zones. In the DNS, the root zone is actually a pretty simple DNS zone.

I't doesndét get updated in very fanclhecawsey s . E
at the leaf edges of the DNS, we use it in many other ways, like for traffic engineering. We like

to point things different ways. So there are many perspectives here.

A | ot of them are worthy or me mb ea rstti pd rbauwn
clearly.

So defining what | cal l a DNS Core é And 106
out there. l'tés the el ements of the DNS cl o

other zones. Tofevel domains are a part of thatcluding subparts of TLDs out there.

The Regional Internet Registries, | throw them in there because they are registries also, and

they run DNS, and theyoére alll part of this
other zones thatfilinther acks of those areas that peopl e
to see how they run.

Generall vy, these are zones which are wunder
loose definition. They see themselves as a primary sérvioé that DNS is not important to
social media giants because DNS is very important to what they do. But their social media

platform is theirleadéxt he | ead i nterest at what theyore
And also, a lot of the TLDs tend to stick closer to the applicable standalde.y dondét | o
innovations in the DNs. They try to make sure things are run well and flat as an even platform

for all ot her s. Theyor e n chuiltappligaionng t o suppo
So the DNS Core starts with the root zone. | go dovendcome t hi ng el se t hat |
the commerci al registration boundary. And t
paying for del egati ons. For e X aergniple inthe ust o

gTLD space. It could be a temory below that. It could be a city province under a ccTLD,
where payment may not be cash. It might be something else or some other qualification.

Or even if you go down to the reverse map, where do the service providers start delegating
DNS for their PTR records, essentially. The concept is still experimental. Generally, the
boundary is usually a third layer or it might be deeper.
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So to add a little color here, this is a cartoon of the DNS Core, showing what | just dovered
the root zone, the TLDs dop, the RIR component in the middle. Arpa and a lot of things that
are under it would be in there, too. And stitDs and sulgTLDs. There are a few st LDs

out there in the older TLDs.

So to give you an idea of what the core looksdikegain, to add wre color to my slides the
Core, there about 4,000 zones that | cover. 2,300 of them axxSubs. That refers to the
provinces or the regions within some of the ccTLDs that have really got very deep label usage.

There are about 1,300 gTLDs, 300 ccTLDsh at 6 s what webdbre more ¢
when we look at the center of the DNS. There are about reverse map zones. That means some
number .iraddr.arpa for IPv4 or the corresponding IPv6 delegations.

And | also have in these other zones these spesgabnes there because sometimes they pop
up and you want to know that that was a spe

want to know t hat i n research when thyoagh ¢ 0o me
the rest of it but the test wanteresting because there are 11 test TLDs out there that are inactive
but theyodére stildl on the record books. And

research and some historical.

The other things about the scattérent the zone depth, mogtihgs are actually three levels
deep. Two | evels is popul ar. And you can (e
ccTLDs that have gone nine levels down before they go out to their registrants for whatever
purpose that would actually be ccTLD® 8 not the reverse map off

Ot her things. There are 4,000 zones, 6, 000 |
share name servers. Only about 10,000 addresses and a lot of addresses are shared between
name servers. Andwot e or i gi ns, thereds only about 2,
The bottom four numbers are just counts of what | grab as | go along through getting some of
the data.

So the census iIitself, how it ds letakbsamboutard i s
hour and a half to go through it and coll ec:
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| have a database backend, which made it @uckabular database. S@ke is, | guess, the
way to say that. | also have, for each mime CSV files. | have nine tables that correspond
with CSV files. And also, | spit out nine equivalent JSON files, just to be cool with JSON again.

Therebés a |l ittle background to this. Why not
at the baclof my head. | had to put it on the slilere. Initially, | did something much more
JSONlike. Let me see my next slide. Yeah. This is on my next slide. | did something that was
much more richlytyped. It was a very hierarchical thing. | had three JS@N that came out.

There was the zones, the name servers, and the addresses because they were shared. And | hac
a lot of ancillary information out of that.

To flatten that, t hough, I coul dnoét feésatt en
into nine of them. Six of the tables, basically, are just the details that are in the original JISON
structure. And this came abéuthe comment that | should be looking more at things like
pandas.DataFrames, which is a tabular data type within Pythost $eems to be much more
acceptable across the field of numerical analysis or data analysis out there. We like to use tables
out there, not rich data structures out there.

So | did a lot of work to spin this backward in my mind from the JSON world toaCISV. It

just seems kind of odd but it seems |ike th
days, is they want to be in that space.

So to go into what It i s thatdés i n my <cens
through thenthat | have hei@ a couple pages of this. From IANA, | have access to the root
zone database, which iIis out there. Il t6s t he
buitupovertménot t he history. |l t 6s atomeual 'y a sn
There is a Repository of | DN Practices tha

table®) the policies used by certain TLDs out there. And that Spé~alDomain Names is

one thatdéds a registry that EANA dios' ho&tiong
proper operator would be but the I ETF docum
reference to make sure we account for names that are spegalthat might pop into the
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I nternet. Thereods at. |l ot of playing done wit

From the ICANN sources here, | have a couple of websites and one other file in here. The
ccTLD fasttrack string evaluation gives a lot of metadata about the ccTLD IDNs that are in
play. Registry agreement termination keeps track of the process tolddspin running. So

we have a history of why they may have been
succeed, we may actually have some gTLDs come back to life after the process is stopped. |
found that interesting when | went through thagga

The | CANN geographic regions. The regions |
assigned regions for some of the ccTLDs out
is known to some people that are involved with certificate authoritieas a history back 10

year s. Il t 6s nouvi spirbolbea.b | lyt évse rnyotwean HMTL page
is very interesting.

And then there are various zone files that | can get my hands on, that most people can get out

of CzZDS.. I bm sbirsyline I dm including the zo
to that webbise, ofjowbht weehave on some name
not the CZDS. That 6s actually different, al

Another source of data from the UN. It was requested that | bring in the regional tags that are
used by the UN because i f youdbre not an | CA
regi onal definitions. There@ddadboaheheof Th
metadata from the other data.

From the RIRs, first I was using RIPEG6s RPK
realized that they had discontinued that | u
lookalke service which iIis running a | ocal Rout i
because | just did that itds picked up the

ot her options out there and Wwavmi glbt swantwht
reliable or not. The data that it gives me seems to be very much equivalent to what | was getting
from the RPKI validator. So far, so good on that.

And then also, | pulled the zone files that the RIRs publish. Some of them tli¥doBghsome
through AXFR. Most of them are generally public. Two of them, | requested and got allowed
to pull them, to work on them.
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Also, beyond ICANN and the RIRs and IANA and the UN, the next series, | went out to some
other public sources out therehn B r e6s a <cool t ool from Team
address and it will tell you what routing information is available for it, what AS Numbers
originate theroute to that address. And also, it gives you some information about the name of
the operatomnwhich is cool to keep around.

I use the Public Suffix List but I dondt wus
to get to the PSL. | use that as hints to help me figure out the commercial registration boundary.
I donot repubel.i slh jtuhsatt uisne whto i n some ot her
about the PSL membership of anything in the output here but | use that as an input to my work.

And then | do some DNS queries, of course. This is what takes some time. And thistis done
fill i n informati od fotekampld the SOA,tthe BNISrrec@ddayd so o v e
on. And in particular, a lot of those | get from other sources but | sometimes want to get the
DNSSEC informati on, whet her DNSqGesies arg chiefym b | e
just get the commercial registration boundary poked at.

So this boundary, I'tdés an estimation right |
ofsubel ements. Thereds some out teb.eaoeadiorhgpd ar €
are used across the board. | try those. And then | also through the Public Service List, which
gives me another set of candidates. If they pop up to pass my little test, | include them as part

of the boundary out there.

| Om nmtg [fomakit he registrations in those ar e;
the commerci al registration boundary. Il Om |
|l ets it go out to their regi saacwleotemaysout t
I could try to do this but I havenot spent
it sounds.

So now, assembly of the data. What do | do with all this stuff? | grab all this stuff. It takes
about € | 0 dur anad g/ half evedysdaydhat it poes out and grabs everything. After

my first attempt, I realized | di dnot real |
pass things through as much as possible in a stréighigh phase. So you can always gokb

to the original source and get the original information and read on what it means. But just trying

to collect it all in one place.
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| use keywords. They hint at the source it comes from to help guide my way backwards but |

also keep track of things conier o m. Il téds meant, ulti mately,
product of research. So itds not going to ¢
you anything. You would use that as part of
of that. But agai n, being the one that wr ot e
|l 6ve been successful at that

But there are these synthesized records. | have the start and end of the census, which of course,
only I could come up with. | hawte sources, which tells me where | got information from in
anotexactlyobvi ous way. I tds more to help me debeu
create my idea of gTLD, ccTLD and so on, and-glihD to subccTLD because in many

pl ac e s assumedtsat thislis is a list of something. So | had to create the category.

The jurisdictions are the twietter ISO codes. They most easily come from ccTLDs but then |

assign a worldwide one for all t h éhromhtheer el
next couple sides a little more quickly bec
want to leave time for that.

But for the zones, I have this information
information, allthebodbo k e e pi ng youdéd want to see, the ro
agreement termination if it applies, and so
The name server s, I have the addr esaldress, t hat

meaning i tds 1 n t h-epoidd,autharibatve, and theystowidakagree butC u t
they dondét al wapomts, halso te 0 keepptraak of iwlwere the glue is coming

from, what zone had that.

The glue information anduthoritative is supposed to be the same. But as you go through the
DNS cor e, itdéds not always true. There are s
part, itdéds actwually pretty cl ean.

Addresses, | have the address family. For some cassized | had to keep track whether it

was v4 or v6, even though some languages will let you do that automatically. Route origins,
where is the route coming from? Thatods t he I
prefix and the AS Number. Andéeh also, | keep track of the registered and glue values across

the board. And also, | keep track of what naseevers claim the address. And on the same
servers slide, the name servers also keep track of what zones claim them. So you can look for
all the faring out there.

Route origins, | have the information about the route origins. And the AS Number table pretty
much i s the name of the operator, as | 6m pu
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DNSKEY records, DS records, RRSIG records. These are three tablesthhtea columns

that correspond to the fields of those records. And whenever | find a record of those types, |
store that. This way we can look at what parameters are being used in places, like what kind of
keys, what algorithms are out there, for examptay the DS record has been hashed and so

on throughout that.

And finally, the IDN practices. This pretty much the most pasedugh of all things | have

here. | read the IANA webpage. | convert it from the hureadable HTML that you can see,

and visalize, and click on, to computere adab | e, which i s just the
information there.
No w, I donot have much about ccTLDs. I have

dondét go deep into tédheamc TUD.dolnddon &dtt oh & vhee ma
for that. | know there are a lot of other sources for that. But | chose not to add bits and pieces.

| wanted to be clean about this.

I donot have the compl ete cover agiéhisaonbret he
interesting in the ccTLD spagéemaybeenough to understand the depth and shape of ccTLD
name spaces out there.

|t woul d be great to have more coverage hel
easily labelthiswokt o s ay tghlds$ with dordesccTLissuff out there. | know that

some ccTLDs have name server zone files available. But until we have at least most of them, |
donét really want to expand it into that ar
them workwi t h me i n a different way. I donot W ¢
convenient right now.

Presentation of t hel idkaet ad.a tlatbdass es.t olrtedds ian daant
not accessi bl e to tWorthewyhon data foames approaxis. | absa i | t
have the data being generated into CSV and
in a place where anyone can play with it, at this point.

So my next steps. My next steps is to publish the daaaseme point. | do have documentation
waiting to go, t oo, this time around. And
bottom. It says feedback requires published data. That will come along. In the meantime,
expressions of interest would be agpated.

But the feedback is, is this stuff worth the effort? Is this data worth the effort? | sometimes

wonder about that because one thing I di dn¢
taken up on disks to hwattwdoalthatt hi s st uf f . M
Wh at ot her data would be helpful. | 6ve gott
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thereds more to go. And whatdés the best way
from what | do one way but | may not be thest at doing this.

So with that, I am done with my slides and
| guess | should turn it back to the moderator to work on this. Or should| just

EBERHARD LISSE:
Thank you very much. | promised Viktorrst crack. So, Viktor, can younmute yourself,
please?

VIKTOR DUKHOVNI:

Sure. | could use data like this, especially about where the comnregisgttation cuts are. |
currently attempt to get t hat dat aurateramdm P SL
lots of work. How do you figure out where the boundaries are? And can | get that data?

ED LEWIS:

|l 6d be willing to share that. I have two t|
when | did a scrape of HTML, | did a hasdrape ofVikipedia to find out what some ccTLDs
advertise as their sublements. | threw all those names into a jumble and tried them across the
boar d. That 6s one. I don't know t hat I have
not. But then the PSlsipretty much the other place | rely on. | have an idea of using some
other passive DN nf or mati on but thereds so much of
progress of it.

But Il 6d be willing to share t he elistBfiugpd t nov
suspectsinanmai | , Vi kt or . That 6s probably the bes

VIKTOR DUKHOVNI:

All right. And | may have data for you. We should probably exchange

some. There are places that are difficult. Like Poland and Norway have lotg of other
things like that, that are hard to track for me.

ED LEWIS:
Yeah. I say | |l i ke to go naming no names. B
not the only ones. Therebds a few ot Isetheg t hat

have the majority of the PSL names but they
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EBERHARD LISSE:
All right. Thank you. | want to get Steve Crocker, who has got his hand
up for a while, please. You may unmute yourself now. There you go.

STEVE CROCKER:

Thank you. Ed, first of all, this is great work. | congratulate you on this.

| particularly like the focus on the backends and the name servers. That will give some
interesting perspective on the underlying organizétioemergent organizath of the
operations.

I know youbre fully aware but for the benef
time and helped create the database and the maps that are shown in the DNSSEC Workshop.
So on Wednesday, for e be a prpskergation of that.tThat vsork v8 e e k
older than | can remember, even though we started it and then transferred it over to the Internet
Society, which has been publishing these maps on a weekly basis.

What 6s interesting i s fullhsaate dalabagesthahhasaa completd o s e
hi story of everything thatdés gone into it.
appear. |t doesndét cover all the things tha

tracking DNSSEC deplaogent.

But we did look at some of the same organizational issues. How do you classify a TLD into
CCs versus Gs and some things that didnot fi
and so forth? So thereds siosmewllbaeairdesestingtdirg r e w

to reconcile the numbers that are in that d
The commercial registration boundary, | think, is very important. And the Public Suffix List is

a mixture of several different things S o | agree with you. Ther ebo
One comment about tracking things. I t hi nk
everything i n as aut omat ed a fashion as p

discovered is that muabf the data that we were interested in had to be collected by hand. That
was the bad news.

The good news i s, there isnodt t hat much da
manageable. So for example, if you want to know what region, foréxamp a TLD i s i
determined basically once. |t doesnot have

and over again. So | just wanted to mention all of those things.
I guess one additional comment is in looking at the backends, are youeprémpabackends
changing as they do once in a while, when the backend operation is transferred? A few examples
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