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Ϛ  >    

￼ṅשׁ   

ӭ› ϱȲ ‒ Фד ѻ Ṽ ITU E.164ѠהȲ

ɦ ɧ+ɦ ɧ+ɦ ɧ ᵛҠФה Ф ȴ 

5G ҅ẃ Ȳᾬ (Internet of Things, IoT)ȳ йѱц

ὢ Ɫᶶכ ϯᾼ ӣȲӭ› ‒ ӣП E.164ȳ

E.212‒ ⁄֯ϯѷ҅ ᾼ ‒ ϯ ԓצ ПӇ ȴ 

֤ цᴯᵿ╓ ɎInternet Corporation for 

Assigned Names and Numbers, ICANNɏᴕ ᵛ (Instant 

Messaging, IM)ᾼ ц цȲᶾ ϱ ṷᵛ (ֽ Lineȳ

TelegramȳFacetimeȳMessenger)БЛṿӣ E.164 Ɫӣљ ᵑȲѿ

ц 5G IoTṿӣ ‒ ᾼ ἤצᵑὑ Ȳ ױ ȲῺדד

Бң ϚṆԝ שׁ ד ᶾ ц ȴ 

ICANNὑ201711דѣ֯ Ӂ ѩ ᾼ שׁ ϱȲ ӱṿӣ

֤ Ṇ ɎDomain Name System, DNSɏᵂⱢậ҅ E.164Ѡה

ᾼҠ ἤȴẔМ IoT ᾼ ѠהȲ Ӽὑ ד2020 1ѣ 23

ѡ ῶẔ ɦ5G Technologyɧ1цITUɦNetwork 2030ɧ2Пכᾎȴ 

צ ὑ ᶾ цὢ ӣѡ ѣ Ȳד (ֽ ITUȳ

3GPPȳGSMAȳICANN) йѱ(Network Slicing)ȳ ‒

(Telephone Numbering Plan)цDNS ӣ Л ҏ ᾼᶾ Ѡ ȴ 

Ӑ Ɫ ӻ⇔ד110 ɦ5G/B5G‒ ц

ṅשׁ ɧПІ ПϚȲשׁ֯סṅϯѷ҅5G /B5G‒ цҒ

в ᴯц ֥ᵂȴӐ ɦϯѷ҅ ‒ ᶾ έцשׁ

ɧỗ ṅשׁ Ȳ έɦשׁ ϯѷ҅ ‒ ạц֢ ╜

                                         
1  ICANN Office of the Chief Technology Officer ,ò5G Technologyò, Alain Durand,OCTO-004(2020) 

< https://www.icann.org/en/system/files/files/octo-004-23jan20-en.pdf>.Ɏ ∟ ѡȸ2021/6/12ɏ 
2 ICANN Office of the Chief Technology Officer,ò New IPò, Alain Durand,OCTO-017 (2020) 

< https://www.icann.org/en/system/files/files/octo-017-27oct20-en.pdf>.Ɏ ∟ ѡȸ2021/6/12ɏ 
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ɧȳɦNetwork 2030‍IP П ‒ ɧ ɦ йѱП ‒

Ѡ֣ɧȲϠ ‒ цד ᶾ Ȳṳ вד

שׁ ᴩ ⇔ ∟Ȳ ҏ╜ Ѡ֣∂ ȴ 

ҵȲױ ᴩ ὑDNSП5G IoT‒ Ȳ∂Ӵᶺ ϯѷ

҅ ‒ ạȲṳׁשέϯѷ҅ ‒ ׄ Ȳцׁש ϯ

ѷ҅ ‒ Ṇ ׄԓц Ф ׄԓ ȷҫҵȲⱢ ц ’

ᶺ ᶾדּ ṳ Ȳ П ‒ ד

ц♄ Ȳֽ Џ ԉ ɎInternet Engineering Task Force, IETFɏ

цICANN ᶾ Ừ е⅍ɎOffice of the Chief Technology Officerɏ

П ц֥ᵂȲ ד ạứЏᵂцҠ ԉ

П ϢИȲѿ ϯѷ҅ ‒ ᶾ ȴ 
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ṅשׁ  ӭ  

5Gʒ ᾼ ṿᾬ ӣᶶ ᾼכ ȲṼ

ɎInternational Data Corporation, IDCɏᾼ 2019-2023 ᵫ

ɎWorldwide Internet of Things Forecast, 2019-2023ɏȲᾬ Ӏ ᷾

Ӧ2019דᾼ7,265ּרа דаȲרᾼ1.12ԑּדᴟ2023 כ כ֥

  12.6%3ȴᴟױȲ ֯ 5G ᾬ ᾼ ӣὢ כ

∟Ȳԍ ӣ ᾼ Ϸ ד ȲכⱢ ₤ ᴯ

Пᵓ ȴ 

ᴴ ӣὢ ᾼ Ȳ֯╠צ E.164 צ цᾬ

П ц ḖϯȲцנ ϯѷ҅ ₤ ᾼ ạȲצᵗὑ

∟ ╜ ứȳᶾ ӣ ȴ 

Ϡ ᾼ ҵȲֽᴶ 5G Мᾼ Фכ ═

Ȳ ╥ 5G ᾼ ȴӦὑȲԍ ֯Л е Ȳѿц

ᴞᴩḟứṿӣ῏ П ᾓϯȲḆẓ ȳἨ ᾼ ạ Ȳ Ғ

ׄԓᾼ’ Ȳṿᶺ ᾼ и ῏ῶ Ө ԍ П Ȳ‚ṿ

ᴩ ₤ȴ ᶺ ԍ Ө ӣ Ȳṳᴞᴩ∂ Ȳד

ὑ᾿ ‒ ῏Пе ȳἨ╥Ю ‒ ῏П ѿ∂ ӣ

Ȳ Ӈֵצ ȴ ԒȲᴴ ԍ ᴞ∂ ᾼ ⁫

Ȳ Џ ȳṞ ӣὢ ֽ​∟╡ ᾼ ᴩȲ

ԍ ᴞᴩӨ ӣ ṳᴞ∂ ȲЬ ᴕ ׄПṮ ȴ ∟Ȳ

ԍ ᾼ ⁫ ӼצҠ כ Д ᾼ Ȳ ᵅ ṿӣ ȴ 

Ӑ ї▐ …ѿ 5G› ᶾ ц ׄԓП╜ ṛ

֣Ȳ ϩὑ 5G йѱᶾ П Ṇ ȲẔ 5G

йѱ Ἐֽ 1-1Ȳ ᵓӣЛ֝ὢ 5G ї й Л֝ғ Ȳ

DNSṆ 5G йѱᶾ ֥ȳ Ф ד ṅשׁ כ

 Ὠȴכ

                                         
3 IDC Worldwide Global DataSphere IoT Device and Data Forecast, 2019ï2023), IDC, .May, 2019 . 
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 1- 1ȳ йѱ Ἐ  

ẃ ȸӐ ᵂ 

Ɫ ᶙ ᶺ 5G йѱ ạȲ Ȳ‚ṿ֯

ӴϚ∂ד2024 5G ὢ ▐ ȲӐ Ϛד Ӧᶙכ 5G

ὢ П Ἐ ɎProof of Concept, PoCɏȳ ϡᴟϮדὢ

ɎProof of Service, PoSɏѿцӑẃ ӣ ɎProof of Business, PoBɏϮ

◕ ӭ Ȳׁשέ ѿ 5G йѱ Ҡ ᾼ ц

ȴ 

ⱢϠ Ϥ ӣ ȲӐ ὑЭ(2021)דᶙכ Ἐ ɎPoCɏὢ

ȲӑẃҠ═ ᴩPoSцPoB∟Ȳ ҏ ֥ᶺ 5G П Ȳ

ᶺ ᴯ Ȳѿ‚ ᶺ 5G IoT йѱד ᶾ

ȲẦᵗ в ц֪נ ц ᴩӀ ӁᶝȲ ᴖ сᶺ ד

ᴞѻׁש ϩȴ 

☼ṅשׁ  Ѡᾎ 

ӦὑӐ ц ꜙ Ȳ иכҳ и ȸ 

и Ϛɦϯѷ҅ ‒ ᶾ ц╜ ɧ иȲ ֯ 5G IoT

ạ Ȳ Э IPv6ȳE.164‒ ạȲ Ὑ ֯

ϯѷ҅ ‒ ц Ȳṳ Ὑѻ Ἠ֮ IPv6

╜ ᶾ ȴҫҵȲ Ὑ ‒

Ȳṳ ѻ Ἠ֮ ‒ ╜ ᾬ Ȳṳ ҏ



5 

 

╜ Ѡ֣∂ ȴ 

и ϡɦϯѷ҅ ‒ ׄ ɧ ϚḔ ҏ DNS֯

йѱ П Ȳѿц 5G ӣ е Ю П ạ

Ἤ цᾼ ׄԓ ḖȲṳׁשέ IoT ϯҠ Ӣᾼ ׄ ЀȲ

ҏד ᾼ╓ ἨṮ ạȲѿ∂Ӵ ׄ ȴ 

и Ϯɦϯѷ҅ ‒ ạɧ⁄ ֯и ϚПׁשṅ

Ȳѿ йѱᶾ ∂ Ϛ ѿDNSⱢ ᾼ5G ӣ Ȳ

IoT ᴩП ạȲ ᴩ֝ ц ᾼ Ἐἤ ȴ 

и ҳɦϯѷ҅ ‒ ϢИ ṎɧȲ Ӧ Ғ ד

Ȳѿц в ϢИ ᴩד Ȳѿ ṅשׁ’ ֥

Ȳ֝ ṅשׁ Ϣ Ȳ Ṏᶺ ϯѷ҅ Ϣ

Иȴ 

Ӓׁשṅ ᵫ ѿгЄ ᴩ Ȳ в ỗ ḖȲ

Ὑֽϯȸ 

Ϛ Ὑɦϯѷ҅ ‒ ᶾ έцשׁ ɧ Пׁש

ṅ￼ ȳׁשṅ ӭ ȳׁשṅ☼ Ѡᾎц Ὠכ ȴ 

ϡ ɦϯѷ҅ ‒ ᶾ ц╜ ɧⱢ Ӑ П￼ ц

ӭ Ȳ Ϥׁשέϯѷ҅ ‒ ᶾ Ȳ ᴩ ITU-TȳIETF

ϯѷ҅ ‒ ц Ȳṳׁשέ IPv6ʒ ц֢

IPv6╜ ȷҫҵȲׁשέϯѷ҅ ‒ ╜ Ȳ έשׁ ѻ

П ‒ ╜ цᾬ Ȳцׁשέ ӱц

ẦứȲṳ ҏ╜ Ѡ֣∂ ȴ 

Ϯ ɦϯѷ҅ ‒ ׄ ɧׁשέ 5G ‒ Ṇ

ᾼ ȳ ПׁשṅȲ ᴷ 5G ӣ ֯

ᾼ ׄ Ȳṳ ҏ ׄ ȴ 

ὑ ϡᴟϮ Пׁשṅ ὨȲ ҳ ɦϯѷ҅ ‒

ạɧⱢ ᴷ 5G Ṇ Ȳ ứ PoCӂ Ṇ Ȳ∂Ӵϯѷ҅ ‒

ạȲṳ ϯѷ҅ ‒ и ȴ Х ɦϯѷ҅
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‒ ϢИ Ṏɧᵛᵧ ṅשׁ ICANN

ὨȲṿכ 5G йѱᶾ ‒ ὢ ṅשׁ Є ȴ

∟Ȳ ֥› Пׁשṅв Ȳ ҏ г ɦׁשṅ ╜ ∂ ɧȴ 

Ὠכ    

Ӑ ҏПׁשṅכὨ Ὑֽϯȴ 

Ϛȳ כὨ 

‒ ạц йѱ╥ 5G/B5G‒ П ᶾ Ȳ й

ѱᶾ ╥Ṽ ‒ὢ ḖȲ ї Ἠ Ϥ ӣ оᶾ

й ֵכ ᾼ Ȳѿ ẞ ц ♄ṿӣȴӭ›

5G ὑ Ȳ ∂ ц Ь֯ Ȳֽᴶṿᶺ

֯ׄїȳׄԓᾼ ӣ5G йѱцᴞ∂5G Ȳ ḟ5G

йѱц П ᶾ ȳ ׄц ᶾ ȴ 

Ӑ Ɫ › 5G йѱц П ‒ᶾ Ȳ ᴖ‚ ᶺ

5G IoT йѱד ᶾ ȲẦᵗ в ц֪נ ц

ᴩӀ ӁᶝȲ сᶺ ד ᴞѻׁש ϩȴ ɦϯѷ҅ ‒

ᶾ ц╜ ɧȳɦϯѷ҅ ‒ ׄ ɧȳɦϯѷ҅ ‒

ạɧцɦϯѷ҅ ‒ ϢИ Ṏɧ ṅשׁ ҏȲṳиᵑ

ҏɦ╜ Ѡ֣∂ ɧȳɦ ׄ ɧȳɦ ‒ ạ

ɧцɦϢИ ṎכὨ ᵫцϢИ Ṏ ȳМȳ  ɧȴ 



7 

 

 

1- 2 ȳ Ὠцכ ҏ 

ẃ ȸӐ ᵂ 

ϡȳ  

Ӑ ӭ Ɫ ϯѷ҅ ‒ ạц֢ ╜ ȳ

∂Ӵ5G йѱП ạ Ἤ цᾼ ׄ ȳ∂Ӵѿ DNS

Ɫ П 5G IoT‒ ạȳ ҏϢИ ṎכὨцϢИ

Ṏ ȳМȳ  Ȳѿ‚ ᶺ ϯѷ҅ 5G IoT й

ѱ цᶺ ẓ ᴞѻ 5G ‒ ᶾ ȲӐ כ

ὨἬ Ɫɦṿᶺ ԓ ϯѷ҅ ‒ ɧȳɦẦ

ᵗ в ц֪נ ц ᴩӀ Ӂᶝɧцɦ ’ᶺ ֯ ᾼ

Ὲ ц ϩɧȲẔ Ὑֽϯȴ 

(Ϛ) ԓ ϯѷ҅ ‒  

Ӑ ϯѷ҅ ‒ ạц֢ ╜ Ȳ
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ITUɦNetwork 2030ɧȳ‍IP ѝ цICANNɦ5G Technologyɧ

Ἤ ӁП ‒ ѝ ᴩׁשέȲṳׁשέМ ȳѡӐц

Пᾬ ╜ Ȳѿ ҏϯѷ҅ ‒ ╜ Ѡ

֣Ȳṳ ӂ Ṇ ∂ ȳ ‒ и ȴױҵȲ

П ц Ὠכ ד С

в֢ ( ‒ ῏ȳᾬ ῏ȳ )ӻ☼циṹȲѿᵂⱢ

ӑẃ ὢ П ᴕȴ 

(ϡ) Ầᵗ в ц֪נ ц ᴩӀ Ӂᶝ 

ӦӐ ṅϯѷ҅שׁ ‒ 5G/B5G‒ ц

ד Ȳ╝Ӑ цכὨ ῶ Ȳ ╜Ἀ

ד ᴯȳ ‒ ῏ц ד ᵓ …ϢȲ ӦӐ П

ᴩ ꜜПӻ☼ ṓ Ȳѿ‚ ᶺ ϯѷ҅ 5G IoT

йѱד ᶾ Ȳṳ сᶺ ד ᴞѻׁש

ϩȴ 

(Ϯ) ’ᶺ ֯ ᾼ Ὲ ц ϩ 

ϯѷ҅ ‒ ц в᷾Ϥ вׁשṅ Ȳ

ṳ 5G/B5G ᶾ П Ȳ о

Џ ԉ (IETF)ц ICANN ʒ   е⅍ Ȳ

ד ạ ЏᵂцҠ ԉ П

ϢИȲѿ ’ᶺ ᶾדּ ṳ ȴ 
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ϡ  ϯѷ҅ ‒ ᶾ ц╜  

 ϯѷ҅ ‒ ц  

Ϛȳ ϯѷ҅ ‒ П Ἐ ứ  

ὑ ᶾ ѡ ѣ Ȳ ṿӣ῏ ϱ Ȳ

╥ Ӧᴩ ἨỆ Ȳќ ϱ ὢ ᾼѻ ▐ ᶁБ

ӻ Ɏcircuit switchɏ Ɫ⅔Ҕӻ Ɏpacket switchɏȲṳ ϯ

ѷ҅ ɎNext Generation Network,  NGNɏᾼ∂ Ϡ ᾼ

ᵂӣȴ 

Ṽ ITU-T̪ NGN ̫ѝԈᾼᶛ ứ ȲNGN╥Ϛ ѿ⅔ҔⱢ

ᾼ Ȳ ֣ӣљ ẁ ‒ὢ Ȳṳᵓӣֵ ậȳќ═

ὢ ₇ ɎQuality of Service, QoSɏᾼ ᶾ ȴӦὑὢ ғ Ӵὑ

Ἁ ᶾ Ȳӣљ Лắ ạ֮ ậ Ȳṳѹ ѿ ᾨὢ

῏Ἤ ẁПὢ ȴNGNќ═ ӣ ἤȲб ֣ӣљ ẁϚ ế

Л֯ᾼὢ 4ȴⱢ Ḇֻ֮ NGN Ḗếғ Ṇ Ȳѝ

Ԉԝ ҏNGN ẓ ᾼ Ӑ ἤȲҔ╗ȸ 

ȶ ѿ⅔ҔⱢ ᾼ ȷ 

ȶ ạғ ếἭ ϩȳẻҪ/ ѿц ӣ/ иד ȷ 

ȶ ẁ Ȳ ẁ Ὅᾼ Ѐȷ 

ȶ ẁ ᾛᾼ ȳ ӣế ὑ ∂ ɎҔ╗ᵛ /Æ☼/

‍ᵛ ếֵ ɏᾼ ạȷ 

ȶ ẓ ẞ QoSᾼ ϩȷ 

ȶ ὍЮ Ф ȷ 

ȶ ӣ ἤȷ 

ȶ ӣљЛắ ֮ ậֵ ὢ ẁ ῏ȷ 

ȶ ֵ ᾼ Ѡ ȷ 

                                         
4 ITU-T, Recommendation Y.2001 (12/04) - General overview of NGN, available at 

https://www.itu.int/rec/T-REC-Y.2001-200412-I/en (Last visited:Dec. 5, 2021) 

https://www.itu.int/rec/T-REC-Y.2001-200412-I/en
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ȶ ֝Ϛ ӣљ ắẞ Ϛᾼ ȷ 

ȶ Ệ ᴩ П ᾼ ֥ȷ 

ȶ ד ᾼғ ӴὑἉ ᶾ ȷ 

ȶ ќ═ֵ ∟Ϛ ᶾ ȷ 

ȶ ṜἬצᾼ ạѠ ᾼ ḖȲẂֽ ὑ ≡ ȳׄԓȳ

Ϣ Ṃȳ֥ᾎ Ѡ ȴ 

ֽ ȳ ȳ ȳ ȳׄԓ NGNғ

Ɏfunctional entitiesɏȲ֯ Ҡ и ▐ה Ȳғ П

ὍЮ ȴ ᴕ ᾼ Ɏthe identification of reference pointsɏ╥

NGNМ‍ ᾼϚ ȴ ғ П ᵓ ᴩ ȲẦứ

Ӈ оȴ 

NGNӦדФ ᾼ Ȳכ ӣ֢Л֝דᾼ ậѠה ӣ

љ ȴӦὑ NGN ẁ ậѠהц ᾼ ϩȲ╝

֯ ϱ ᴕ ẞ ȳỄ֤цứᵿɎNumbering, naming and 

addressingɏᾼ ȴӣљ ҠӦֿ֤Ἠ ẃ Ȳ ֿ֤

ᾼ έṆ Ȳ Ϛ ứᾼֿ֤Ἠ צכ ᾼҠ ӦᴯᵿȲ

ẂֽȲ ẦứɎInternet Protocol, IPɏᴯᵿȴ ȳỄ֤Ѡ

ᾼ Ẃֽϯȸ 

ȶ E.164Ѡ Ɏnumbering schemeɏȷ 

ȶ ԓ ứᵿ ɎUniversal Resource Locator, URLɏȷ 

ȶ ԉᴶẓ Ϛἤᾼ֤ Ṇ Ȳֽȸ1800Airwaysȷ 

ȶ Ẕ҃ᾼỄ֤ѠהɎnaming conventionsɏȲֽ H.323ȳ

ẦứɎSession Initiation Protocol, SIPɏȳ צ ц І ԈП

URLȴ 

Ẓ ӣљ ἒױ ȲҠѿ᾿ ϤѿϱἬ ẞᾼ

ɎidentifiersɏȲӣљ Ẕв Ἠҵ ᾼ ȲẂֽȲ DNS

֤Ṇ Ȳ Ἤ Ϥᾼ IPᴯᵿȲѿӣὑ∂Ӵכ ȴ 



11 

 

֯е ϱȲNGNӇ Ṝ ֤ έᾼ ḖȲֽϯἬԝȸ 

ȶ Ҡ ἤ ɎReliabilityɏȸ Ӧ ὑ ֤ έ Ṇ

Ɏname/number resolution systemɏ NGNᾼ ᴩ᾿ ד Ȳ

Ӈױ֪ ẓ ‒ὢ ᵑᾼҠ ἤȴ֯▐ ϱȲЛ ֯׀

╝ Ɏsingle point of failureɏȲѹ צ ṃᾼ ӂ

ạɎload balancing mechanismsɏȴ 

ȶ ᶙ ἤɎIntegrityɏȸӦὑ֤ έṆ еӣ ᾼ

ᴩ᾿ ד ȲἬѿӇ ’ֿ֤/ έṆ ФЛӮלȲ

ֿ֤/ Ṇ Ҭ Ҡצ ᾼצ ᾼ ӭȲӣѿ

’ Ṇ ᾼᶙ ἤЛắ ȲяẔ╥֯ ӣиᵉהṆ ȴ 

ȶ ׄԓἤɎSecurityɏȸ֤ έ ╥‍ ᾼ

ȲҠ ᾿ ẞ ᾼ ᴩȲ҃ ֝ Ϸ╥ч╣

ᴩᾼ ц╜ ᾼ ᾼ ȴ Ȳ֤ױ

έṆ ╥Ҭ ӦӐṆ Ἤ ṿӣᾼ Ṇ ȲӇ ậ

Ϛứᾼׄԓ ╟ȴׄԓἤѻ ╥ ӣљ ậ ȳ

ׄԓἤȳ ἤȳ ֝Ḕц╝ ⌠ ṷѠהẃ

’ ȴ 

ȶ ѻ ɎSovereigntyɏȸ ц֤ έṆ ֯ס

ẁ вцԓ ὢ Ȳᵀ ’ắ ᾼᾙ ѻ Лắ

ȴ 

ϡȳ ‒  

‒ Ɫԓ ‒ӣљ ПӣȲẔ ⁄ Ầ Ȳ

ṳ ứ ‒ᶾ Ғѿ ṿӣȴ ‒ ֥ ɎInternational 

Telecommunication Union, ITUɏ╥ Ṷ ‒ П ӻ☼ ֥ᵂᾼ

֥   Ȳ ϯП ‒ о  ɎITU-Telecommunication Sector, 

ITU-Tɏ ṅᶾשׁ цẔ҃ Ȳṳ Ӂד ᶾ 5Ȳ֯ԓ

                                         
5֯ ITU Ɫ∂ ɎRecommendationsɏȴ 
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в‚ ṳ ‒ оȴ 

ITU-Tᾼ оЏᵂѻ ֢֯ ‒ ṅשׁ ɎStudy Group, SGɏ

ᴩ6ȴITU-Tᾼ ▐ ֽ 2-1Ἤӱȴ 

 

2- 1ȳITU-T ▐  

ẃ ȸITU  

ITU-Tכ Ҡ╓♆҅ῶ Ғ SGᾼׁשṅЏᵂȴ ⁄ϱȲḕ SG

Ϛ ứ ᾼׁשṅȲ ЄȲҠԛиכ Џᵂ

ɎWorking Party, WPɏȲѿ ὑ ứ Ἠᶾ ɎἨ ɏ ӭ

ᾼ ạứȴ 

ѷꜜ ‒ оԓ ɎWorld Telecommunication Standardization 

Assembly, WTSAɏḕҳדң ϚװЄ ȴẔѻ ԉ Ɫ ứ ITU-Tᾼ

╜ ȳ Ἠ Ӂ ᾼḟ ɎResolutionɏȳ∂Ӵ SGȳ᷅ Ҕᵶӑ

ẃҳד ṅשׁ ɎQuestionɏᾼЏᵂ ȲѿцԉỄ֢ SG

Ӣᾼѻ ȳ ѻ ȴ ứ ד2020 11ѣ ᴩᾼϯ WTSAЄ ắ

                                         
6 ITU-T, Standards Development, available at https://www.itu.int/en/ITU-T/about/Pages/development.aspx 

(Last visited:Jul. 15, 2021) 

https://www.itu.int/en/ITU-T/about/Pages/development.aspx
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Covid-19 Бϡ⇔ ȲḂᴟ20223דѣ7ȴ 

ד2016֯ 10ѣ25ѡᴟ11ѣ 3ѡ ᴩᾼWTSA-16Є Ȳ ḟứ

’═ITU-T 11צ SGȲӼ ӁԚ60Ԉḟ Ɏᵶ 47Ԉɏц1Ԍ

ṓ 8ȲẔМ ɦ ȳỄ֤ȳứᵿế ᵑɧɎnumbering, naming, 

addressing, and identification, NNAIɏ ‒ ד ᾼѝԈҔ

╗ȸ 

ȶ 20 ḟ ʟɞ ‒ ȳỄ֤ȳứᵿế ᵑ ᾼи

ᶧɟȷ 

ȶ 47ḟ ʟɞ ɎἨ֮ ɏᾼ ɟȷ 

ȶ 48ḟ ʟɞ оɎֵ ṕɏ ֤ɟȷ 

ȶ 49ḟ ʟɞENUMɟȷ 

ȶ 60 ḟ ʟɞ ᵑ/ Ṇ ᾼ цẔ IPṆ /

☼Ἤ ẃᾼ╚ ɟȷ 

ȶ 61 ḟ ʟɞ ‒ ӣц ӣᴩⱢᾼὂạ

ếӉ ɟȷ 

ȶ 64ḟ ʟɞIPᴯᵿи ѿц ֣IPv6ᾼ ɟȷ 

ȶ 65 ḟ ʟɞ ȳѻҪӣљ ᵑếỞ ֮

ᵑ ɟȷѿц 

ȶ 91ḟ ʟɞҒ ITU-T Ἤ І

ᾼ ɟȴ 

ɞWTSAᴩ ɟȲӦ ‒ о ɎTelecommunication 

Standardization Advisory Group, TSAGɏ ẁȲᵂⱢ ế‚ WTSA

Ὠכ ᾼЏẓ9ȴ 

                                         
7 ITUT-T, WTSA-20, available at https://www.itu.int/en/ITU-T/wtsa20/Pages/default.aspx (Last 

visited:Jul. 15, 2021) 
8 ITU-T, Resolutions and Opinions 2016 editions, available at https://www.itu.int/pub/T-RES (Last 

visited:Jul. 15, 2021) 
9 ITU-T, ITU-T TSAG (Study Period 2017) Temporary Document 789: Action plan related to the 

Resolutions and Opinion of WTSA-16, available at https://www.itu.int/md/T17-TSAG-200921-TD-GEN-

0789 (Last visited:Jul. 15, 2021) 

https://www.itu.int/en/ITU-T/wtsa20/Pages/default.aspx
https://www.itu.int/pub/T-RES
https://www.itu.int/md/T17-TSAG-200921-TD-GEN-0789
https://www.itu.int/md/T17-TSAG-200921-TD-GEN-0789
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Ϯȳ ITU -Tӑẃ цᴩ П  

ITU-T ṅש13ׁ ɎSG13ɏ Ϡ ITUצ NGNᾼ

ạứЏᵂҵȲӼ═ ϩὑׁשṅӑẃ ɎFuture Network, FNɏד

цᴩ П▐ ȴ 

ᾼṔ⇔ẃ ȲNGN…╓ԓ ‒ Ӧ ӻ ֣⅔

Ҕӻ ᾼ ȲẔѻ ӭᾼⱢ ᵅὢ ẁ῏ᾼ ӐќҏɎCapital 

Expenditure, CAPEXɏế ќҏɎOperating Expense, OPEXɏȲṳ Ầ

ᵗẔ ẁҒ ֵ ᾼ ȲẂֽIPTV ȴNGNЛᵀБ

ӣὑỆứ ᴩ ☼ɎFixed Mobile Convergence,  FMCɏȳ ‒

☼ȲӼ ӻ Ṇ ɎIntelligent Transportation System, ITSɏ

ẃќ ᶾɎInformation and Communication Technology,  ICTɏדּ

ḦṞ ᴩ ȳ П ☼ȴ 

SG13ἬạứП ѻ ⱢITU-T∂ ᾼQṆԝɞӻ ц‒҆ɟ

ế YṆԝɞԓ ∂ ȳ Ầứȳϯѷ҅ ȳᾬ

ц ₨ӀɟȴSG13ṳ ṅשׁ Ὅ֯ Ɏcloud computingɏȳ

ᾛ֯ Ɏubiquitous networkingɏȳи ὢה Ɏdistributed service 

networkingɏȳ Ɏad-hoc networksɏ ȳ ứ ɎSoftware-

Defined Networking, SDNɏȳ оɎNetwork Virtualizationɏȳᾬ

ɎInternet of things, IoTɏȳ Ɏenergy savingɏ ȴ 

ד2018 7ѣȲSG13 Ӵכ FG-NET-2030Њ ɎFocus 

Group on Technology foe Network 2030ɏȲṳ ứӭ Ɫȸ 

ȶ ṳ Эᾼᶾ ȳӂ ế Ȳ Ẕ ӑẃ П

ᾼ ╚ ȷ 

ȶ ҏӑẃ П ȳ Ḗȳ▐ ȳṿӣ ȳ ᴷѠᾎ ȷ 

ȶ Ɫ о ẁ╓іȷѿц 

ȶ Ẕ҃ ạứ ∂Ӵ ȴ 

֯Ɫ Ẓדᾼׁשṅ∟ȲFG NET-2030Ԛң Ϡ6שׁװ Ȳ ∟֯
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6ѣד2020 ҏӪӫ ד ѝԈ ᵫȲṳὑ֝7דѣ ḇẔЏᵂȴ 

֯› ד ѝԈ ᵫМȲ ҏϠϚṷ ὑ 2030ӑẃ ṿӣ Ẃ

ѿцẔ ḖȲҔ╗ȸ 

ȶ ԓ ה ɎHolographic Type Communications, HTCɏ 

ȶ ɎTactile Internet for Remote Operations, TIROɏ 

ȶ ɎIntelligent Operation Network, IONɏ 

ȶ ế ☼ɎNetwork and Computing Convergence, NCCɏ 

ȶ ᴯиṝɎDigital Twin, DTɏ 

ȶ ыῈ֮ ֥ ɎSpace Terrestrial Integrated Network, STINɏ 

ȶ ֥ ᾼЏ ᾬ ɎIndustrial Internet of Things, IIOTɏ 

ѿϱ ḖҠԛ Ɫ ẁ ạᾼ ứἤ Ἃ ὢ ȳ

ֵ ế ᴭ☼ ᾼ Ф ế Є ☼ ᾼὢ ȴ

ֵ ӣԚ׀ ȲϷҠѿиⱢֵ ҷ ᵑᾼ Ḗȴ

ѿ∟ᾼד2030 ᶾ Ṝϱ ḖȲ ҏ ứἤ

Ἃ ϩȳֵẦứ Ф ϩȲѿц ♄ ᾼ

ạứế ạ ϩȴ 

ҳȳ IETF ϯѷ҅ ᶾ П  

ἬỂ῀Ȳ Џ ԉ ɎInternet Engineering Task Force, 

IETFɏЛᵀ╥ ϩὑ InternetׁשṅᾼӖ ạứ ȲӼ╥

ᶾ ֵ ᾼ ֮Ȳ╝֯ԓ ꜜ צ ᾛᾼ ϩȴ

ᴞכӴ ẃȲIETFБạứד30ֵ 9ϾԌ Ḗ ṓ ɎRequest for 

Commends, RFCɏᶮהᾼѝԈȲ ṷכὨќ Ϡ Internetᾼ

Ṇế ᴩȴ 

ⱢϠ ֢ ᾼ ḖȲ ᶾ ᾼׁשṅϢ Ϛ᾿֯

ϩὑ ẦứɎInternet Protocol, IPɏᾼḂ ȴ IP

ɦ ϩᴖⱢɧ ῴ Ἤ ᾼ Ӑ ἤȲ ֯׀ꜜ ’ׂ♆ếḂṏ

♆Ẓ ᶾ ȴѿ IETFῂ Ɫ ᾼ’ׂ♆ ѿ Ѡה

Ɏpatchɏ ḟTCP/IPẦứ ᾼЛṜȴḂṏ♆⁄ ֣ὑ ϚḔᶙ IP



16 

 

Ȳṳ Ɫ ᵂᾎ ᾎ Ӑϱ ḟ IP   ѿẃἬ

ᾼ ֵ ȲҔ╗ȸ 

ȶ IPv6Ἃᴼ Ἤ Ӣᾼ ȸἋᴼ ɎExtension Header, 

EHɏ╥IPv6IPv4П ᾼ ᵑȴIPv6Ḃ Ệứ ⇔ṳ

о Ӑ ᾼ Ȳ ⅔Ҕ ȲᵀϷӦὑ

hop-by-hop ᴟ EHȲЛᵀ ὔ ᾼ

ɎoverheadɏȲӼЛᵓὑ ֥ ғ Ғ ᾼϯѷ҅

ᶾ Ầứȴ 

ȶ IPv6צỆứᾼᴯᵿ ⇔ȸIETF IPv6ᵅғ Ϣ

ɎIPv6 over Low-Power Wireless Personal Area Network, 

6LoWPANɏЏᵂЊ ứᾼ ᶾ Ȳӭ›Ӧ ᴃẁ

ᾼᾬ Ȳ ὑᴾӣCPU ȴ 

ȶ IPv6Л ẁ ₇ ᾼὢ ȸ█ṷ ӣ ה ᾼ

ẞ ɎE2EɏἋ ḖȲ ⅔Ҕ ⅔ҔӶҷᾼὢ

ȴ֯Ϛṷ ứᾼ ḖϯȲ╥ ứ E2Eδ֟ ếἋ

ȴ֪ױȲ ›ᾼ TCP/IPЛ ֥Ȳ ᾼҠ ⇔ ᵛ

E2Eӣ  ȴה

ȶ ֯ᴞ ᴭ☼МȲ ѽ оᾼ ḟѠ ȸ RFC 2205 

Ầứ(Resource Reservation Protocol, RSVP) ᾼ

ḟѠ Ȳ╥ ὑ Ӧ ᾼ ӁȲṳЛ ȴ Ӧ Ӂ╥

IPv6 ⅔ҔМᾼ Ȳӣὑ֣ Ӧ ҏ‒ ѿ ᴩ

ứ ȴ ⅔Ҕ ὑ ᾼ Ȳ Ḃצ Ὲ Ȳ

Ẃֽ Ӧ ῀ ṷ ӣ ȲἬה צ ЊҠ ắ

ạȲṳҠ ҏḆֻᾼḟứѠ֣ȲẃӶ ⅔Ҕ ȲẂ

ֽ ₇ Ḗ ẞҠ ắᾼ ᵑȴ 

ȶ IETF DetNetЏᵂ ЄἋ ȲᴖЛ╥ꜜứἋ ȸ

DetNetϷỮӑ ứἬ іϤᾼὢ Ȳ╥ᵡ ֯ ϱכғ

ᴩȷᴖӭ›ѻ ᾃᾼ ӭ Ȳ╥ṿһ צ֯ ạ
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ᾼ в Мṿӣȴ 

ȶ Ӧ ạӂ ẦứЬצḂ Ὲ ȸ֯ Ӧ МȲ ṓ

ạӂ ӂ и Ȳṳ ᵑ Ӵᾼ ȴ

ᴖȲӭ›ֵ ӂ ẞҠӣ‍ ᶶᾼ

Ғ ἤ Ɏnetwork functions virtualization infrastructure 

forwarding plane, NFVI FPɏȲד ֮ ὑ ạӂ ⁄ ᴿП

ȲѿḆ Ṝӑẃ ӣ ϯ ᶾ П Ḗȴ 

ȶ ӣљẞ ᾼ ӣ Юה (Application Programming 

Interface, API)╥Ӈ ᾼ ḖȸϚṷ ᵉ∂ ₤ ẃᴞӣ

љ ӣ ᾼה ứ ạȲ ╥ E2E ὢ Ἤ ᾼȲѿ

Ҡ ẁ₇ Ἠ ⇔ ȴ 

Ɫ › IP   ѿẃ ᾼ ֵ Ȳ֯ ITU-T FG 

NET-2030Ἤ ҏᾼɦӑẃ₣᾿ ếẦứɎFuture Vertical 

Communication Networks & Protocols, FVCNPɏɧ ἘМȲ ҏ

ӑẃ ќ ֵ ȲẔҔ╗ȸ 

Â ᴯᵿứ  

Â Ҡ  ⇔ᴯᵿ 

Â  

Â ὢ ứἤ 

Â в ׄԓ Ṃ 

Â ᵟ֟  

Â ứ ᵂ 

Хȳ ыῈ֮ ֥ Пứᵿ  

ѩ֮ד ᴩ Ȳᵓӣ ᴩ֯ыῈᾼ ȳМȳᵅ֮

ɎLow Earth Orbit, LEOɏ ╦Ҡ ꜙᴟԓ ᾼ ȲⱢḆֵ

ӣљ ẁ ᵑᾼ ὢ ȴ 

3GPP TR38.811ȳTR22.822ѝԈМȲ Ϡ ╦ ד Ȳ
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Ҕ╗‍֮ ɎNon-terrestrial Network, NTNɏᾼᶾ ἤȳ ц

₣᾿ ӣ ȴ5G֮ LEO╦ ᾼ ֥Ȳӭ›Б῀ Ӣד

ȲҔ╗ȸ 

ȶ LEO╦ о 

ȶ Ἃ  

ȶ Ϭ  

и ᶝ(Internet Assigned Numbers Authority, IANA)Ḽ

ὑ ד2021 10ѣ 25ѡ ӁϚ ֤ⱢɢыῈ֮ ֥ Мᾼứᵿ

ḖɎProblems and Requirements of Addressing in Integrated Space-

Terrestrial Networkɏɣᾼ ѝԈȲ Ю ᵅ ╦╦ ȳ֮ /֮

цẔФ ᾼ ῀ ȲṳὙ ֮иέϠᵅ ד╦ ὑ֮

ᾼ ἤȲѿц֯ ἷ ȳứᵿế Ӧᾼ ╚ ȷ ѝԈṳ

ϠыῈ֮ ֥ ứᵿᾼ ḖȲҔ╗ Ϛἤȳ ứἤȳᶝ

ἤȳҠ ἤȳ ѿц ֮ ᾼ֣∟ ἤȴ ∟

Ϡ֯ Мứᵿᾼ ế Ḗȴ 

гȳ ╦ ϱ ὢ П ⁄ 

Ὼד ȲҔᵶStarlinkȳOneWebȳProject Kuiperҵ ԍ

∂ ᵅ ╦╦ ȲẔѻ ӭᾼ╥֯ԓ вɎҔᵶᶺ ɏ

ẁ ╦ϱ ὢ Ȳ ῴḔׁשᵒȲ ‍ StarlinkеҨӑẃ

Ғԓ ὢ Ȳᵡ⁄ ֣ᶺ Ө E.164ȳE.212

ПӇ ȴ 

֯ᶺ ᾎ цᴩ╜ ạϯȲѿ ╦ Ѡה ẁ ϱ ὢ

Ȳᴟю ц ‒Ṷ ṿӣ ц ֥ ȲӦ ‒

ᾎцד Іᾎ Пȴ ᴕ ҟб ╦ ὢ ֯ в

ẁὢ П ȲӐ ẁ Ғᾃ П╜ ⁄ֽϯȸ 

ȶ ṿӣӐ֮IP 

ȶ ֥ᵂᶮ  

ȶ ֥ᵂ ѻ Ҡ 
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ȶ  

ȶ ֮֯о 

ȶ ṿӣ῏ ֤ạȲҔ╗ҵ Ϣ ᴞצ ПϤ Ө

ṿӣ ứ ȴ 

 IPv6ᶾ П  

 IETF ѻ IPv6ᶾ  

ᴞ ד1994 ȲIETF ԓ InternetЏ ế IPv6

ᶾ ȳ ȳ ֢Ѡ ᾼạứЏᵂȲ ᶮכϠ IPv6ᾼ

Ṇԝ ȴ֯ ἉȲדד2016 ὑ Ầ ɎInternet Society, 

ISOCɏᾼ ▐ ỗ ɎInternet Architecture Board, IABɏ Ӂ

ὑ IPv6ᾼϚ Є ὙȲᵛ Ѧ Ḗ֯ ᾼἨ῏ Ầứ ד

ὑIPv4Ȳ ẃᾼẦứạứế оЏᵂ ὑIPv6ẃ ᴩȴ 

ȲIETFRFC 2640ᴩḆד2017 Ȳ Ӂ ᾪ IPv6ᶾ ð

RFC 8200ȲIPv6Ӧױ ɦ ɎDraft StandardɏɧכⱢɦӔה

ɎStandard TrackɏɧȲṜѿ Ὑ IPv6Ӑᶾ Б כ Ȳẓ ⇔ᾼҠ

ӣἤȴ 

ᵂⱢ Internetᾼ Ϛᾪ ẦứȲIPv6Ầứẓצ ӣἤȲ

Ṇ Мᾼ ȳ ȳ ȳ ӣ ֢ ᶁ йד ȴIPv6

Ầứ Џᵂ֯IETF╥Ӧֵ Џᵂ ɎWorking Group, WGɏԚ֝ Ȳ

ṳѿ ɎInternet Area, INTɏᾼ WGs ẓ҅ῶἤȲҔ╗ȸ6lo

ɎIPv6 over Networks of Resource-constrained Nodesɏȳ6manɎIPv6 

Maintenanceɏȳ6tischɎIPv6 over the TSCH mode of IEEE 802.15.4eɏế

lpwanɎIPv6 over Low Power Wide-Area Networksɏ Ȳḕ WG Ẕצ

ԉ ứᴯếӭ 10ȴ 

ҵȲױ ṷצ WGЛ╥   ạứ IPv6 ȲᵀẔЏᵂế

                                         
10 TWNIC (2021), IETF М IPv6ד Џᵂ Ю, available at 

https://blog.twnic.tw/2021/05/27/18758/ (Last visited:Dec. 5, 2021) 

https://blog.twnic.tw/2021/05/27/18758/
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IPv6ẓצ йᾼ …ȲẂֽ֯ ɎOperations and 

Management Area, OPSɏϯ ᾼ v6opsɎIPv6 Operationsɏế mboned

ɎMBONE Deploymentɏ11Ȳѿц֯ Ӧ ɎRouting Area, RTGɏϯ

ᾼ BabelɎBabel routing protocolɏȳidrɎInter-Domain Routingɏȳlsr

ɎLink State RoutingɏȳlsvrɎLink State Vector Routingɏȳmpls

ɎMultiprotocol Label SwitchingɏȳriftɎRouting In Fat Treesɏȳroll

ɎRouting Over Low power and Lossy networksɏếspringɎSource Packet 

Routing in Networkingɏ12 ȴ 

ẔМȲ6man WG IPv6 ȲϷ╥ IPv6ד

ᾼѻ ἬȴIPv6 ᾼׁשṅЏᵂѻ ֯v6ops WGȲ

῏Ἠצ ∂ Мֽᴶ ế IPv6ȲṳⱢ IPv6ᾼ ᴩ ẁ╓

⁮ȴ֯IPv6ᾬ ☼Ѡ ᾼЏᵂѻ иᵉ֯6loȳ6tischWGsȴ

6loѻ ṅשׁ╥ IPv6ֵ֯ ₤ᾼ 6loWPANʒ ϱṳạứ

ד ȴ6tischạứ ᴩ֯IEEE 802.15.4ɎTime Slotted 

Channel Hopping, TSCHɏ ▐ϱᾼIPv6ᾼה ếᶾ ȴ 

 IPv6 ᶾ  

IPv6 ѻ Ɫứ IPv6ᾼ Ӑ ȳἋᴼ ȳи◕ȳϱ

Ѡ ᾼᶾ ȴѿ RFC 8200Ɫ҅ῶᾼṆԝ RFC Ȳ֯ IPv6

ᶾ ṆМẓצ Ӑἤᾼ֮ᴯȴẔ҃ IPv6ד ᶾ Ɏֽ ὑ IPv6ᾼ

Ở ӦSRv6ɏ ∂֯IPv6 ПϱȲ֪ױIPv6 Ϸ ╥

ї ȴẔ҃ ᾼẦứ ạứ Ӈ ᴕ RFC 8200Ȳṳ ẔМ

ᾼ ứИ צ ȴ 

ᴞ20204דѣѿẃȲIETF Ӂֵ IPv6ד ПRFC Ȳ

ֽῶ2- 1Ἤӱȴ 

                                         
11 TWNIC (2021), IETF М IPv6ד Џᵂ Ю, available at 

https://blog.twnic.tw/2021/08/31/19855/ (Last visited:Dec. 5, 2021) 
12 TWNIC (2021), IETF Ӧ М IPv6ד Џᵂ Ю, available at 

https://blog.twnic.tw/2021/10/29/20706/ (Last visited:Dec. 5, 2021) 

https://blog.twnic.tw/2021/08/31/19855/
https://blog.twnic.tw/2021/10/29/20706/
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ῶ2- 1ȳῺ IETF IPv6ד RFC  

  Ӂѡ  ѝԈᾭ  

RFC 

9099 

Operational Security Considerations for 

IPv6 Networks 
2021/8/13 Informational 

RFC 

9098 

Operational Implications of IPv6 

Packets with Extension Headers 
2021/9/20 Informational 

RFC 

9085 

Border Gateway Protocol - Link State 

(BGP-LS) Extensions for Segment 

Routing 

2021/8/1 
Proposed 

Standard 

RFC 

9034 

Packet Delivery Deadline Time in the 

Routing Header for IPv6 over Low-

Power Wireless Personal Area 

Networks (6LoWPANs) 

2021/6/1 
Proposed 

Standard 

RFC 

9030 

An Architecture for IPv6 over the 

Time-Slotted Channel Hopping Mode 

of IEEE 802.15.4 (6TiSCH) 

2021/5/29 Informational 

RFC 

9011 

Static Context Header Compression 

and Fragmentation (SCHC) over 

LoRaWAN 

2021/4/1 
Proposed 

Standard 

RFC 

9010 

Routing for RPL (Routing Protocol for 

Low-Power and Lossy Networks) 

Leaves 

2021/4/1 
Proposed 

Standard 

RFC 

9008 

Using RPI Option Type, Routing 

Header for Source Routes, and IPv6-

in-IPv6 Encapsulation in the RPL Data 

Plane 

2021/4/1 
Proposed 

Standard 

RFC 

8994 

An Autonomic Control Plane (ACP) 
2021/5/1 

Proposed 

Standard 

RFC 

8992 

Autonomic IPv6 Edge Prefix 

Management in Large-Scale Networks 
2021/6/9 Informational 

RFC 

8986 

Segment Routing over IPv6 (SRv6) 

Network Programming 2021/2/1 
Proposed 

Standard 

RFC 

8983 

Internet Key Exchange Protocol 

Version 2 (IKEv2) Notification Status 

Types for IPv4/IPv6 Coexistence 

2021/2/1 
Proposed 

Standard 
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  Ӂѡ  ѝԈᾭ  

RFC 

8981 

Temporary Address Extensions for 

Stateless Address Autoconfiguration in 

IPv6 

2021/2/1 
Proposed 

Standard 

RFC 

8956 

Dissemination of Flow Specification 

Rules for IPv6 2020/12/1 
Proposed 

Standard 

RFC 

8950 

Advertising IPv4 Network Layer 

Reachability Information (NLRI) with 

an IPv6 Next Hop 

2020/11/1 
Proposed 

Standard 

RFC 

8931 

IPv6 over Low-Power Wireless 

Personal Area Network (6LoWPAN) 

Selective Fragment Recovery 

2020/11/1 
Proposed 

Standard 

RFC 

8930 

On Forwarding 6LoWPAN Fragments 

over a Multi Hop IPv6 Network 2020/11/1 
Proposed 

Standard 

RFC 

8929 

IPv6 Backbone Router 
2020/11/1 

Proposed 

Standard 

RFC 

8925 

IPv6-Only Preferred Option for 

DHCPv4 2020/10/1 
Proposed 

Standard 

RFC 

8885 

Proxy Mobile IPv6 Extensions for 

Distributed Mobility Management 
2020/10/1 Experimental 

RFC 

8880 

Special Use Domain Name 

'ipv4only.arpa' 2020/8/1 
Proposed 

Standard 

RFC 

8801 

Discovering Provisioning Domain 

Names and Data 2020/7/1 
Proposed 

Standard 

RFC 

8754 

IPv6 Segment Routing Header (SRH) 
2020/3/1 

Proposed 

Standard 

RFC 

8724 

SCHC: Generic Framework for Static 

Context Header Compression and 

Fragmentation 

2020/4/1 
Proposed 

Standard 

ẃ ȸӐ  

ϱ ᾼῶ МҠѿכҏȲ ѻ М֯Ϯ ȲϚ╥ ӣ֯

ᾬ Пᵅғ ȲѿɶRFC 9034 Packet Delivery Deadline Time 

in the Routing Header for IPv6 over Low-Power Wireless Personal Area 
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Networks (6LoWPANs)ɷⱢ҅ῶȷϡ╥═ ᶙ IPv6 Ȳѿ

ɶRFC8950 Advertising IPv4 Network Layer Reachability Information 

(NLRI) with an IPv6 Next HopɷⱢ҅ῶȷϮ╥IPv6 ȲѿɶRFC 

8754 IPv6 Segment Routing Header (SRH)ɷⱢ҅ῶȴIPv6 ạứ

IPv6 ד Ȳ֯Ғᶶ IPv6ᾼ֝ ȲϚѠ ’══

Ȳ с IPv6 ȲҫϚѠ ֯ ᾬФ ᾼ ϯЛ ἷ

IPv6ӣȲⱢIPv6Ҡ═ ∂ ᶙ ᾼӢ 13ȴ 

 IPv6ᶾ иέ 

IETFѻ IPv6 ц Пѝ ȲҠ

ҏIPv6ᶾ ֽϯ14ȸ 

ȶ InternetὍה▐ ṳ‚ Ὅо ȸIETF╥ IPv6ᵂ

ⱢӑẃInternetᾼ Ӑἤᶾ Ȳӭ›ḥצ IPv6ṳ

ᾼẔ҃ ᶾ ȲᴖѹẔ҃Ἤצᾼ ᶾ Ḇ ế

╥֯ IPv6ᾼ ϱ ᴩȴᴖѹȲ ὑ IPv6ᾼ Internet

ϱ ╥Ἃ Ϡ IPv4̔ Internetᾼ Ὅה ẞ ɎEnd-to-Endɏ

▐ Ȳᵛɦ ╥Ϛ ὢ ὑ֢ ᾼ ӣṆ Ȳế ӣ

ד ᾼғ Л Ὅ ֯ ᾼ їɧȴҠѿ ṓȲӑẃ

IPv6ᾼ ϚḔіϤȲ ᾼ Ὅה▐ ═ ᵂӣȴ 

ȶ IPv6-Onlyṿ ֫ ȸIPv6-Onlyѿ IPv6ẦứᵂⱢ

ᾼ ẦứȲ Ḇֵᾼ Internetὢ ẁ ӣ

֣IPv6ȴIPv6-Only֯Ὼ вϷЛ╥ᶙԓḌ IPv4Ȳᴖ╥

IPv4WⱢ IPv6 ᾼ Ȳᵛ IPv4 ᵛὢ (IPv4 as a 

Service)ȴӦὑ Ҭ IPv6Ầứ Ȳ֪ױIPv6

ѩ ḆҒ Ȳ ᾼ Њȴі

ϤIPv6-Onlyᾼֻ ╥ᵓӣIPv6Є ᴯᵿ ṜϠ ᾼ ᵿ

                                         
13 GITC, 2021ԓ IPv6ќ═⇔Ӫӫ , available at 

https://www.ipv6ready.org.cn/public/download/ipv62.pdf (Last visited:Dec. 5, 2021) 
14 Ȳɦ IETF כ IPv6ᾼ ɧȲ‒ ‒ᶾ ╜ Ȳ2020Ȳ46(8): 12-17. 

https://www.ipv6ready.org.cn/public/download/ipv62.pdf
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ḖȲ ḟϠᴯᵿЛṜᾼ ȴ ᾼ ȲֽЏ Internetȳ

ᾬ ȳṞ Ầ֝ Ȳḥצ IPv4ᾼ ҭҔ ȲḆ ֯ ᾼ

ϱ ӣ IPv6-Onlyʒ ẃ ȲᴖЛ╥ᾘӣᴔᾼ IPv4Ầ

ứȴЛҠᵡ ᾼ╥Ȳ֯ › IPv4☼ Ь ὑѻ☼ᾼ ᾓ

ϯȲѷꜜ֢ ᾼ ӣ Ь ὑіϤ IPv6ᾼ ◕Ȳ֯

֣ IPv6-Onlyᾼ МȲ ד ᶶ

ϚṷȲᴖ ᶙԓ ẞIPv6-Only   ȴ 

ȶ SRv6‚ ᾼ оȸ ᶾ Ṕ⇔כȲSRv6Ҡѿ о

ᾼᾭ ếẦứȲ ☼ế 5G ᾼ Ȳ֝ Ϸ

ẁϠḆֻᾼ Ҡ ϩȲ֯ Ѡ Ϸѩ ὑֵẦứ

ӻ ᾼ ӂ Ӧ(Segment Routing MPLS, SR-MPLS)

Ḇὔ Ȳ֪ױ Ɫכ IP ӑẃ ᾼѠ֣ȴ ֥ӭ›

SRv6 כ ⇔Ȳӭ›ѷꜜ Б צ ϫֵ ᾼ

Ẃȴ 

ȶ IPv6ᾬ ‚ ᾼ цоȸ ᾬ ϱ IPv6ד ᶾ

כ ȲInternet֣Ϣᾼ ἋᴼẞϢ ᾬ ȳ

ᾬ ᾬ Ȳ ᾼ ϫ ֣ᴍ ꜙᴟϾ

Ȳќ Єᾼ ȲϷҬצ IPv6ʒИ ẞȴҫ

ҵȲIPv6ᾼ Ṝᾬ ᾼϚṷצ ḖȲֽ ὑ IPᴯ

ᵿᾼч֣ ạȲ ֯ IPv4М╥ ѿ ẞᾼȴ Ҡᴩἤẃ

Ȳ ᾬ ѱἤ ᾼ сȲᾬ вᾼ Б

Ҡ ᴩᶙ ᾼ IPv6Ầứ Ȳṳẓ ӣоᾼ ϩȴIPv6֯

ᾬ ᾼ ᾛ ӣϷ ч ẃ IPv6ʒӐṝᾼс ᶙ Ȳ

ֽ֯ ӦȳׄԓцҠ ἤ Ѡ ҏ ᾼ Ḗȴ 

 ѻ Ἠ֮ IPv6 ╜  

 IPv6╜  

֯ IPv6ῴ Ȳѻ ѿ ☺֮ Ɫṣ ȳṸы֮
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֮רПȲᴖҖּװ ⁄֪Ɫ ῴ ϠЄ ᾼ IPv4ᴯᵿȲ вỮ

IPv4ᴯᵿ░ П 15ȴῺדẃ IPv6ᾼӑẃ Ḗѡ

Ȳѷꜜ֢ ӼӔׁש ֢ IPv6ᾼ ╜ Ȳѿ֪ IPv6ᾼṿӣ Ḗ

ѿцӑẃ ȴ ЭⱢ ᶶ ᾼ ҅Ȳ

ὢ ӣ֯5Gᴩ ᾼ ⁫ ϯȲ5Gɦ ȳᵅἋ

ȳЄ ɧ ἤȲ ᾬ ᾼЄ ḖȲӑẃ Ϥ

ᾬ ᾼ ҅Ȳ ὑIPᴯᵿᾼ ḖϷ Ὑ ϱсȴ 

֯ 5G ᾼ ҅￼ ϯȲӦ ☺ ‒ Ầ ɎEuropean 

Telecommunications Standards Institute, ETSIɏ Њ ɎIPv6 

Industry Specification Group, ISG IPv6ɏὑ20208דѣ ӁɞIPv6Ṿ

ȳ ȳ ╚ цӑẃ ɟ 35Ӫӫ Ȳ IPv6Ṿ

ȳṿӣ Ẃȳ ế ѿц Ȳṳ Ὑ IPv6ᾼ Ẃ

ѿц֯ 5Gȳᾬ ếᾬ ɎIoT Cloud Computingɏϯ

ὑ Ӣᾼ Ḗ 16ȴ Ӫӫ ẞѿϯ ȸ 

ȶ IPv6ֽᴶכⱢ5Gȳᾬ Ἠ ᶾ Ԓ ᾼѠ֣? 

ȶ IPv6ֽJ ֢֯ ╓ ȲẂֽӣљ ȳв ᴍиѩế☼ Ȳ

 כ ⇔Ꞌ IPv4ṣ ? 

ȶ ֯ IPv6ᾼ ϱȲ ὢ ẁ ế ╥ֽᴶכғ Ȳ

ᴖẔ Ɫᴶ? 

ȶ ֯ 5G ҅ ϯȲᴞ Ṟȳ Џ ᴞ о ӣȲ

ֽᴶ ӦṿӣIPv6ὑM2M ϱắ ? 

ȶ IPv6ᾼ ӣֽᴶⱢ 5Gȳᵅғ ȳSDNȳ ғ

ɎNetwork Functions Virtualization, NFVɏȳ ẁ ? 

Ӑ ETSIҏП IPv6Ӫӫ Ȳиᵑ IPv6ᾼ ȳIPv6

                                         
15 ɢԒ IPV4/IPV6ᴯᵿ иέ ᵫɣȲɞϟϫϥד⇔ Ϛ ẦứФ Ӓ

ṅשׁ ᵫ ԈɟȲᾎ ╜ и Ȳ2009Ȳ

<http://www.ipv6.org.tw/docu/elearning8_2009/1009804292b-08.pdf> p.165 
16 ETSI, IPv6 White Paper outlines best practices, challenges, benefits and the way forward, available at 

https://www.etsi.org/newsroom/news/1814-2020-08-etsi-ipv6-white-paper-outlines-best-practices-

challenges-benefits-and-the-way-forward (Last visited:Dec. 5, 2021) 

https://www.etsi.org/newsroom/news/1814-2020-08-etsi-ipv6-white-paper-outlines-best-practices-challenges-benefits-and-the-way-forward
https://www.etsi.org/newsroom/news/1814-2020-08-etsi-ipv6-white-paper-outlines-best-practices-challenges-benefits-and-the-way-forward
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ᾼ ḟѠ ȳIPv6 ѿцETSIὑ IPv6П∂

ὙПȴ 

1. IPv6ᾼ  

ᵂⱢ ᾼ Ϛ҅ Ầứ IPv6Б֯׀ Ȳᵀד25

5Gȳᾬ ȳ ὢ ᶾ ᾼ ѷȲḆֵ ӣὢ

ҺṎᴖӢȲṳ IPv6ᾼ Ӽ ӢḆֵ ᾼ Ḗѿц Ḗȴᴖ

IPv6ẁᾼ ӔֻⱢѿϯ ᾼ Ḗѿц Ḗ ẃ

ֻ ȲҔ╗: 

ȶ צᵓὑ ɎNetwork ProgrammingɏȸӦὑ Ӈ

ᶶ ẁὢ Ȳṳ ẁⅎ оὢ ẃ Ṝⅎљᾼ ḖȲ֪

Ѡױὑױ ȲIPv6Ɫ ὑIPv6 ɎIPv6 data planeɏ

ᾼSRv6 Ἐẓצ ἤȴ  

ȶ ֥ᵅἋ ḖɎLow Latencyɏ: Ӧὑ ӣ ὑᵅἋ

ᾼ Ḗ ѡ ȲצᵅἋ ḖП ᾘ ḥצ ᾼ

ȲἨ῏ ᾼᴱԝᶾ Ɏqueue techniqueɏ оἋ

Ȳ֪ױIPv6ὔὑ ᵅἋ ᶾ ֥ȴ  

ȶ ֥ йѱᾼ ḖɎNework Slicingɏ:צ ὑ ЭἨӑẃ

█ṷ ὢ ӣᾼ Ẕ҃ ὢ Ȳᴖ

₤ ὢ П ҠЄὑẓצ QoSП☼ ᾼ Ȳ Ӣ

ὑеԚ ╟ϱ ∂ֵ ₤ế о ᾼ ḖȲ

ᵛ йѱȴᴖSRv6ếIPv6ᾼ ẞ ה ֥ йѱᾼ

Ḗ ᵂȴ  

ȶ Ṝᾬ ѡ ᾼ ḖɎIoTɏ:IPv6֯ᴯᵿᾼ ӣϱӣḆ

Ғ ♄ȲѹҠ֯Лṿӣ ᴯᵿ ɎNetwork Address 

Translation, NATɏᾼ ᾓϯ ᴩи ȴҫҵȲצṷᾬ

ӣꜙᴟⱢ IPv6֯ ᾼӢỄ в ═ᴯᵿЛ Ȳ֪ױ

ӦIPv6ҠḆҒ ὔ ậế ạ ᴯᵿȴ 

2. ẞIPv6ᾼ ḟѠ  
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ETSIIPv4 ẞIPv6ᾼ∂ ᵂᾎиⱢẒ ȲҔ╗ IPv4

ẞIPv6ᶾ ᾼIPv6ȲѿцIPv4ẞIPv6ᶾ ᾼIPv4

17ȴ 

Ϡϱ ḟѠ ҵȲӪӫ Ӽ ҏẒ IPv6ᾼ Ȳ

Ҕ╗ ϤIPv6ɎIPv6 introductionɏѿцIPv6-onlyȴIPv6ϤⱢὑ

ᾼIPv4Мצ╠ IPv6ὢ ȴᴖIPv6ὢ Ɫ֯IPv4ὢ П

ϱἨ ẁȲṳ ӣ IPv4/IPv6הɎIPv4/IPv6 dual-stack 

patternɏȲṳὑױ ◕ IPv6ᾼṿӣ ȴ 

IPv6☼ Ғᴟ█ ⇔ ạ ȲᵛҠ ᴟ IPv6-only

◕ȴᴖ֯ ◕Ɫ љ ẁᾼὢ ὑ IPv6ϱ ẁȲᵛӣљ

ɎCustomer Premise Equipment, CPEɏ֯WAN ɎWAN sideɏ

ҬצϚ IPv6ᴯᵿȲṳṿӣ IPv6ẞ ὢ ῏ᾼ

ɎgatewayɏȲẂֽ ɎBroadband Network GatewayȲ

BNGɏἨ⅔Ҕ ɎPacket Gateway, PGWɏѿцӣљӂ

ғ ɎUser Plane Function, UPFɏȴᵀ╥ѻ Ɏthe hostɏếв ὢ

Ɏcontent serverɏЬҠⱢIPv4ế/ἨIPv6ȴẂֽȲNAT64Ҡѿ

ṿ IPv6ѻ IPv4ᴻὢ Ȳѹ Ɏbackbone networkɏ

Ἁ ӼҠⱢIPv4ἨIPv6ȴҫҵὢ ▐ ɎThe service delivery 

architectureɏ ⱢIPv6Ȳ ֯ ϤɎaccessɏ ȲIPv4ὢ ╥

IPv6ẁȴ  

3. IPv6  

֯ IPv6ᾼ ϱȲETSIⱢ Ϡ Ὑ и› Ἤ

IPv6ᾼẒ ◕Ȳᵛ IPv6Ϥѿц ᾼ IPv6-onlyҵȲӼ

ᾃ Ϣế ὑ IPv6ᾼ ȳ ╟П IPv6

ϩȳ ϤIPv6ѿцс Ẕ҃ ₤ ѿ ᵅכӐȴ 

4. ETSIὑ IPv6П∂   

                                         
17 ETSI, GR IP6 006 V1.1.1 (2017-11) - Generic migration steps from IPv4 to IPv6, available at 

https://www.etsi.org/deliver/etsi_gr/IP6/001_099/006/01.01.01_60/gr_IP6006v010101p.pdf (Last 

visited:Dec. 5, 2021) 

https://www.etsi.org/deliver/etsi_gr/IP6/001_099/006/01.01.01_60/gr_IP6006v010101p.pdf


28 

 

ETSIⱢ ԉϩ‚֢כ IPv6Ȳԛ῏Ȳ

ETSIӼ ⱢҠ Ϛṷ ϱ╜ ᵂⱢ ḂӣIPv6ἨҒ IPv4

ᾼׄԓἤȴẂּֽר ὑ20203דѣἬ ӁᾼIPv6ɵ ȴ ᶱ

Ḇ רּ ṩ╜Ἀ ὑ IPv6ᾼ ếṿӣᾼ╓іȲṳ

∂ ֯ ứ ›ᶙכIPv6ᾼ ȴ 

ᵛṿ֯ḥצ ẁ֢ꜜ IPv6 ᾼќ═ϯȲETSI∂ ӼҠ

ạе   Ғ IPv6ᾼד ἤȲ ױ ISP̓͂ IPv6ᾼ

ϩ Ȳ о ╟ќ IPv6ȷ╜Ἀ ֯IPv6ᾼ╜

ϱ᷊ ᾼ њȲ ᴩ ₤ȷ֯ ITUᾼќ═ϯȲ

 RIR ếẔ҃ ֯╜Ἀȳᴩ ế ꜜᾼ ϯԚ֝Ầ

ṅȳשׁ ế ᴩ Ȳѿ‚ IPv6֯ ֢ ᾼ ếṿӣȷ

֯ вȲẦ П ᾼ Ȳѿ‚ Ẕ֯ ᾼ ȴ 

ҫҵȲETSIӼ∂ ֯ Ϡ֣Ӏ ẁ IPv4ҵȲ

Ӽќ═ IPv6ᾼԓғ ⅎљ ȷ ὢ ẁ

ɎInformation Service Provider, ISPɏ IPv6ẁὢ ἤ

ᾼ ῀ ȴ 

רּ  IPv6╜  

ד2005 ỞȲ ṩ╜ἈᾼIPv6ẞ оᵂӣȲ‚ ϠIPv6ᶾ

ᾼ ế ӣȴIPv6֯ Мᾼ Ȳ ֵЄ₤

ȳ ẁ ȳὢ ẁ ȳԍ ȳא╜Ἀếҵ ╜ἈБ

IPv6 ∂ ȴ ὑ֯IPv4/IPv6Ầứ ᵂϯȲ ẃד

⇔ᾼ ἤȳ Ӑếכ № Ȳּר Ở ֣ IPv6-only

П ȴ 

ר11ѣ19ѡȲּד2020 ᴩ╜ е⅍ɎExecutive Office of the 

President, EOPɏᴩ╜ ế ᶝɎOffice of Management and Budget, 

OMBɏ֣ᴩ╜  ế Ϣ Ӂ M-21-07ɞᶙ֣כ IPv6ɟ
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ᶱ Ȳ ҏ֢ Ɫᶙ֣כIPv6Ҡ ậᾼẓ Ḕ 18Ȳ ᶱ ╓ӱȸ 

ȶ ֯ױ ᶱ Ӂ∟ 45щвȲכӴҔ╗ ȳ╜ ếᶾ כ

ᾼᶙ Ȳѿצ ᾙ ế ᴩIPv6Џᵂȴ 

ȶ ֯ױ ᶱ Ӂ∟ 180щвȲ֯ е ϱ Ӂ IPv6╜

Ȳ Ḗᴟ צӒȲἬ⇔ד╜2023 ᾼ ṩ Ṇ

ќ IPv6Ȳṳ Ḕ ӣIPv4ȴ 

ȶ ֯2021╜ד⇔Ӓ›ȲᶙכᴟюϚ IPv6-onlyᵂ Ṇ П

Ȳṳ֣OMB ᵫ Ὠȴ 

ȶ ֯2021╜ד⇔Ӓ›ȲạứIPv6╟ ȲṳҔ╗ϯԝ ◕

ӭ ȸ 

a. 2023╜ד⇔ӒȲᴟю 20%ᾼ ṩ Ҭќ IPv6ȷ 

b. 2024╜ד⇔ӒȲᴟю 50%ᾼ ṩ Ҭќ IPv6ȷ 

c. 2025╜ד⇔ӒȲᴟю 80%ᾼ ṩ Ҭќ IPv6ȷ 

d. ứế Ὑ ᾎ ᴟ IPv6ᾼ ṩ Ṇ Ȳṳ ứḆ

Ἠ ӣ ṷṆ ᾼ ῶȴ 

ȶ ҵ ֥ᵂ ᴴ֥ᵂȲ ứ ṩ ᾼṆ Ȳṳạứ

Ẕ ᴟIPv6ȴ 

ᶱ М цɦ֣ IPv6ԓ ɧ╥ ’ӑẃ ᶾ ếὢ

 ế ᾼ ϚҠᴩ Ȳּר ṩ╜ἈӇ Єế Ẕ֣ IPv6

ᾼ Ἥ ȴ֝ Ȳ ᶱ Ϸ Ḗᴩ╜  ế ᾼҵ ֥ᵂ

ᴴ ṩ Ṇ Ю Ȳ ạứ Ἤצ Ю ќ

IPv6ȴ ֽWebȳ І ԈȲDNSếISPὢ еӣˍҵ ὢ ếв

ӣљ ӣὢ Ȳᶁ֯с ќ IPv6-onlyᾼ ȴ 

Ӧὑ IPv6 ẓ ҵ ᾼ ᵓ ȲֵӦ╜ἈἨ

ԉ ᴒṔᴥȴּר ṩ╜Ἀ ậ╜Ἀӱ ԍ ᾼ Ȳ

ᴩ╜Ễ҆Ȳ ứ в ᴟὢ ᾼԓ ἤḂ Ȳѿױ

                                         
18 US EOP, Completing the Transition to Internet Protocol Version 6,  available at 

https://www.whitehouse.gov/wp-content/uploads/2020/11/M-21-07.pdf (Last visited:Dec. 5, 2021) 

https://www.whitehouse.gov/wp-content/uploads/2020/11/M-21-07.pdf
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цὢ ῏ќ Ȳṳ ױ ẞᶾ כ ȲḆצᵓ Ϛ ԍ ᴖ

ӣȲҒ ֣IPv6-onlyȴ 

רҵȲּױ ṩ╜Ἀ П IPv6 ȲӇ

ᶾ ṅשׁ ɎNational Institute of Standards and Technology, NISTɏП

USGv6 19ȲⱢϠ֫ OMB ӁПM-21-07ᶱ ȲNISTӼԛ

Ӂ ᵑҏᾪᾬSP500-267Ȳ USGv6ế ᴩ Є ӔȲ

ѿḆ Ẕᶾ 20ȴ ᶱ ḖȲ Ɏ ɏ֯ ᶾ

ếὢ Ȳ ṿӣUSGv6 ȴ 

1. ṩ ỗ IPv6╜  

┬ OMB ᶱ M-21-07П ứȲ ṩ ỗ

ɎFederal Energy Regulatory Commission, FERCɏὑ20215דѣ18

ѡ Ӂɞ ṩ ỗ IPv6╜ ɟ21Ȳ ╜ ֯ס ’ế

ᴩ ẞ IPv6Ȳ כ ṩ╜Ἀᾼ ȴױ╜ ӣὑ

Ἤצ FERC Ṇ ȲҔ╗ӦἭҔ ếẔ҃ Ӕ֯ ȳṿӣȳ

Ἠ ᾼ Ṇ ȴ 

ẓ ẃ ȲҔᵶ IPv6Ȳὑ2023דԓ ӣIPv6Ȳṳ

Ḕ ḡἬצṿӣIPv4П Ṇ ȷ֯2021דἉ›ᶙכᴟюϚ

IPv6-onlyṆ П Ȳṳ֣ OMB ᵫ Ὠȷạứ IPv6

╟ Ȳ Ӵ ד2023 20%ȳ2024ד 50%ȳ2025דӒ 80%

ᴟIPv6-onlyПṭ ȴ ’ ᶾ ֥ɞ ṩ

Ẃɟ ứᾼIPv6ḖȲҔ╗ ᴕNIST SP500-267ѿцUSGv6

ѝԈế ȴἬצ FERC Ṇ Ϸ ֥ԓ ќ═ IPv6

ὢ ᾼ ȷ Ἤצќ═ Ἠԍ ׄԓὢ ᾼṆ ɎẂ

ֽȲṝԌ ᵑế׀ậ Ṇ ȳṮѭ ếϤ– ˍ’ Ṇ ȳ

                                         
19 NIST, Updates USGv6 Program in Support of New Federal IPv6 Initiatives, available at 

https://www.nist.gov/news-events/news/2020/12/nist-updates-usgv6-program-support-new-federal-ipv6-

initiatives (Last visited:Dec. 5, 2021) 
20 NIST, IPv6 Profile, available at https://www.nist.gov/publications/nist-ipv6-profile (Last visited:Dec. 5, 

2021) 
21 US FERC, Internet Protocol Version 6 (IPv6) Policy, available at https://www.ferc.gov/media/ferc-

internet-protocol-version-6-ipv6-policy (Last visited:Dec. 5, 2021) 

https://www.nist.gov/news-events/news/2020/12/nist-updates-usgv6-program-support-new-federal-ipv6-initiatives
https://www.nist.gov/news-events/news/2020/12/nist-updates-usgv6-program-support-new-federal-ipv6-initiatives
https://www.nist.gov/publications/nist-ipv6-profile
https://www.ferc.gov/media/ferc-internet-protocol-version-6-ipv6-policy
https://www.ferc.gov/media/ferc-internet-protocol-version-6-ipv6-policy
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ậ׀ ạế╜ ᴩṆ ɏҠѿ֯ IPv6-onlyᾼ М ᵂȷ

’Ἤׄצԓế Ṃ╜ ᴷȳ ế ᶧҠᶙԓ ṩ

Ṇ МIPv6ᾼӢ ṿӣȴ 

2. Ṯ ПIPv6╟ 

Ɫ OMB ḖἬצ  ế ד2023 Ởẞ ד2025

֣ IPv6 onlyȲ2021ד Ṯ Ӂ DoDᶱ DTM 21-004

ɞ Ṯ ПIPv6╟ɟ22Ȳὑ6ѣ29ѡӢ Ȳṳ֯ Ṯ ὑ

ϱ ӁПѡ 12ѣвẞ ȴ 

ṩ ḖȲ Ṯ Ӵכ ᴩỗ Ȳ ế ᴩ IPv6

ЏᵂȲṳ ứ ḟᾼ╚ Ȳѿ ’═ ậ ȴṳ

OMB ᶱ M-21-07Мᾼ Ṯ ế ṩ IPv6ḖȲἬצ╜Ἀ

Ṇ ẞᶙԓќ═IPv6WȲṳ Ḕ ѦṿӣIPv4ȴ

ׂNIST USGv6Ȳṳѹ֯Ҡ ᾼ ᾓϯȲᵓӣNIST USGv6

₇ ᴩ ӐᾼϚ ἤếФ ᵂἤ ȴᶙכᴟ

ӒȲד2025 Ṯ ᴟю80%ᾼ Ṇ ќ IPv6-onlyᾼ

ӭ ȴ 

 М Є IPv6╜  

М Є ὑ ד2017 ɞ Ӗ ếῂ ϫϮ Хד

ɟȳɞ ‒ о ɟȳɞϫϮХ ‒ о ɟȲạứ

ɞ Ф Ầ гᾪɎIPv6ɏ ᴩ ɟ23Ɏѿϯ

IPv6 ɏȲ‚ с ȴIPv6 ѻ

ӭ Ɫӣ 5ᴟ ד10 ȲᶮכϯϚ҅ ᴞѻ Ṇế Ӣ Ȳ∂

ԓכ Є ᾼ IPv6 ӣ Ȳ ϯϚ҅ ֯ ῂ ֢

⇔ ֥ ӣȴṳ ɦҒᶶ ӣὢ с ȲЛ

                                         
22 US DoD, Implementation of Internet Protocol Version 6, available at 

https://media.defense.gov/2021/Jul/13/2002761414/-1/-1/0/DOD-MEMORANDUM-DEPARTMENT-OF-

DEFENSE-IMPLEMENTATION-OF-INTERNET-PROTOCOL-VERSION-6.PDF (Last visited:Dec. 5, 

2021) 
23М Є Ȳ֙ ɞ Ф Ầ гᾪɎIPv6ɏ ᴩ ɟȲ2017ד 11ѣ 26ѡȲ

http://www.gov.cn/zhengce/2017-11/26/content_5242389.htm  

https://media.defense.gov/2021/Jul/13/2002761414/-1/-1/0/DOD-MEMORANDUM-DEPARTMENT-OF-DEFENSE-IMPLEMENTATION-OF-INTERNET-PROTOCOL-VERSION-6.PDF
https://media.defense.gov/2021/Jul/13/2002761414/-1/-1/0/DOD-MEMORANDUM-DEPARTMENT-OF-DEFENSE-IMPLEMENTATION-OF-INTERNET-PROTOCOL-VERSION-6.PDF
http://www.gov.cn/zhengce/2017-11/26/content_5242389.htm
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‒ ɧȳɦ ╟Ḃ Ȳ с ὢ ѬӂɧȳɦҒᶶ ӣ

╟Ḃ Ȳ о☼ ⇔ ϩɧȳɦ о ׄԓ’ Ȳ

ׄԓɧѿцɦּט ›ᾘᶾ Ȳ ∂ᴞѻᶾ Ӣ ɧ

ԉ Ȳԓ ᶙ֣כϯϚ҅ › с ȴ 

IPv6 ȲМ Є IPv6 ḔȲ

ד2021 7ѣȲṼ ɞ Ӗ ếῂ ϫҳ Хד ế ד2035

ӭ ɧ ὑ с IPv6∂ ḖȲМ Є Ӂɞ ὑҒ

ᶶ Ф Ầ гᾪɎIPv6ɏ ế ӣЏᵂᾼ ῀ɟ24Ɏϯ

ȸɦIPv6 ῀ɧɏȲ ‚֢ ╜Ἀ Ғ с ȴ 

IPv6 ῀ѻ ѿԓ IPv6ʒ ֥ ӣ

Ɫѻ Ȳṳѿ с ӣ ⇔ ⇔Ɫ Ѡ֣Ȳ ∂ Ὅ

ᾼᶾ Ṇȳ Ԓ ᾼ ╟ Ṇȳԓ ᾼ ӣ ṆȳӢ ṏ

ֻᾼ ṆȳṆ ᶙ ᾼ ṆȳᴞѻҠ ᾼׄԓ ṆȲ

IPv6 ế ӣȲӉ ȲⱢМ Є ᾼ ӣ

ẁ ᾼ ȴױҵȲ ɦ╜Ἀі ȳӀ ɧȳɦ ȳ

ӣ ֮ɧȳɦ ֣ȳи ╟ ɧȳɦṆ ȳ’ ׄԓɧ Ӑ

⁄Ȳ ‚ IPv6֢ Џᵂ ӭ ȴ 

֯ ╟ ϱȲѿɦ о Ἥ ϩɧȳɦ о ӣὢ ἤ ɧȳ

ɦ с ќ═ ϩɧȳɦἷ ᴩ ֥ ӣɧȳɦҒᶶ╜ ӣḂ ɧȳ

ɦ о ӣ ɧȳɦ Ṏ Ӣ ɧȳɦҒ ᶾ שׁ ɧȳ

ɦ ạứɧȳɦ оׄԓ’ ϩɧ ϫЄ ӭȲ

ֽϯȴ 

ȶ о Ἥ ϩȸҔ╗ с IPv6ἤ ếὢ ѬӂȲ

’ IPv6 ἤ ╓ ếὢ ╓ Ầ ҳᾪ

ɎIPv4ɏ ȴṳѹⱢᴩ֝ד ᾬ и Ệứ IPv6ᴯ

ᵿȴ IPv6Ф Ф ϩȲᾬ ӻ Мї ԓ

                                         
24М Є Ȳ ὑҒᶶ Ф Ầ гᾪɎIPv6ɏ ế ӣЏᵂᾼ ῀Ȳ2021ד 7ѣ 12

ѡȲhttp://www.gov.cn/zhengce/zhengceku/2021-07/23/content_5626963.htm  

http://www.gov.cn/zhengce/zhengceku/2021-07/23/content_5626963.htm
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ќ IPv6ȴ IPv6 Ȳ 5G Ӵ

ɎSAɏȳᾬ IPv6 ȴҒᶶ

IPv6Ḃ Ȳԓ ц IPv6

Ḃ Ȳ Ϥ IPv6ὢ ϩȴ 

ȶ о ӣὢ ἤ ȸ о ӣ ╟ Ἥ ϩȲ

ϱ ₇ế ∂ ԓ ќ IPv6ȴ IPv6

╟ ☼ ȴ ϢЏ ȳ ȳ ȳ

Мїȳ Мї ╟ԓ ќ IPv6ȴ 

ȶ с ќ═ ϩȸ IPv6Ϥᾼ Ȳ

╜ ╓ ȳ і ȳ ₇ ӣ IPv6ғ ѿц

с Ȳᶙ IPv6ậȴᶙ

IPv6Ӣ ȸ∂ о ṆȲὙ IPv6ќ

Ḗȴ֝ Ȳ вѻ ԍ ᾼ ỰṆ ӂүȳ

₇ȳ ӣ IPv6ќ ϩȲṳ IPv6

ӱ ȴ 

оᾬ IPv6 ӣȸὙ IPv6 Ϥ ḖȲᶙ ᾬ

Ϥ ȷҒ ᶾ שׁ Ȳ сᾬ IPv6

ϩȴױҵȲ ᾬ ȳӢ ᾬ Ȳѿце

Ԛᾬ ֝Ḕќ IPv6ȴ֝ ȲҒᶶԍ ᾬ ӣӂү IPv6

ế ᾬצ с ȴ 

1. ἷ ᴩ ֥ ӣȳ о ӣ ȳ Ṏ Ӣ ȸ

МҶԍ ȳ  ȳЏ ᾬ ȳ ᴯ ḋ∂ ȳ ȳ

֢ᴩ֢ ԓ Ṇ ќ IPv6ȲӉ IPv6

ӣӢ ȴ ӂү ᴩ IPv6 ӣԓ с Ȳ

ṳ о ӣ IPv6ϤЀ Ȳṿԓ ӣԓ ќ

IPv6Ȳі ӣ ֣ IPv6ȴ IPv6 Ԛ֝

ȲѿцIPv6ӣ Ȳ∂ IPv6 Ӣ Ṇȴ 

2. Ғᶶ╜ ӣḂ ȳ оׄԓ’ ϩȸ І╜ еԚӂ
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ү ╜Ἀ IPv6с Ȳ ’ԓ ќ IPv6ӣȴ∂ IPv6

ׄԓṮ ṆȲ֝ Ȳ с IPv6 ϯ ׄԓ’

ϩȴ 

3. Ғ ᶾ שׁ ȳ ạứȸׁש IPv6 ї

ᶾ Ȳѿц IPv6ʒ ☼ ȴ∂ IPv6 ṆȲṳ

ạứȴ 

֝ ȲМ Є ԛХד∟Ȳ ᶙ֣כ IPv6 ᾼ ȲIPv6

֢ᴩ ц֢  ԓ ⇔ ֥ ӣȲכⱢԓ ᶾ ȳ

ȳ ∂ ȳ ӣὢ ȳׄԓ’ ȳ ᾙ ᾼ ϩ  ȴ 

ӭ›М Є IPv6כὨȲѻ Ɫȸ 

ȶ ╟ԓ ќ IPv6Ȳԓ ᶙכ LTE Ệ IPv6

с Ḃ ȲМ Є ϮЄ ᶙע30כᾼLTE ȳ₨

IPv6Ḃ Ȳ ᾿ IPv6Ф Ф ȲМ Є

ᾼҖṺȳϱ ȳ ȳא כѿцא 13 ᾿ ԓ

ᶙכIPv6Ḃ ȲṿIPv6 IPv4֝דȴ 

ȶ ӂүᾼ IPv6Ḃ ὑ ῴ ◕Ȳ ṭ ȳщ ȳ

ѿц Ɫ ӂүБᶙכ IPv6ѻ ȳ ֤

έȳ ȳ ӣ ᶧ ЀɎAPIɏ ȳWebӣṮ

ѭ ȳи  ה ὢ ɎDDoSɏḃ еצ ₇ᾼ

IPv6/IPv4оḂ Ȳеצ ₇ӂᶁḂ 70%Ȳᵀ

ќ IPv6П ₇Ҡӣ ᾼ Ь ᵅȴ 

ȶ иᾬ ќ IPv6Ȳ Ӧ Ѡ Ȳ90%

Ҡќ IPv6Ȳᵀ IPv6ғ Ь ȲᶁЛќ ӣכ▲

љ‒ ȲӑẃҜѩ Єᾼ ᾬ ӭ› ӐЛќ

IPv625ȴ 

                                         
25М ‒ ṅשׁ‒ Ȳᾬ Ӫӫ Ɏ2020דɏȲ 19-20 Ȳ2020ד 12ѣȲ

http://www.caict.ac.cn/kxyj/qwfb/bps/202012/P020201215379753410419.pdf  

http://www.caict.ac.cn/kxyj/qwfb/bps/202012/P020201215379753410419.pdf
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М Є ֢ Ғᶶ IPv6 Џᵂ ӭȲиᵑὑ

ӒדӒѿц2025ד2030 ẞѿϯӭ ȸ 

ȶ 2023דӒȲIPv6♄ ӣљ ẞ7 ȷᾬ IPv6

ẞ2 ȷᴩ IPv6☼ ᴾѩ ẞ50%ȷ₨ IPv6☼

Ҝѩ ẞ 15%ȷ Ӧ IPv6ṿӣ 30%ȴ╜Ἀ

IPv6ќ 80%ȷѻ ᴩ ӣIPv6ќ

80%ȷIPv6+ ӣ ӭ 100 ȴ 

ȶ ᴟ2025דӒȲIPv6♄ ӣљ ẞ8 ȷᾬ IPv6

ẞ4 ȷᴩ IPv6☼ ᴾѩ ẞ70%ȷ₨ IPv6☼

Ҝѩ ẞ 20%ȷ Ӧ IPv6ṿӣ 50%ȴ╜Ἀ

IPv6ќ 95%ȷѻ ᴩ ӣ IPv6

ќ 95%ȷIPv6+ ӣ ӭ 500 ȴ 

 ᶾ Ầứ  

 Ễ֤  

ӭ›Бדצ כ ᾼ ᶾ ẦứȲṿ

Ṝṿӣ῏ᾼֵ ḖȲᵀЬצ ҏ Ȳӑẃᾼ ☼  כ

⇔ ὑ ∂ ⇔Ȳᴖ ᾼᶾ Л ֮ Ȳ Ӑ

ṝᾼ ҏЛ Ȳֽṿӣ῏֯▲ Ἠиṹ Ȳ ѿ▲ ᾼ

֤ Ɫ ᾼ ɎMetadataɏȲᴖЛ╥Ϛ ᴭḥצ ᾼ

ֿȲẂֽIPv4ἨIPv6ᴯᵿȴ 

Ɫ ḟϱ Ȳ ֤ Ṇ ɎDomain Name System, DNSɏὢ

ᴖӢȲᵀ Мה▐ ὔ כ Ṇ Ȳ֪

Ȳױ   ѹᶶ ֮ ḕᴯṿӣ῏ Ȳ ї

ɎInformation-Centric Network, ICNɏᾼ Ἐцד ᶾ ֪ ᴖӢȲ

Ẕӭ ╥ ӭ›ѿѻ Ɫ ɎHost-basedɏᾼ ѿכ Ɫ

ɎInformation-basedɏᾼ ȷҫҵȲ֯ ׄ Ҡѿ ׀

ᾼ ɎBufferɏȲԛҒϱṏֻᾼ ᾎȲ Ҡѿ ע
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ṳ ᵅ ᾼṿӣȴױҵȲⱢϠ ’ в ᾼׄԓἤ Ҡ‒⇔Ȳ

ϷҒϤ Мᾼ ᴯ цҒ ạ ȴ 

֥ϱ ἤȲҔ╗ứᵿѠהȳ Ӧ ạȳׄԓ ₤ Ȳṳ

ᶶậғ ᾼ ἘȲ ӢϠ ᾼ ▐ ȲᵛⱢỄ֤

ɎNamed Data NetworkingȲNDNɏ26ȴ 

(Ϛ) NDN Ἐ 

›Ȳ ᾼḘ Ṇ …ѿ ӣᾼ IPẦứⱢМїȲ

֯ Ϡԓ Ф ᾼ ЊӇ ғ ȴ ϱ Ɏ

ӣ ɏếϯ Ɏ ậ ɏᶾ ᾼ Ӵ Ȳṿ ц

ṣ  ȴ 

ᴖȲIP ẃ ∂Ϛ Ȳ⅔ҔҬ֯

Ễ֤ȴ֯ І ȳ ᴯ ȳῂӻ ȳ њ ӣ Ѡה

ᾼ═   Ϡ ὑи ה ᾼṿӣᴾ ᾙ֮ᴯȴи ה

ѩ ḆҒ Ȳ Ầứ ḟи ה ╥

ếὔҏ ᾼȴ 

ד ὑ IPẦứ⅔Ҕ…ѿѻ ╥ᵡẞ ȳ Ӧ╥ᵡҠӣ

Ɫѻ ȲNDNḂѿ ⱢМї ≈ᴕȲҫ ᷄Ϛ

ᾼ ▐ Ȳѿ ḟӭ› Ἤ ẞᾼ цᵺ Ȳ֪

ױ Ɫ Ϛ҅ Ѡ ȴױϚ ϱᾼḂ Ȳ Ϡ

Ҭ Ễ֤ᾼ ạȲ ṿӣ῏Ἠ ϱὢ Лԛ ᾃὑ

ẞᴶ ậ Ȳậᴖ҅Пᾼ╥ ὑἬ Ӑṝᾼᶮ ȴ 

NDN ҏϠϚ IPṆ ᾼ Ȳ’ ϠḘ Мᾼ

ṔᴥȲѿ―⅔ҔҠѿỄ֤ᾬԈᴖЛ ạὑ ȴֽ 2- 

2Ἤӱȴ 

                                         
26 Lixia Zhang et al., Named Data Networking, ACM SIGCOMM Computer Communication Review, 

Volume 44, Number 3, July 2014. 
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2- 2ȳInternetNDNᾼḘ  

ẃ ȸnamed-data.net 

NDNМᾼ Ӧ ɎẂֽ῏ן ῏ɏ ӻ Ẓ

₤ᾼ⅔Ҕ Ȳ ⅔ҔɎInterest Packetɏế ⅔ҔɎData 

PacketɏȲẔ֢ᴞᾼ⅔Ҕ ᴯ Ȳֽכ 2- 3Ἤӱȴ ṿӣ῏

█ ȲҬ ҏ ֤ ᾼ ⅔ҔȲ Ӧ ᴩ

⅔Ҕᾼ Ȳԉᴶ ֥ ֤ ѹ צ ᾼ Ӧ ȲꞋ

Ҡѿ֫ ד П ⅔Ҕȴ 
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2- 3ȳNDN Мᾼ⅔Ҕ  ה

ẃ ȸnamed-data.net 

ⱢϠ ⅔Ҕế ⅔Ҕ ғ Ȳḕ NDN Ӧ

Ϯ ȸ∕ứ ῶɎPending Interest Table, PITɏȲ

ῶɎForwarding Information Base, FIBɏếв  ɎContent׀

Store, CSɏȲֽ 2- 4Ἤӱȴ 
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2- 4ȳNDN Џ ₤ 

ẃ ȸnamed-data.net 

PITѻ ӣ Ɫ ѹ Ữӑ Ṝᾼ ⅔ҔцẔẃ ȴ

⅔Ҕ Ȳ ֯ PITϯּנ Ȳᴖ ⅔Ҕ֫ Ȳ

Ṽ PITᾼּנ в Ȳ ⅔Ҕ֫ ᴟ ⅔Ҕᾼẃ Ȳ֝

PITМד ᾼ ᵔ ȴ 

FIBẁ▲ ѹ ⅔Ҕᴟ ֯ ẃ ᴯ ᾼғ ȴ Э

IPӦ ᾼ FIB֝דȲӣὑ▲ ֯ᾼ ẃ Ȳᵀ֪ NDN

Ӑṝ▐ Ҡѿ ᵍ ȲἬѿб ֝ ֵ Ḗȴ 

CSӣὑ Ὅ׀ ȲѠ―Ẕ҃ṿӣ῏Ҡѿ Ὼ֮ ậ ȴ

Ὅ׀ ᾼ ⅔ҔȲ Ӧ МӐṝᾼ ạẃḟứ

╥ᵡӶ Ἠ’ Ȳ Ҡ ϯ Ҡṿӣᾼ Ȳ Л֝ᾼṿ

ӣ῏ ᾼ֝ד ȲᵛҠ Ғ ᾼҠ ἤȲᴖЛӇԛẞ

ậ Ȳṿӣ῏֝ Ҡѿ Ἠ╥ ẃ ’ Ӕ

ἤȴ 
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(ϡ) NDN  

Ϡ› NDN ӐẦứ ҵȲ ∂Ϛ Ҡ ᵂᾼNDN

Ữ ҵᾼ ▐ ẃќ Ễ֤ȳ ἤ ế Ӧȳ

ế‒ԉ ȴӦ NDN ᾼ ֵ Ἤ ế ᾼ

NDNӂүȳ Џẓȳ ȳ ӣ▐ ȲӼ Є֮―ᵓϠױ

ᾼׁשṅ῏Ȳ֝ ҒᶶϠᶾ ᾼḔԄȴ 

ȶ NDN Testbedȸ NDN Ӣᾼ ἤ ӂүȲẔҔ

ᵶϠẃᴞֵ ᾼ Ӧ ȳ ӣ ѻה

ếד ᾼԚṹ 27ȴҫӼ ẁҠ ᴩ֯ Ὅ

⅍ɎOpen Network Laboratory, ONLɏᾼ ᾪӐȲҠӣὑᶶ

ȳ ц ᴷ ӣ ᶧȲᴖḥצԉᴶД NDN Testbed

ᾼ ȴ 

ȶ ndnSIMȸ 6ѣȲӭ›ᾪӐБḆדὑ2012כᾪӐᶙנ ᴟ2.0Ȳ

╥ѿNS-3Ɫ Ἁѹ ᾛṿӣМᾼNDN 28ȴẔѻ

Ɫ NDN ₤ᾼ Ầứ ᵂȲҠѿ ᴩ֯ԉᴶᾼ ȳ

Ἠ ẦứПϱȴ 

ȶ NDN Forwarding Daemon (NFD)ȸNFD╥Ϛ NDN

ạцẔғ ᾼ ȴ֯ ῴᾪӐ ᶙכ∟ȲNFD

NDNẦứϚ ⱢNDNӂүᾼכ їаԈȲṳѹ ᾼ֝ד

Ḇ Ӂ 29ȴNFD֯ ϱ оếҠ ἤȲѿќ

═ Ầứғ ȳ ᾎế ӣ ᶧ NDNʒ ᴩ ȴ

NFD ϠϚԌ Ϣ ╓⁮Ȳ Ю Ϡ ›

ᵂц ẁ NFD֢ Ѡ ᾼᶾҾ30ȴ 

                                         
27 NDN Project, NDN Testbed, available at https://named-data.net/ndn-testbed/ (Last visited:Dec. 5, 2021) 
2828 ndnSIM Documentation, Introduction, available at https://ndnsim.net/current/intro.html (Last 

visited:Dec. 5, 2021) 
29 NDN Project, NFD Overview, available at https://named-data.net/doc/NFD/0.7.0/overview.html (Last 

visited:Dec. 5, 2021) 
30 NDN Project, NFD Developerôs Guide (Latest Revision 11), available at https://named-

data.net/publications/techreports/ndn-0021-11-nfd-guide/ (Last visited:Dec. 5, 2021) 

https://named-data.net/ndn-testbed/
https://ndnsim.net/current/intro.html
https://named-data.net/doc/NFD/0.7.0/overview.html
https://named-data.net/publications/techreports/ndn-0021-11-nfd-guide/
https://named-data.net/publications/techreports/ndn-0021-11-nfd-guide/
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ȶ NDNoTȸ ס ֯ ᵓ ӣ NDNỄ ֤ Ɏnaming 

conventionsɏȲ ẁד аԈц ▐ ȲⱢᾬ ӣ ᶧ

Ϣ ᾼᴞ ȳὢ ȳѿ ⱢМїᾼׄԓȳв

ӻҀếẔ҃ Ḗ ẁ ḟѠ ȴ צ ὑ IPᾼẔ҃ᾬ

▐ Єᾼ ᵑȲNDNoTҟ Ϡ֢ Ҡ ֤ ɎẂֽȲ

URIȳὢ ֤ ɏế ɎẂֽ IPv6 ֮ᵿɏП ╣

ạɎẂֽȲDNSȳmulticast DNSɏ31ȴ֯ Ɫ ắ ᾬ

Ἤ ᾼRIOT-OSМȲӼБצNDNẦứ ȳ⅔Ҕ

цẓ ׄԓἤᾼ ӣ Юה ᾼ ᵂȴׁש

ṅ Ὠ ὙϠNDNẦứ֯ 10KB RAMếFlashᾼắצ

ϱ ᴩ ӣ ᶧᾼҠᴩἤ32ȴ 

ȶ VANET via NDN (V-NDN)ȸ ֯ס ḟṞ

ɎVehicular ad-hoc network, VANETɏ ὑ ἤᾼ ḖȲׁש

ṅ῏ᵓӣϠ NDN ₤Ȳ Ễ֤ ѻ ֮ᵿи ȴ֪ױȲ

Ҭ ᾼהԉᴶᶮ֯׀ ậȲḦṞ ҠѿᵓӣԉᴶҠӣᾼ

Ю ԉᴶẔ҃ ậ ȴ ЄאṅБ֯Ғשׁ ♠ḏ

и Ṟ ӂүϱ ╟ṳ Ϡẓפּצ 10 ḦṞᾼ V-

NDN ₤Ȳ ϠῴḔ ᴷȲϷꜜứҏד Пׁשṅ╚ 33ȴ 

(Ϯ) NDNᶾ иέ 

ICN▐ ѻ ӭ ╥֪ Internetϱ ᴩв и ᾼ

ἤếҠ ἤᾼ Ḗȴ ▐ ὑ ὑ ᾬԈɎdata objectɏᾼ

Ễ֤ῶӱȴ ṅЏᵂשֵׁ ῶὙȲ Ϛ҅ Internet ›

                                         
31 Zhiyi Zhang et al.,. NDNoT: A Framework for Named Data Network of Things, ACM Information 

Centric Networking Conference 2018, available at https://conferences.sigcomm.org/acm-

icn/2018/proceedings/icn18posterdemo-final22.pdf (Last visited:Dec. 5, 2021) 
32 NDN Project, NDN Technical Report NDN-0043: The Design and Implementation of the NDN Protocol 

Stack for RIOT-OS, available at https://named-data.net/publications/techreports/ndn-0043-2-ndn-riot/ (Last 

visited:Dec. 5, 2021) 
33 Giulio Grassi et al., VANET via Named Data Networking, available at https://named-

data.net/publications/vanet_via_ndn_infocom_nom/ (Last visited:Dec. 5, 2021) 

https://conferences.sigcomm.org/acm-icn/2018/proceedings/icn18posterdemo-final22.pdf
https://conferences.sigcomm.org/acm-icn/2018/proceedings/icn18posterdemo-final22.pdf
https://named-data.net/publications/techreports/ndn-0043-2-ndn-riot/
https://named-data.net/publications/vanet_via_ndn_infocom_nom/
https://named-data.net/publications/vanet_via_ndn_infocom_nom/
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ѿѻ ⱢМїᾼ ȲḂה Л֝ᾼѠᾎế▐ ȲẂֽѿ

ɎἨв ɏⱢМїᾼ ȴỮה ὑׁשṅ ◕ᾼ NDNȲ֯

ȳ і ȳ ӦẦứᾼ Ѡ Ьצ ֵ╚ ȴ ᾬ

ᾼ Ȳ ֵ ӣ NDN ḟ ѷꜜ ᾼᵘϩБ ȴֽ֝

IPѷᾼ Ȳ Є ṿӣ ứṳ ḟ Ȳ ꜜ ꜜ

NDN▐ ӣ ᶧế ЏᵂМ ẞᾼ

כ ȴ 

NDNҠѿ ᴩ֯ԉᴶҠѿ ⅔ҔɎϛы ȳWiFiȳ

Ѳȳ ȳIPȳTCPɏᾼẦứПϱȲԉᴶẦứϷҠѿ ᴩ֯

NDNϱȲҔ╗ IPȴЛ Ἠ῏Ḃ Б ᾼ IP ╟Ȳ

NDNҠѿ ֮ ᴩ֯IP ╟Пϱȴ֪ױȲNDN֯ в и

ϱᾼ ȳ ӣ хֻᾼה ếỄ֤ȳẓ ἤɎrobustnessɏ

ᾼׄԓ ȳ ἤᾼќ═ế Ҡ ȴ 

 DOAц X.1255 

ITU-T SG2ѻ ᾼạứȴITU-T SG17 ׄԓ▐

ȳ ᴯṝԌׄԓ ȳᾬ ӣ ׄԓ ạứȲ֯ס

ׄԓἤȴITU-T SG20ᾬ ế ₨Ӏ ạứȲҔ╗▐ ȳׄ

ԓȳФ ἤ Ȳ֯ס ₨Ӏ оѬ ȴ 

ד2013 9ѣȲITUӁ ITU-T X.1255∂ ȸ ṝԌ ᾼ

▐ȴ ∂ ќ ẁ Ὅ▐ ▐ȲҔ╗ ᴯ ₤ȳ

Ю Ầứȳ Ҍế έṆ ѿцМ Ҍῶ ȴ 

9ѣȲITUӁITU-T Y.4805ȸד2017 ₨Ӏ ӣМФ ἤ

ὢ ᾼ Ḗȴ ứϠ ₨Ӏ ӣМ ὢ ᾼṆԝ ḖȲ

ѿ ’ ӣ╥ҠӻФ ᵂếׄԓᾼȴ Мᾼ ḖϷҠѿᵂⱢ ₨

Ӏ ὢ ᾼ╓ ⁄ȲҔ╗ὢ ᶙ ἤȳ ’ ἤ

ȴ 

∂ ѣȲITU Ӂ ITU-T X.4459 1 ד2020 ȸᾬ ӻФ ᵂᾼ

ᴯ ▐ ȴ ∂ ứϠ ֣ ᾼὢ Ṇ ▐ȲҔ╗ ᴯ
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ᾬԈ Ҍȳ ȳ έế ạȲ֯ס‚ ᾼԚӣȴ 

 Non-IP 

ד2020 4ѣȲ ETSIכӴϚ ᾼ Њ ɶNon-IP 

NetworkingòɎISG NINɏȲậ҅2015כדӴПɶNext Generation Protocolò

ɎISG NGPɏȲṳἋ Ɫᴩ ṅשׁ ᾼ ẦứПӭ 34ȴ 

4ѣȲISG NINӁϠד2021 Ϛׁ᷅שṅ ᵫȲẔв иᵑⱢȸ 

ȶ GR NIN 001ɞ֯2020҅דṿӣTCP/IPᾼ ɟȷѻ ֯

TCP/IPẦứ Эᴩ ᾼ ạȲѿц ҅Ѡ ֽ

ᴶᵌὢ ṷ ȴ ѻ Ҕ╗ ᾼצ ṿӣȳỄ

֤ế ᵿɎҔ╗ ᵿӢỄ ɏȳQoS ☼ Ɏtime-

sensitive trafficɏȳׄԓἤȳ ȳ ế ȴ 

ȶ GR NIN 002ɞᵓӣ 3GPPᴩ П ậ ᵂ Non-IP

ц Ѡᾎɟȷ Ὑ֯3GPP PHY᾿ ӣNon-IPẦứ

ᾼ ȴ ᵫ ∂ Ϡ ӣὑᵅғ ᾬ ȳ

ὢ Ȳѿц њ Мᾼ ч Ҡѿ ᴩ Ἐ

ᾼ ӣ ȴ 

GR NIN 003ɞFlexilink ₤ɟȷ ETSI GS NGP 013Ἤ

Flexilinkᶾ Пכ ₤ᵂⱢ ȲҠ ᾛќ═ ᾼế ᾼẦứȲצ

ṳѿṿӣὑ ▐ ɎRecursive InterNetwork Architecture, RINAɏȳ

TCP/IPế ᴯ ȳ ᵂⱢ ẂȲ ϚḔ ⅔Ҕ ếה

ạӂ Ầứᾼ Ḗȴ 

ICANNŋ NINҏϠϚԌᶾ иέѝԈ35Ȳ М цȲISG 

NINⱢTCP/IPṳЛ ӣὑ5GἬἭ ᾼ ᶮ ӣȲֽ ӣ Џ

ӣ ϢȴNINḥצἷ IP ɎIP headerɏѿҔᵶḆֵᾼ Ȳֽ

Ӧ ӻ Ἤ ᴩᾼ QoSּ֥פȲᴖ╥ ҏϚ ᾼѠᾎȲ

                                         
34 ETSI, ETSI launches new group on Non-IP Networking addressing 5G new services, available at 

https://www.etsi.org/newsroom/press-releases/1749-2020-04 (Last visited:Dec. 5, 2021) 
35 ICANN OCTO, Non-IP Networking (NIN), available at  

https://www.icann.org/en/system/files/files/octo-026-12jul21-en.pdf (Last visited:Dec. 5, 2021) 

https://www.etsi.org/newsroom/press-releases/1749-2020-04
https://www.icann.org/en/system/files/files/octo-026-12jul21-en.pdf
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ẔМ ⅔Ҕ֯ SDN ₤М и Ɫ☼֣Ȳ╥ ӻ ☼

ד֣ ᾼ ȴNINἬ ᾼᶾ ⱢFlexlinkѹ֯Ԓ

›ᾼ ISG NGPἬ ȴFlexilinkϢ ‍֝Ḕ ה

ɎAsynchronous Transfer Mode, ATMɏȲ ╥Ϛ ҅ד1990֯ ☼ᴩ

ᾼ ᶾ Ȳᵀ֯ ᵛ∟ד2005 ֵẦứ ӻ ɎMultiprotocol 

Label SwitchingȲMPLSɏἬậ҅ᴖ֯ ‒ М ҷȴ 

ӭ›ỮЛ῀ NIN╥ᵡҠѿᶙԓậ҅ IPἨ῏ ӣὑ ứӐ֮ ӣᾼ

ὧᴫȲẂֽȸ Пҵᾼ Ἠ῏Џ ȴ֯ױ ◕Ȳ

NIN−Є ⇔ϱЬ ╥Ϛ ♄ṅשׁ ᴖ‍Џ ♄ ȴӭ›צṷ ἤ

ה Ҡ ȲᵀISGỮӑ֯׀ ҏᶙ ѹҠФד ᵂᾼ ȴ ᵑ╥NIN

₤ Ṽ ὑӭ›Ữӑứ ᾼҵ Ầứẃ ҏ ∂ȳ ḂἨ῏ᵔ

ᾼ ‒ ȴԉᴶ NINҠ ẃᾼ о ӣὑ ∂ȳ Ḃ

Ἠᵔ ᾼӑ╓ứ‒҆ẦứҠ Ғ ҵᾼ ἤ ῧ ӂד ╥

ᾼȴ 

› ϮԌ ᵫ ӁȲISG NINᾼЏᵂЬ ֯ ᴩМȴ Ȳױֽ

╥Ҡѿכẞ NINᾼ Ѡ֣ȸһ ֫ Ȳ

иⱢ ṳѿϚװ 64ֿаȴ 

ᴖȲFlexilinkҬứ Ϡ ӂ ȴֽὨЛ▲כӑ╓ứᾼ ạӂ Ȳ

Ἠ῏ֽὨ ṿӣֵ ạӂ Ȳ ᾎ ᾼԓ ȴ

☼ ᾼἤ ȲϚѠ ֯ὑ ȳׄԓἤȳ ἤ Ѡ ᾼ − ὔ

ҫϚѠ ᾼ ҷὂ ȴױҵȲ ᾼ ἤЬ╥Ϛ Ữӑ ḟᾼ ȴ

ӦὑỮӑ╓ứ ạӂ Ȳ֪ױ ᾎ ῀М ֯ Ӣ╝ ∟ Ӣ

Ш Ṷȴ֝ Л ᾼ╥ ạӂ ὑ ᵂᾼ ἤᾼ ȴNIN

ᾼѻ ֪ ПϚכ ẃ╥ М Robust Header CompressionɎROHCɏ

ғ ᾼכӐϱȲ ғ Ҡѿ IP ᾼ юẞ ѾⱢ ȴⱢϠ

ḟ Ὑ ᾼ ȲNIN ▐ ᴩḂ ȴ ᴖ

NINṳḥצ ẁ ὑ ҅ ḟѠ ᾼᵉ Ӑᾼԓכ иέȲ ṷ

ӣЛ ὢ ῏Ἥ Ȳ Ӈ ӦЄ ᾼ Ӣ Ṇ ᾼ
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ϮѠἭ ȴ 

ISG NINᾼӭ ╥RANМᾼFlexilinkȴ RANⱢЛќ═TCP/IP

ᾼ ṳЛ╥Ш ṶȴNTT DOCOMO i-modeWAP֯ נ

ȴ ᴖњ ( ₤њ )ᾼ Ғ ᾼ Ғṿ

TCP/IPכⱢ ṷ ᾼ ȴӭ›ỮЛ TCP/IPὑᵛ ẞẃ

ᾼ ӣԉᴶ ῀ ạ╥ᵡ ▐ ᴩ ЄḂ ȲἨ Ҭ

╥ ∕ϯϚ҅њ Ṝ ȴ ȲӦὑױֽ FlexilinkҠѿ Ɫ

MPLSἨ ὢ ῏ᾼϛы Ϛ ᾼ 2.5ẦứȲֽὨᵉ ₤

ὑRANȲ ԓ ▐ Ҡ ╥ Њᾼȴ 

New IPRȲNINӔ֯ Ϛṷ Ӑᾼ ⁄ȴ

ᾼ╥Ϛ ᾼ♄ ȴ ᴖȲ֯ױẒ ᾓϯȲἬ ҏᾼ ḟѠ

ҟ▐ ᾼ֫ Ȳ ᴿѾ╥ϱѷּנ ⅔Ҕ ᾨ

ᾼ ȴ 

ICANNNINʒ иέѝԈ ∟ Ȳ ’ԉᴶ ᾼ

₤ᾼ▐ ▐ ╥ ẞ ế’═Ϛ ѷꜜȳϚ

ᾼ ᾼ ֪ ȴ 

 ‒  

е ӻ ɎPublic Switched Telephone Network, PSTNɏᾼ

Ȳ֯נ цӁ∂ϱȲѻ ṿӣE.164

ẃ ᵑẻҪᾼӭᾼ֮Ȳṳ֯Ẓ Ệứ П ӦẻҪȴ

ᴩ ᾼЛ ȲⱢϠḆ ’ӣљ Ɏњ ɏׄԓἤȲ

ὑE.212ᾼ ᴩ ӣљ ᵑ ɎInternational Mobile Subscriber 

Identity, IMSIɏ ӣẃ ứњ Ҡѿ∂Ӵ Ȳṳ ẁӣљԓ

ἤᾼ Ϛ ᵑ ȴ 

Ɫṿ֢ ‒ ѿ֯ Ф ПϯȲṿӣ֝דᾼ ‒

⁄ȲTSB ITUἬạ П E.164ȳE.212‒ ᶾ Ȳ

ɎCountry Code, CCɏȳᴩ ɎMobile Country Code, MCCɏ╓
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Ἠ֮ ȷҫϷצ╓ ứ ἨṆ ᾼ ᶮȲẂֽ֯ E.164 

CC иȸ 

ȶ ╓ 888 ֥ Ϣ Ṷ Ầ е⅍36Ȳѿ―Ɫ Џ

ᵂἬṿӣᾼ ẁ Ễ֤ếứᵿṆ ȷ 

ȶ ╓ 870 Ṷ ╦ 37Ȳ ẁԓ ἤᾼ Ṷȳ Ὲц

֮ ╦ᴩ ὢ ȴ 

 ₤ ᾼ E.164 ╓ Ѡה 

֯ ☺ECCᾼ311 ᵫɞװ ╓ ȸE.164֯

І ẁ Мᾼ ╟ ȳṿӣה ц ɟ38МȲ ҏ 5

₤Ȳֽ 2-5ӱ ȴ 

♆╓ᵑὑE.164צ₤ І ẁ ᾼ Ӑ ₤Ȳᴖ╥

֯ṿӣװ ╓ ᾼ ₤ ₤ ᴩ Ȳ֪ ӑẃᾎ

Ҡ цᾼ Ὑ⇔Ɏtransparencyɏ Ȳṳ ẁ Ғ Ὑ⇔

ПѠᾎ ∂ Ȳ ῏ɎNumbering Plan Administrator, NPAɏ

֢Ṷ ὑ І ẁ МП ᵓц Ȳѿᵓ ᴩצ

П Ȳֽ ᵅӀ Ϥ  ȳ ҒӀ ᾨȴ 

                                         
36 UN Office for the Coordination of Humanitarian Affairs (OCHA)Ȳ צ  

(International Search and Rescue Advisory Group, INSARAG)ȳ ֥ ḳ ᴷẦ  (United Nations 

Disaster Assessment and Coordination team, UNDAC) ẒЄẦ  ȴ 
37 International Maritime Satellite Organization plc (Inmarsat)Ȳ БḂạⱢ ὑ ᾼ ╦

‒еҨȴ 
38 CEPT Electronic Communication Committee, 2020. ECC Report 311 - Sub-assignment and number 

hosting - Implementation models, rights of use and obligations for E.164 numbers across the electronic 

communications supply chain, available at https://docdb.cept.org/document/14735 (Last visited:Jul. 15, 

2021) 

https://docdb.cept.org/document/14735
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2- 5 ȳ ECC∂ ᾼ E.164 ╓  ה

ẃ ȸCEPT ECC 

 ᾬ E.164ȳE.212 ‒ П  

ῺדӦὑᾬ ȳ ╦ ἤ ‒ὢ ᾼ ȲITU-TӼ

Ϡ ứֿ ᾼCCȳMCCW ⱢԚṹӣ Ȳ᾿ ӦTSB Ȳ

Ҕ╗┬ E.164.1∂ ֯881ȳ882ế883CC̔ и ᾼԓ

ế ҅ ԝῶ ȲἨ╥ ἨБи ᾼITU-T E.212ԚӣMCCếד

MNC ȴ 

6ѣȲITU-Tד2020 E.164.1E.212 Annex AẒԌ ⁄∂

Ȳ ὑM2M/IoTП ҉ ⁄ɎSupplement 11ɏȲṳ Ḗ Ὅᾬ

ṿӣ E.118П IIN ╓ ȴ ⁄ԝ ֯ ứ ᾓϯП ứ

֝ ẁ IoT ὢ ȳѹ֯ Ḇ M2M/IoT Ӽ ậ

ᾼ Ὑ ạȴ 

☺ І ỗ ɎElectronic Communications Committee, ECCɏ

ד2010֯ 153 ᵫʟɞṿӣὑ ᾼ ứᵿɟ39ц2011

ד 3 ∂ М40Ȳ ҏ 4 E.164 ӣὑᾬ ὢ П

Ӑ Ȳ … ᴩ ╟ Ἁ Ɫ иѠהȲ Ɫ ῏

                                         
39 CEPT Electronic Communication Committee, 2010. ECC Report 153 - Numbering and Addressing in 

Machine-to-Machine (M2M) Communications, available at https://docdb.cept.org/document/261 (Last 

visited:Jul. 15, 2021) 
40 CEPT Electronic Communication Committee, 2011. ECC Recommendation (11)03 - Numbering and 

Addressing for Machine To Machine (M2M) Communications, available at 

https://docdb.cept.org/document/499 (Last visited:Jul. 15, 2021) 

https://docdb.cept.org/document/261
https://docdb.cept.org/document/499
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ṼЛ֝ὢ ₤ПM2M Ṽ ȴ 

ҫ֯ E.212 ẁᾬ Ἠᴩ ПṿӣѠ Ȳᴕ ẞ

MNC ῏ ֵⱢ2ᴟ 3ᴯ ȲⱢ ᵍ֪MNC ЛṜ Пכ Ȳ

֯ ϱҠ ậ ὑв ṿӣȳӨ ҅ ȲἨ ᴿὑּר ȳ

П иоᵂᾎȲ ԝֽϯȸ 

ȶ в ṿӣ: MCC=999Ɏ ITU-T)41ȷ 

ȶ Ԛӣ:MCC=90xɎ᾿ ֣ ITU-TӨ )42ȷ 

ȶ ẂȸMulteFire Alliance: 902(MCC)01(MNC)43 

ȶ ּר CBRS ◕ : Shared 315(MCC)010(MNC) + 4ᴯ (IBN) 

+ 5ᴯ (UIN)44ȷֽ 2- 6 Ἤӱȴ 

ȶ ᴩ : Shared 262(MCC)98(MNC) + 4ᴟ 6ᴯ block 

ID + ᴯ 45 

 

                                         
41 ITU-T, Recommendation E.212 (2016) Amendment 1 (07/18), available at https://www.itu.int/rec/T-

REC-E.212-201807-I!Amd1/en (Last visited:Dec. 5, 2021) 
42 ITU-T, Recommendation E.212 (2016) Amendment 3 (12/20), available at https://www.itu.int/rec/T-

REC-E.212-202012-I!Amd3/en (Last visited:Dec. 5, 2021) 
43 MFA, MulteFire Alliance (MFA) simplifies path to 5G private network deployment for Enterprise, 

available at https://www.mfa-tech.org/2021/06/22/mfa-simplifies-path-to-5g-private-network-deployment-

for-enterprise/ (Last visited:Dec. 5, 2021) 
44 ATIS, IMSI Assignment and Management Guidelines for   

Shared HNI for CBRS Range, available at https://www.atis.org/wp-content/uploads/2020/10/IMSI-CBRS-

Guidelines_v2.pdf (Last visited:Dec. 5, 2021) 
45 BNetzA, Mitteilung Nr. 101/2020, available at 

https://www.bundesnetzagentur.de/SharedDocs/Downloads/DE/Sachgebiete/Telekommunikation/Unterneh

men_Institutionen/Nummerierung/TechnischeNummern/IMSI/Mitteilung101.pdf (Last visited:Dec. 5, 

2021) 

https://www.itu.int/rec/T-REC-E.212-201807-I!Amd1/en
https://www.itu.int/rec/T-REC-E.212-201807-I!Amd1/en
https://www.itu.int/rec/T-REC-E.212-202012-I!Amd3/en
https://www.itu.int/rec/T-REC-E.212-202012-I!Amd3/en
https://www.mfa-tech.org/2021/06/22/mfa-simplifies-path-to-5g-private-network-deployment-for-enterprise/
https://www.mfa-tech.org/2021/06/22/mfa-simplifies-path-to-5g-private-network-deployment-for-enterprise/
https://www.atis.org/wp-content/uploads/2020/10/IMSI-CBRS-Guidelines_v2.pdf
https://www.atis.org/wp-content/uploads/2020/10/IMSI-CBRS-Guidelines_v2.pdf
https://www.bundesnetzagentur.de/SharedDocs/Downloads/DE/Sachgebiete/Telekommunikation/Unternehmen_Institutionen/Nummerierung/TechnischeNummern/IMSI/Mitteilung101.pdf
https://www.bundesnetzagentur.de/SharedDocs/Downloads/DE/Sachgebiete/Telekommunikation/Unternehmen_Institutionen/Nummerierung/TechnischeNummern/IMSI/Mitteilung101.pdf
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2- 6 ȳṿӣὑּר CBRS ◕ П IMSI  ה

ẃ ȸFCC 

 ᾬ П и  

(Ϛ) ᾬ Ḗ 

ⱢϠ Ϣ ϢȳϢ ᾬȳᾬ ᾬᾼ ѿц֢ ӣФ Ф

Ȳ ֢ꜜБ ҏֵ ᵑ ẃ Ϣếᾬ ᾬ ȳ ế

ѿц֢ ếὢ ӣ ᴩ Ȳṳ

ᵑ έ ứᵿṆ ᴩ ȳ╣ Ȳѿ ậד ᾼᴯᵿ

Ἠ ȴ Ṇ Ҕ╗Ễ֤ɎNamingɏếứᵿ

ɎAddressingɏẒ иȴ Л֤֝ ᾼ ȲҠ ẁḆ᾿ Ἠ

Ḇ ᾼ֤ ╣ …цẔ Ғ ἤ ȴ 

(ϡ) ᾬ Ễ֤ ạ 

ᾬ ╥ צ ᾼἷ ếἋᴼȲ ᴖ ᾬԈ Ϥ

МȲԛ ậ ế ȴᾬ ╥╓ԉᴶҠѿ

ứᵿἨ῏іӣᾼᾬ ѻ ᾬԈȲᴖ֤ ╥ӣẃ Ϛ

ᾼἼ ᵑֿȴỄ֤ ạἬ ṅᾼ⁄╥ֽᴶשׁ ֥ ᾼ ⁄

ẃ ȴӦὑᾬ ֵȳ Єὔ כ ЛὔȲ

╝֯ᴕ Л֝Ṇ ậц ֵа ᾼ ӐϱȲכ ӢⱢ

ֵ ᾬԈᾼỄ֤▐ цẔҠ ἤ∂Ӵ ⁄П Ḗȴ 
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ᾬ Ṇ▐ иⱢ ῀ ȳ ȳ ӣ Ϯ Ȳװ

ױ ѿד ᾼ ᵑӭ ế ӣ ֤ иⱢϮ ȸᾬԈ ᵑ

ӣὑ ᵑ֢ Ȳ ᵑ ӣὑ ᵑẓ ϩᾼ

Ȳ ӣ ᵑ ⁄╥ӣὑ ᵑᾬ ֢ ӣὢ аכ 46ȴ 

1. ᾬԈ ᵑ  

ᾬԈ ᵑ ӣὑ ᵑᾬ М ῀ᾼᾬ ȳ Ἠ ᾬԈȲ

Ẃֽ Ὦȳ ᾬȳϢȳ ₇ȳѝ ȳ ⇔ ȴᾬԈ ᵑ ᾼ

ӣ Ɫ ὑẔ ᴩד ᾬԈ ᾼ ậȲἨ῏╥

ᵑ ᾬԈ ᴩד ạ ȲᴖЛӣὑ Ἠứᵿȴ 

Сἤ ᵑ ╥╓ⱢϠ ᵑѠ―ᴖϢⱢи ᾼ ᵑ Ȳ ӦϚ

Ṇԝ ᴯȳֿаȳ ἨԉᴶẔ҃ᶮהᾼ ┬ Ϛứ ⁄

Ȳ╥ᾬכ Мᾼѻ ᵑ ᶮהȴ Ҡ ֵ Ѡה ậ

Сἤ ᵑ ȲҔ╗ȸ 

ȶ הȸ ậ׀Ὅὑ Мᾼᾬ ᵑ Ȳ

Ẃֽ ד ᵑ ɎֽEAN ȳUPC ȳ128 ɏȳRFID

ד ᵑ Ɏֽ EPC ȳucode ɏȷ 

ȶ Ϣ Ю ᾬ ậȸᾬԈ ᵑ ɎOIDɏȳ

Ϛ ֤ ɎURNɏȳHandle ȴ 

2. ᵑ  

ᵑ ӣὑ ᵑᾬ Мẓ ϩᾼ ȲẂ

ֽṿӣ῏њ ȳRFID ȳ ȳ ȴ

ᵑ ᾼᶮהҠѿⱢ E.164 ȳIP ᴯᵿ ȴ ᵑ ֯ӣὑ

ᵑᾬԈᾼ֝ Ȳ ҠὙ ᾬԈᾼ ἤȲҠᵂⱢד Ἠ ᴯ

ᵿӣὑ ἨứᵿȲѿ∂Ӵẞ ᵑ ᾬԈᾼ ȴ 

3. ӣ ᵑ  

ӣ ᵑ ӣὑ ᾬ ӣ Мᾼ Ἠ ӣὢ ᴩ ᵑȲ

                                         
46 ϢȲɞᾬ ֿ֤ὢ ᶾ דṅɟȲ2014שׁ 10ѣȲ

http://idconsensus.cn/u/cms/www/202001/16093226cjt9.pdf  

http://idconsensus.cn/u/cms/www/202001/16093226cjt9.pdf
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Ẃֽ Ϥ ȳ ὢ Ϥғ ֤ Ἠᴯᵿ Ȳ֯

ᵑ ᶮהϱҠѿⱢғ ֤ ȳURL ȴ 

Џ ᾬ ֯ ᵑ Ѡ ᾼ Ḗ ᾼ ϡȸצ

Ϛ╥ ᾼЄ ҒѿцӢ ᾼ Ȳ ẃ

IPᴯᵿ ᾼ ϩȲIPv6ᴯᵿ֯ ḟЏ ứᵿ Ḗ

ϱȲЛᵀⱢ в֢ ẁԓ ϚᴯᵿȲⱢḆֻ֮ ᴩ ӻ

ế ֥ ẁϠ Ԉȷϡ╥ѿ Ɫ҅ῶᾼ

ᾬԈ ᾼῺכ Ȳ ᵑ ҏϠ ᵅ ϩȳ

ȳ ϩ ᾼ ḖȲⱢױȲ и  ӴϠIP forכ

Smart ObjectsɎIPSO)ȲIETFϷиᵑ ҏ6LowPANȳROLL RPLȳ

CoAP IPv6ד Ầứᾼ оׁשṅȴ 

(Ϯ) ᾬ έ ạ 

Ἤ ᾼ έ ạȲ╥Ϛ ֯Л֤֝ ᴩ╣

ᾼ▲ ȴ ạҠѿиⱢ Мהếи Ẓה ȴ›῏ Ἤצ

נּ Ὅ֯׀ Ϛᾼ֤ ᴻὢ ϱȲᴖ ᴕ ֵ ֤ ᴻὢ П

ᾼ ֝Ḕ Ȳ Ȳᵀ╥Л ᾬ ᵂⱢЄ

и ה ᾼἤ ếׄԓ Ḗȷ∟῏⁄ נּ и Ὅֵ֯׀

֤ ᴻὢ ϱȲһ П Ҡ ╥ѻ …ȲϷҠ ╥ …ȴ 

ὑи ứᵿה Ȳ іиᵉѠהᾼЛ֝Ȳϭ֯׀ װ

Ẓהế┘ӂה ȴ ѻהװ ὑи ᾼ ᾭᶮה ֤

ᴻὢ ᾼ Ṇ▐ Ȳѿ DNSⱢּטҏȷ┘ӂהѻ ὑ ᾼ

ᾭ ֤ ᴻὢ ᾼ Ṇ▐ Ȳѿи ה ԝῶɎDis-tributed 

Hash Table, DHTɏᾼᶮה Ɫ ṓȴ צẃϷדПҵȲῺױ שֵׁ

ṅ῏ ҏ צ Ẓהế┘ӂהװ ≈ ᾼ ὢה֥ ȴ 

(ҳ) ᾬ ҅ᾼ╚  

Internetἷ ếἋᴼҏẃᾼᾬ ȲӦὑ᷂ҽ ᾼᾬ

Ϥ ȲἬѿЛ Ϡ ẃ InternetἬ֯׀ᾼϚṷ Ȳ
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ֵ ᾼ Ȳṳ ֤ Ṇ ẃϠ ᾼ╚ ȴ 

ד .1  

ᾬ ᾼ ӭ ╥ ֢ ϚứᵿếФ Ф ȲЛ

‭ ὑⱢ█Ϛ ӣҬ֯Ϛứᾼ Ἠ῏ в ṿӣ Ϛᾼ

ᶾ ȳỄ֤њ◕ế έὢ ẃ ∂⅔ ה ȴ֪ױȲ

ֵ ᾼד ἤ έכⱢᾬ ֤ Ṇ ᾼ  ṅѠ֣ȴשׁ

  ẃכȲШ ᾼ ᵑ Ɫ֢ ȳ֢ Ἤ

ắȲӦ ẃ ױ ᵑ ᾼи ế Ȳ ϚḔ

ȴ ᾼ֢צ Ễ֤ ạМṳḥצ Ԓи ᵑ Ȳᵛṿ

ӑẃᾼᶾ ԓ ќ═ ṷḂ Ȳֽᴶד צ Ѡ ‍

ᵺ ȴ 

2. έ 

ҏὑѻ ׄԓѿц ᾨᾼӭᾼȲѷꜜ֢ ȳ֢ ᶦ

ẔἬ ᾬצ ד ᾼ֤ Ṇ ȴ Мה ạ

Ṇ Ӈ כ оᾼ Ȳ ֤ Ṇ ᵂⱢϚ еԚὢ

ᾼҠӣἤếҠ ἤȴ έ ╥ ֯ ϱȲ ᴻ

ὢ и Ɫֵ ᾼᴻὢ Ȳ’ ḕϚ ᾼ ȴ֝ד

ᴖ Л֤֝ Ṇ Ṇ ᾼФ Ф Ȳ Ӑϱ’ ׄԓἤȴ 

еӂȳ ᾼ έ ᴞᾙἤ− ᾼᾬ ᴖṕᴟ Ȳ

֯’ ֤ Ṇ Ҡѿ ֵ ᴞᾙІ ᾼ ứᴯế

ṳᵗϩὑᾬ ӔФ Ф ᾼ֝ Ȳϭ ’ צ

῏ ᾼᴞѻ ạ Ȳᴞᴩ ế Ӑ֮ᾼ֤ Ṇ ╟ȴ

Бצ и ҏᾼѠ Ҡѿ ḟױϚ ȲᵀЬ ϚḔ

ᴕ ậᴶ ╟ẃ’ ╣ ῶв ᾼ ἤếҠ ἤȴ 

3. Ṃ’  

ѿInternetⱢṼ ᾼᾬ ȲЛҠ ᵍᾼϷ ẞInternetМ

ᾼ֢צ ׄԓ Ȳ ҏᾼטּ ╥ Ṃ’ ȴϚѠ ╥֤

נּ Ӂ῏ᾼ ȲҫϚѠ ⁄╥֤ נּ ▲ Ḗ῏
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ᾼ ȴ 

֤ Ṇ ᵂⱢϚ ֣ ᾬ ὍᾼеԚẦϩ ▲ ὢ Ȳ

֯ ẁ Ԛӣᾼ֝ Ȳ Ϣ Ṃᾼ’ Ϸ╥Ϛ ҽЄᾼ╚ ȴ

ԉᴶ ϚṔᴥ ᾎᶙԓ ḟ Ϛ Ȳ ֤ Ṇ ▐ Мᾼ

֤ ᴻὢ ȳ ᴻὢ ȳ έ ȳ Ҍ ֢ аכ

ẃȲИ ∂Ϛ ᶙ ᾼׄԓ ṆȲ҉и’ ṿӣ῏֯

Ӂȳ ▲ ֢ ᾼ Ṃׄԓȴ֝ Ȳ֢ Ṃ’

ạ ὢ ₇ ȳ ҷȳ▲ ֵ ἤế ᴩ ᴩ

ȴ֪ױȲֽᴶứ Ҡ ♄ оᾼׄԓἤ ⁄Ȳѿцׁשṅ

⇔Ḇᵅᾼ Ṃ’ ᾎ ẓצ ȴ 

ד1983 Ὑ DNS Ὼҳϫדᾼ ȲᴟЭЬ╥ Internet

М Ɫ їᾼ֤ Ṇ ȴᵀDNSṳЛ╥Ϛ Ὅ ҳ Ꞌ ᾼ ӣ

ḟѠ Ȳ ᵑ╥֯ᾬ МȲ ἤ Ṕ⇔כȲ Ḗ֤ Ṇ ֯

Єȳ▲ Єᾼ ᾓϯЬ ’═ ᶶᾼ֫ ⇔ȷ ғ

Ṕ⇔כȲ ӢϠד ᵑ ȳеӂ έȳׄԓ Ḗ

ᾼ╚ ȴ 

֯ӑẃȲᾬ ֤ Ṇ ᾼ Ѡ֣Ҡ ╥ȸ ԒȲ ה֥

֤ Ṇ ▐ ᾼ ȴ ὑ DNSᾼ הװ ế ὑ DHTᾼ┘

ӂה צ֢ Ȳ ᾎ Ṝᾬ ֤ Ṇ ᾼ Ḗȴ

֥ṿӣ Ẓ ᶾ ᾼ ה֥ ḟѠ ϚḔ ȲṳҠ

ᾼ Ẕצ ἤȴẔװȲỆứ֤ Ṇ ֣ ♄

ὢ ᾼ ȴ ֤ Ṇ Ɏֽ DNSɏ ╥ ӣỆứᾼ

ếה Ϛᾼ֤ נּ Ȳ ᾎ Ṝᾬ ֯ ♄ἤѠ ᾼ

ḖȴẔ П ὑ ἤἨῈ ἤ ᵑ ȳќ

ᵑ ᾼ▲ ȳֵ ֿ▲ ȳ и ֿ▲ Ẕһᶮהᾼ֤

Ṇ Ȳ֯ᾬ ϯ ϚḔׁשṅế ȴ 
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 ѻ Ἠ֮ ‒ ╜ ᾬ П ế 

 ‒ ╜  

(Ϛ) и ╓⁮  

6ѣ12ѡᴟ6ѣ14ѡᾼד2019֯ װ39 ϱȲ

ỗ Ɏthe Board of Regulatorsɏ᷅ Ϡ І

ɎThe Body of European Regulators for Electronic Communications, 

BERECɏ ὑ ᴷ І Ɏelectronic communications 

network, ECNɏἨ І ὢ ẁ Ɏelectronic communications 

service, ECSɏѿҵᾼԍ ϩᾼ ӣ П╓⁮

ȴ ╓⁮ ֯ס ᴷ І Ἠὢ ẁ ѿҵᾼԍ Ȳ

ᾼ ϩᾼ ӣ Ȳѿц ֽὨ и ױ

ԍ Ȳ⁄Ҡ ȴ  

Ȳϱױ֪ ᾼ╓⁮ ᾼӭᾼ֯ס ╥ᵡб и

І Ἠὢ ẁ Пҵᾼԍ Ȳѿ‚ Ӏ ᾼ

оѿц כ ᾼϚ ἤȴ  

צ ὑױȲ ╓⁮ Ɫ ᾼи ᴕ Ἤ

צ ₤ᾼὢ ế ȲҔ╗ ɎMachine to machine, M2Mɏ

ȲṳѹⱢױ ₤ὢ ẁ ᾼ ȷ ᴕ

и ẓצ ҵṿӣ Ɏextra-territorial use rightsɏᾼ ECN/ECS

ẁ ѿҵᾼԍ Ҡ Ӣᾼ ȴ  

BERECⱢϠ ᴷ ╓⁮ ᾼ ἤѿц Ḗ ꜜ ὑ ╓

⁮ П ṓ ∂ Ȳὑ20196דѣ14ѡᴟ8ѣ28ѡ ᴩϠе

Ȳ ϠϚԚ 9 ☺ ד ᵓ …Ϣ е Ȳṳ

ὑ ד2020 3ѣ 6ѡ ӁϠצ ᴷ І Ἠὢ ẁ ѿ

ҵᾼԍ ϩᾼ ӣ П╓⁮ ᾼе Ὠ

ᵫȴӐ еױ ᵫ ᾼв ὙПȴ 

Ԍеױ֯ ᵫМȲ ẁ ṓ ∂ ᾼϚԚ 9 ☺
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ד ᵓ …ϢȲҔ╗ ☺ ᾨἤ ‒Ầ ɎEuropean 

Competitive Telecommunications Association, ECTAɏȳ ☺ ‒

Ầ ɎEuropean Telecommunications Network Operators, 

ETNOɏȳGSM ɎGroupe Sp®ciale Mobileɏ Association ɎGSMAɏȳ

ІЏ Ầ ɎZentralverband Elektrotechnik- und 

Elektronikindustrie, ZVEIɏȲц ֮ᵓɎA1 Telekom Austriaɏȳᾌ

ɎKrajowa Izba Komunikacji Ethernetowej, KIKEɏȳ Є ᵓ

ɎFastWebɏȳᴫ ѲɎAsociaci·n de Empresas Operadoras y de 

Servicios de Telecomunicaciones,  ASTELɏ ‒ ῏Ἠ ‒

ɎCOLTɏȴ 

֯ Ԍе ᵫМȲ ᴖṕϱ ᾼᵓ …Ϣч е

Ԛ и ‍ ECNế ECSẁ Ȳᴖч ᾼ ֪ѻ Ɫצ

ṷᵓ …Ϣ Ɫױи ṳ Ӣֻ Ἠ╥ ὑⅎ ϱᾼ ḖȲ֪

Ɫ‍ ECN/ECS῏Ӈ Ԋ ECNἨECSẁ ᾼ ╟Ȳṳѹ

ᾼṿӣӇ ὑ ế/Ἠὢ ᾼ ẁ ῏ȴԛ῏ȲӼ Ɫ

и ‍ECN/ECSẁ Ȳ⁄ ECN/ECS ẁ Ӣ

ṶԒ ᴷᾼ ҵ ӣ ȴ  

ϱ צ ד ᵓ …Ϣ е ҏП ѿц

BERECẔ ҏᾼ֫ Ȳѿϯ ӦӐ Л֝ ֣ ὙПȴד

ᵓ …ϢП Ȳѻ Ҡиȸ 

1. ᾼи  

ȶ и ‍ ECN/ECSẁ ẓצὼ ἤȲ

ЛеӂПצ Ȳ֪Ɫ‍ ECN/ECSẁ ЛӇ ׂԉ

ᴶеԚ П ȲẂֽᾎ√ Ɏlegal interceptɏȳ

≡ ὢ Ɏemergency servicesɏ Ɏnumber 

portabilityɏ ȴ ᴖ ECN/ECSẁ Ӈ ׂԉᴶе

Ԛ П Ȳѿ ’Ẕ ׂ֯ᾎ√ ▐М ứᾼἬ

еԚצ цẔד ќҀᾼ ӣȴ 
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ȶ ╥ ḟứὑ ᾎ√М Ғ еԚ

и ‍ ECN/ECSẁ Ȳ⁄ẻ ECN/ECS

ẁ ѿц‍ ECN/ECSẁ П ֯ ᾼṿӣϱȲ

∂Ӵеӂᾼ ᾨ Ȳṳ ὢ ᾼ ậϚ

ᾼ ᾎȴ 

ȶ еԚ и ‍ ECN/ECSẁ Ҭᴕ

ẁ‍ ECN/ECSẁ ẁᾼὢ Ȳṳ ẞ

National Regulatory, NRAɏἨẔ҃ѻ ᶝ 

ɎCompetent Authorities, CAɏ Ӽ ṶԒ ṷὢ

Ҡ ṷеԚ ȴ 

ȶ ∂ Л  MNC и ‍ ECN/ECS ẁ Ȳ֪

Ɫ֯׀ Ȳṳῶӱ֯ ẁ Ϥה SIMқ 

Ɏthe remote provisioning of eSIMsɏ Ḇצ ȲṳѹҠ

 ӐḆᵅȴכ

ȶ Ɫ ╠ ῈМϯ ᶾ Ɏover the air, OTAɏ ḟѠ

− ὔ Ȳ֪ױ ṿӣ ṷ ḟѠ Ȳᴖ‍  

E.212 и ‍ ECN/ECS ẁ ȴ 

ȶ Л и ‍ ECN/ECS ẁ Ȳ֪Ɫ

E.212 ӣ ᾼ Ȳṳѹױ и Ӽ

ᾼᵅ ṿӣȴ 

2. ᾼ  

ȶ ẻ  BEREC ḖṮѦECN/ECS ẁ ‍ ECN/ECS 

ẁ П Ҡ ҏ ᾼԉᴶ ᾨ᷁פ Ȳѿц

OTAế eSIM ȲṳⱢ ECN/ECS ẁ С’ ế

ᾼ Ȳ֪Ɫ ὑ ᾼ ḟѠ ᾼӑẃẁ

Ӽד ȴ 

ȶ ẻ  BERECứ Ϛ ạȲѿ ᵍ ᾼ

ȴ 
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ȶ ‚ BEREC ֣ NRA/CA ẁ╓ӱȲѿ―Ɫ eSIM 

OTA ḟѠ ᾼ Ȳ ᵍẔ҃ MNCᾼ ḟ

Ѡ Ȳ֪Ɫһ ╥ Ȳ Сѿ’ ȴ 

3. ╓⁮ ᾼ  

ȶ █ṷᵓ …Ϣ Ɫṳ Ӂ‍ ECN/ECSẁ ṿӣ

е ╓⁮ᾼӇ ἤȴ֯ BEREC╓⁮ᾼ ϱȲ

ὑֽᴶ и ‍ ECN/ECSẁ

ᾼ ứế ᴷҠ ӣ ᾼ ȲЛ

ц∂ Ҡ и ‍ ECN/ECS ẁ ᾼ ȴ 

ȶ ὑ‍ ECN/ECSẁ Ҡ ṿӣᾼ Ȳ Ɫ

ὑ ẁM2M/IoTὢ ȲE.164П ᾼ ӦỮ

Ȳṳ∂  M2M/IoT ӣљҬ ֯ԉᴶ ῏ ∟

ᾼὢ ӣ ◕ ᾼ E.164Ȳѿ Ȳ

ṳ  Ἃױ  E.164 ẁϱ ὢ ȴ 

ȶ ṳ‍Ἤצᵓ …ϢꞋ ὑ › BEREC ╓⁮ᾼ Ȳ

ױ֪ Ḗ BEREC ẁ ὑ Ϛ ṿӣᾼ╓⁮Ȳ

ѿ ’ ὑ֯ Ṝ ECN/ECSẁ ᾼ ԈѠ

Ϛצ Ӕᾼеӂ ᾨ ȴ 

ȶ иᵓ …Ϣ Ɫ╓⁮Л Ὑ ṷ

и ‍ ECN/ECS ẁ Ȳ֪Ɫ ậḟὑḕ

ᾼḟứȴ 

BERECП֫ ֽϯȸ 

1. ᾼи ȸ ὑ ֢  M2M/IoT ὢ ᾼד

ἤѡ ҒȲBEREC Ὑ ҏϠ ֣‍

ECN/ECSẁ С ṿӣ ᾼҠ ἤȴ֪ױȲ

Ṝצ ᾼ ẃ Ṝ ›ếӑẃҠ ṓᾼ ḖȲױ

и ᾼҠ ἤϷ Ҡќ═ ὑ ὢ Ȳᴖ ṷ

֯‍Ϣ ὢ ᾼ ᾓϯẓצ ҵṿӣ ȴҫҵȲ
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ӦὑEECC ᾼ  246 ế  93Ɏ4ɏ ӱ ҟᾼ

▐ṳӑὙ ѦἨб Ҡи ‍ECN/ECS

ẁ ȴ֪ױ֯ױѠ ȲϚṷ ⱢҠ

и ױ ẁ ѿ ẁ ứὢ ȴ 

NRA/CAҠѿ EECC93Ɏ2ɏ Ȳ֯‍ὼ ᾼ

ϱ С М ᾼṿӣ Ȳѿ―֣‍ 

ECN/ECS ẁ ẁ ứὢ ȴᵀ֯ Ѡ ȲϚ ạἤ

ᾼԒḟ Ԉ╥‍ECN/ECSẁ Ὑ ױ ᾼ

Ḗѿц҃ ᾼ ϩȷ ṷẁ Ӈ ׂ

NRA/CA ạứᾼԉᴶד Ḗȴ 

ֽὨ ḟứ и ‍ ECN/ECS

ẁ Ȳ⁄ Ẓצ ѻ ȸ 

ȶ E.164 и ‍ECN/ECSẁ Ȳṳ

ếṿӣOTAȴ 

ȶ Ἤ ᾼ и ‍ECN/ECSẁ Ȳ ╓

ứ ₤ṳ Ḕ ₤иέẔ и ᾼ ȴ 

Ӧḕ ᴶ ₤ᾼ и

‍ ECN/ECSẁ Ɏ Ɫ ҏϠ╓⁮ᾼ ɏȴ

M2M ὢ Ҡи ‍ ECN/ECS ẁ ȲṳҠӣὑ вἨ

ҵṿӣȲѿ ’ќ═ EECC3 2 ứȲѿ‚

в Ӏ ᾼ ӭ ȴ 

BERECⱢ Ἠ NRA/CA ḖȲḟứ

₤ᾼ и ‍ECN/ECSẁ Ȳ֪ױ∂

█ṷ ứ ₤ᾼ ԝϤ╓⁮Ȳѿ ạ█ṷ ứ

₤ ᾼи ȴᵀ NRA/CAЬ ҠѿᴞӦḟứ ╓

ạⱢ  ECN/ECS ẁ ȲἨḟứ ‍ECN/ECSẁ

ᾼи ạⱢ ứ ₤ᾼ ȴ 

2. ᾼ ȸBEREC Ɫ ’ ECN/ECS ẁ ế‍ 
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ECN/ECSẁ П еӂצ ᾨᾼ ᴟ ȲѿṮ

ѦӀ вᾼ ᾨ᷁פ Ӣȴᴕ ḕ Ҡѿḟứ

ṷ и ‍ ECN/ECS ẁ ɎֽὨצɏȲ

BEREC Ɫḕ צ ԉ ’Л ֪OTAếeSIM 

כ Ӏ ᾨ᷁פПṶ ȴ 

֯ҏ ᾼ ᾓϯȲNRA/CA Ӵᵛ ☼

ѿ ᵑ Ȳ֝ ֣ ITU-T Ḗ ᾼ Ἠ Ḃи

⁄Ȳ֝ ạⅎ ϱḥצӇ ᾼи ȴ֯

Ғᾼ ᾓϯȲNRA/CA ậᾼᴩ ậḟὑḕ

ᴖứȲѹ֝ Ở צ ế ᵓӣ

ᾼ ⁄Ȳᵀ֝ и ⁄ӻӦ ḟứȴ 

3. ╓⁮ ᾼ ȸBEREC ᴕ Ϡ иϚ ế ứ

ᾼ∂ ȲṳѹἬ ᾼ╓⁮ М ứᾼ

ҏҠ ӣᾼ ᵅ ḖȲ ֢ᴞᾼ ֽᴶȲӇ

ṿ╓⁮ҠὑἬצ М ╟ȴᵀ╥Ȳ ṳЛ

֢ Ӵᾎḟứ и ‍ECN/ECSẁ Ȳ

ṳ֝ ᴕ ẞ в֯ Ḗȴ 

4. Ẕ҃ȸֽὨ ECN/ECS ẁ ẁ ‍ ECN/ECS ẁ

ᾼ Ȳ҃ ẁᾼὢ Ҁ ȴ 

(ϡ) ᾬ и  

כ ѻ ֵ֯ 2011ᴟ2017ד ᴩᾬ

צ╠ ‒ ᾼ ếׁשṅ ╜ ╟Ȳ Ὑֽϯȸ47 

ȶ ѩᵓ ╜ ‒ (BIPT) Ṷ ὑנ ᵛד2011 Ӵ

077ֿ ᵂⱢ M2M ὢ ṿӣȲ   14 Ɏᵶ′

0ɏȲ ḟ ∟Ȳᴞ ד2011 10ѣ 1ѡ Ҡѿ ẁᾬ

Ө ȷᴞ ד2012 10ѣ 1ѡ Ҡ֣ӣљ ҏᾬ

                                         
47 ≈ ϢȲ5G ϯ ╜ ц ПׁשṅȲ2019ד 12ѣȴ 
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ὢ ȷ ὑ ד2012 10ѣ 1ѡ›ὑ

П ‒ Ȳ⁄ ᴟ ֯ ד2022 10ѣ 1ѡ› Ḕ֫ןȲ

ѿ ᵂⱢᾬ ṿӣȴ 

ȶ ᾎ ѻ І ╜ ᶝ(ARCEP)֯ ד2012

е ᶧȲḟ Ӕ ‒ Ȳ∂Ӵ 0700ֿ

ẁ M2MṿӣȲ   14 ȴ 

и ᴕ ẞᾬ Є ᶮכП ϩȲ╝

ѿ Ɏ ứ ɏц   ЄоᵂⱢ֪ ȲᵀӼ

ӑצ ẁ ᾼ ȲẂֽȸ 

ȶ ѻ ṩ ᶝɎBNetzAɏ› 2011е

Ȳὑ ḟד2013 ѿᴩ ᾬ ὢ ṿӣ

ẔҔ╗ 15ᴟ 17 П 11 Ɏ′ 0Л ɏᴩ ‒

ȴ 

ȶ ֯ 2014ȳ2015ד Ẓװе ṓ Ȳḟứ ═ѿ

ᴩ ᵂⱢᾬ ὢ ṿӣȲẔҔ╗ 071ᴟ

075ȳ 077ᴟ 079 П 10 ᴩ ‒ ȴѻ

Ofcom Ɫצ ֵҠѿᵂⱢṝԌ ᾼ ҅ ȲẂֽ

в Ӧ ɎInternal Routing CodesɏȳE.212 ȳ

ᵑɎEquipment Identifiersɏц IPᴯᵿ ȴ ᴖṕȲ

ȳМ ᾼṿӣϱȲҠѿᵓӣ IPv4 ᴩᾬ ᾼ

ד ᵂ ȴ  ẃ ȲOfcom Ɫ ᾬ IPᴯᵿ

ᾼ Ḗ ҒȲѿц ῏ᶾ ᾼ сȲӑẃ IPv6

ҏ ֯ ֵᾬ ὢ ᾼ ӣȴ 

רּ  ‒ ╜  

(Ϛ) Җּ֮ר ‒  

ɞҖּ֮ר ‒ ɟɎNorth American Numbering Plan, 

NANPɏנὑ1947דạứȲ1951ד ╟Ȳ Ҕ╗ּר ȳҒ
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Є ϡϫֵ Җּר ế֮ ȴNANPП ῶӱⱢה NXX-

NXX-XXXXȲẔМNⱢ2-9ȳXⱢ0-9ПԉϚ ֿȲ╥Ӧ 3ᴯ

ɎNumbering Plan Area, NPAȷἨ area codeɏѿц 7ᴯ Ӑ֮

Ɏlocal numberɏ Ȳכ  ⇔Ԛ10ȴ 

NANP П Ȳ╥ӦҖּ֮ר ‒ ῏

ɎNorth American Numbering Plan Administrator, NANPAɏԓ

ȲṳӦּר FCC ᶧ ԉ NANPAᾼеҨȲѿе

Ӕѹᶔ ֮ צ ȴNANP ᾼ ȳ ȳи

ếṿӣȲѻ Ṽ ỗ ɎIndustry Numbering 

Committee, INCɏạứП╓⁮Ȳ֢ Ꞌצ Ӵᾼ ╓⁮Ȳ

Ӧ ‒ ḟѠ ɎAlliance for Telecommunications 

Industry Solutions, ATISɏ҅ῶ ᴩȴ Ғ NANPП֢ ᾼ

Ꞌ֢ᴞԉỄ ῏ẃ NANP ֯ вᾼи

ȴ 

(ϡ) ᾬ и  

רּ ӭ›ᾼ ‒ ṳӑ Ӵᾬ ӣ Ȳᵀ

֯ ᴩП NANP МȲ5XX-NXX Б ˍᾬ

ɎM2M/IoTɏạứד ứȴ ATIS֯2020ד Ӂᾼ

ɞ5XX-NXX‍ ֮ ₤ ╓ ⁮ ɟɎ5XX-NXX Code 

Assignment Guidelinesɏ48Ȳ5XX-NXX  ⇔Ɫ 10Ȳ ῶה

ӱⱢ 5XX-NXX-XXXXȲѻ ӣὑỆứếᴩ П Ȳ

ӼҠӣὑ ᵂ∟үц иṹ ȲҔ╗ᵀṳЛ ὑ

ȲҔᵶM2MП ӣ ȴ5XX-NXX ὑ‍֮ ἤ ӣȲ

ṳӑи МїɎRate CentersɏȲ ӣϱЛϚứ PSTNȲ

Л Ь ֥ E.164הȴױ ӭ› Лẓ Ҡ ȲЛ

ӑẃ Ὅ Ҡ ὢ  ȴ 

                                         
48 ATIS, ATIS-0300052(2020-03), Non-Geographic 5XX-NXX Code Assignment Guidelines, available at 

https://access.atis.org/apps/group_public/document.php?document_id=51937 (Last visited:Dec. 5, 2021) 

https://access.atis.org/apps/group_public/document.php?document_id=51937
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⇔דNANPAד2020 ᵫɎNANPA 2020 Annual ReportɏȲ

NANPAԚד2020 Ϡ1186 5XX-NXX ȷדѩПϯȲ

Ẕ ד2019 Ϡ 994Ȳ2018ד Ϡ 940ȴᴟ ἉȲד2020

Ԛ Ϡ87055XX-NXX Ȳṳ֫68ןȲЬ73צҠӣ

ὑ ȷṿӣМᾼ 5XX NPAԚצ 11 ȲҔ╗ NPA 500ȳ521ȳ

533ȳ544ȳ566ȳ577ȳ588ȳ522ȳ523ȳ524ế525 ȴ 

Ṽ NANPAὑ ד2020 4ѣ ӁПɞ5XX-NPA ѽиέɟ

ɎApril 2021 5XX NPA Exhaust AnalysisɏȲ ᴟ20204דѣṿӣМ

ᾼ5XX NPA500צȳ533ȳ544ȳ566ȳ577ȳ588ȳ522ȳ521ȳ523ȳ

524ȳ525ế 526 ȴNANPAṿӣ NRUFП Ȳ ᴟד2021

ד2025 5XX-NXXᾼ Ḗ Ɫḕד 1600ẞ 2100

NXXsȲדᶁ ḖⱢ 1900NXXsȴ Би ếЛҠи ᾼ

NXX ẞ800 Ȳᵛ Ϛ ᾼ5XX NPAȲ ᴷӑẃ

Хד 12 ᾼ5XX NPAȴ ӑẃ ᾼ5XX NPAsҔ╗

526ȳ527ȳ528ȳ529ȳ532ȳ538ȳ542ȳ543ȳ545ȳ547ȳ549ȳ

552ȳ553ȳ554ȳ556ȳ569ȳ578ȳ589ȳ550ȳ535ȳ546ế558ȴ 

(Ϯ) IMSI ᶮ ѽиέ 

ITU-T E.212∂ ȲMCC ⱢNXXȲẔМNה ὑ2-

9ȲX ὑ0-9Мᾼԉ Ϛ ȲMCCӦITU-T Сכ Ȳӭ›

и רּ ᾼMCCⱢ310ẞ316ȷḕ MCCҠ ẁ1,000MNC

Ɏ000-999ɏȲ֪ױи רּ ᾼ7 MCCҠ ẁ7,000MNCȴ

רּ֯ ȲMSINᾼ ⇔Ɫ 9ᴯ Ȳ ⱢXXXXXXXXXȲẔМXⱢה

0-9П ᾼԉᴶ ֿȲױ Ɫḕה MNC ẁ10 MSINȴ 

ATISὑ Ḇד2020 Ϡ ϫгᾪ ᴩ ӣљ ᵑ ╓⁮

ɎIMSI Guidelines v16ɏ49Ȳױ╓⁮ӻӦ IMSI ῏ɎThe IMSI 

                                         
49 ATIS, International Mobile Subscriber Identity (IMSI) Assignment and Management Guidelines and 

Procedures, available at https://www.atis.org/wp-content/uploads/2020/10/IMSI-Guidelines-v16.pdf (Last 

visited:Dec. 5, 2021) 

https://www.atis.org/wp-content/uploads/2020/10/IMSI-Guidelines-v16.pdf
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Administrator, IMSI-Aɏ ȲṳӦATISПIMSI ỗ

ɎIMSI Oversight Council , IOCɏ Ȳѿ ’ ᾼ ṿӣȴ 

и רּ ᾼẔМԉᴶẒ MCCМᾼἬצ ᵑ

ɎHome Network IdentityȲHNIɏ50 Би ȲἨḕủи

ᾼ10%ȲIMSI-A ῀IOCȴ IMSI-A ῀IOCи רּ

ᾼ MCCv ȲIOC ›ᾼ IMSIи ᴩ Ȳѿ

צ’ ᾼIMSIṿӣȲֽὨḥצȲ∂ ҵ ᶧѿ Ḇצ

ᾼIMSIṿӣȲἨ῏ֽὨצ ṿӣȴ 

IOCּ֣ר ẁӇ ᾼ Ȳṳ֯ ḖẔ

ITU-T ҵᾼMCC ȴ IOCẁᾼ Ȳּר

֣ITU-T Ḗ ẁ ҵᾼMCC Ȳṳ Ὠ ῀IOCȴӭ›

ӑи ПMCCỮ317-329צȴֽὨּר ҵᾼMCCȲ⁄Ҡѿ

Ḗױ◕ӑи ԝῶМᾼMCCȲѿ― ᴩи ȴ 

 М Є ‒ ╜  

(Ϛ) ‒ ᾎạ 

ᶾ ѡ ѣ Ȳ ‒ ӣὢ ὑ

‒ ᾼ Ḗ Ӣ Є оȲⱢϠ ẁ ‒ Ḇֻᾼ ќ

ȲМ Є Џ ế‒ о Ɏѿϯ Џ‒ ɏ ᾪד2010

ɞ ‒ ɟМ E.164 E.212ᾼד в

ᴩḆ ӔȲὑ20174דѣ Ӂ2017דᾪɞ ‒ ɟȲ

֝ Ѧ ᾪПד2010 ‒ ȲѹⱢ֪ Ȳ

Џ‒ ֯Ӈ ᴩ ȴ 

(ϡ) ‒  

Ṽ ᾪɞד2017 ‒ ɟȲ ‒ Ҡи ⱢɦITU-

TᾼE.164 ᴯⱢ0-9ᾼԓ ɧȷɦỆ ᴩ Мᾼ*/#ɧȷ

                                         
50ᵛ MCC+MNCȴ 
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ɦϝ ‒҆ ɧȷɦи ᾼ ɧȷɦITU-T E.212ᴩ

ӣљ ᵑ ɎInternational Mobile Subscriber Identity, IMSIɏɧ ȴ

ѿϯ E.164цE.212‒ ᴩ ȴ 

1. E.164‒  

М Є E.164‒ Є ҠиⱢȸ 

ȶ Ệứ ȸ ӣɦ  ɧᾼ Ȳᵛȸ

Ɏ86ɏʞ  ʞӐ֮ӣљ ȴӀв вצ

 Ɫ 11 ȴ 

ȶ ᴩ ȸ ӣɦ ɧᾼ Ȳᵛȸ

Ɏ86ɏʞ ʞHLR ᵑ ɎH0H1H2H3ɏʞӣљ

ɎABCDɏȴẔМҔᵶе ᴩ Ȳ  Ɫ 3ᴯȲ

ӣ ᴯ Ȳצ  Ɫ 11 ȴᾬ ⁄Ɫ 5

ᴯȲӼ ӣ ᴯ Ȳצ  Ɫ 13ᴯȴ 

E.164‒ ȸҠиⱢ Ɫ0ȳ Ɫ1ȳ Ɫ2ᴟ

8Ȳѿц Ɫ9 4 ȴ 

ȶ Ɫ 0ȸ Ɫ 0П ‒ ὢ Ҕᵶ в  ὢ

ᾼ Ở Ȳѿц   ᾼ Ở ȴ 

ȶ Ɫ 1ȸ Ɫ 1ᾼ ‒ ⱢԓМ Є Ϛṿӣᾼ

Ȳ ┬ ӣ ҠиⱢȲ ѿцӣљ ȴ

Ҕᵶȸ ≡ Ɏ3 ɏȳ Ɏ5 ɏȳ

ὢ Ϥ҅ ȳ ҅ ȳ Ӧ ѿц

Ẕ҃ ‒ Ϥ ȴӣљ и⁄Ҕᵶ

  11 ᾼе ᴩ Ȳѿц   13 ᾼᾬ

ȴẔМȲ106 ◕ ӣὑ ὢ Ȳ ӣ

Л ᴯ  ȲЛ֝ӣ ᾼ ὢ Ϥ҅

 Л֝Ȳ ᴯ  5ᴯȲṿӣᴯ    13ᴯȴ 

ȶ Ɫ 2ᴟ 8ȸ Ɫ 2ᴟ 8ᾼ Ȳ╥֯М Є Ӑ֮

вṿӣᾼ Ȳѻ ᵂⱢӐ֮Ӏв ᾼӣљ Ȳ
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֝ Ϸ Ɫԓ вᾼע ᾼ Ϥ  ȴ 

ȶ Ɫ 9ȸ Ɫ 9П ὢ Ҕᵶ 92 98Пɦе

ᴩ ‒ ɧȳ 95Пɦ ԓ/ע в Ϛṿ

ӣᾼⅎљὢ ȳ ‒ Ϥ ɧȳѿц

Ɫ 96ПɦעɎᴞᾙ ȳ᾿ Ӏɏ в Ϛṿӣᾼⅎ

љὢ ȳ ‒ Ϥ ɧȴ ПҵȲ99ױ

◕Б ӣ999Ɏ ҖṺ֮ ɏ 9977Ɏ иӐ֮

ᾼ ≡ ӣ ◕ɏȲẔ Ɫ 9П Ɫ ӣȴ 

2. E.212  

IMSIӣὑ и ה МЛ֝ṿӣ῏ᾼȲ֝ ᵑ

֯Ἤצ ה МЛ ȴ   15ᴯ ȴӭ›М Є

IMSIᾼ  ᴯ ᵛⱢ 15ᴯ ֿᾼ ȴIMSIѻ ӦϮ и

 ȸכ

ȶ ᴩ ɎMCCɏȲӦ 3 ֿ Ȳӣὑכ ᵑᴩ

ӣљἬ ᾼ ȲМ Є П MCCⱢ 460ȴ 

ȶ ᴩ ᵑ ɎMNCɏȲӣὑ ᵑᴩ ӣљἬ Пᴩ

ȲМ Є ПMNC ậ 2ᴯ ȴ 

ȶ ᴩ ӣљ ᵑ ɎMSINɏȲӣὑ ᵑᴩ Мᾼᴩ

ӣљȲМ Є П MSIN 10ᴯ ȴ 

(Ϯ) ‒ ֫ן ứ 

М Є ‒ Пᾎ Ṽ Ɫɞ ‒

ᾎɟ ϡ Ȳ֯М Є в ṿӣ ‒ Ȳ

ׂ ᾎȴ֝ ȲṼ ᾎ Ϯ ứȲ ὑ Ἤצȴ 

Ṽ ᾎȲӨ ȳᴞᾙע ȳ᾿ Ӏᴩ╜ ṿӣᾼ

Ȳ ֣Џ‒ ҏӨ ȷӨ ȳᴞᾙע֯ ȳ᾿ Ӏᴩ╜

вṿӣᾼ Ȳ ֣ ȳᴞᾙע֮ ȳ᾿ Ӏ ᶝ ẁ

Ө ȴ ‒ѻ  Ҡѿỗ ắ Ἥ

Ө ᾼắ Џᵂ ȴ 
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ᾎӼ ứȲ ‒ѻ   ȳӨ

ᾼӣ Ө Ϣᾼ ὢ ϩ ᷅ ȴ֪ױȲ֯ Ө ☼

ϱȲҠиⱢЏ‒ П֢ ‒ Ө Ȳ ȳᴞᾙע ȳ᾿

Ӏ ᶝ П֢ ‒ Ө ᴩ ȴ 

Џ‒ ẞן ‒ Ө ∟Ȳ ᴞןẞӨ ϢᾼӨ Ḋ П

ѡ 10 ЏᵂѡвȲ ҏ╥ᵡắ ᾼ ῀ȴᴞ ҏắ ῀Пѡ

50 ЏᵂѡвȲᶙכ Ө Ḋ ᾼ ▲Ȳᵂҏ᷅ ἨЛС᷅

ᾼḟứȴСѿ᷅ ᾼȲ Ө ϢӔ᷅ה ѝԈȲṳᶻ ד ȳע

ᴞᾙ ȳ᾿ Ӏ ᶝếד ‒ ῏ȷЛС᷅

ᾼȲ ῀Ө Ϣṳ Ὑ Ӧ ȴ 

ȳᴞᾙע ȳ᾿ Ӏ ᶝ ᴞןẞӨ ϢᾼӨ Ḋ

Пѡ 10 ЏᵂѡвȲ ҏ╥ᵡắ ῀ȴᴞ ҏắ ῀Пѡ

30 ЏᵂѡвȲᶙכ Ө Ḋ ᾼ ▲Ȳᵂҏ᷅ ἨЛС᷅

ᾼḟứȴСѿ᷅ ᾼȲ Ө ϢӔ᷅ה ѝԈȲṳ Џ‒ ȷ

ЛС᷅ ᾼȲ ῀Ө Ϣṳ Ὑ Ӧ ȴ Ө Ϣ ṿӣ

∟Ȳ ‒ѻ  Ҡѿ ӣ╓ ȳ ếὁ Ѡה

и  ȴ 

ᴟὑ ‒ ֫ן ạȲṼ ᾎ 38 ứȲЏ‒ Ἠ

ȳᴞᾙע ȳ᾿ Ӏ ᶝ֯ МȲ ϯԝצ

ᶮПϚȲҠѿ֫ןБи ᾼ ȸ 

ȶ Б ѦҜӣ ᾼ ȷ 

ȶ ֯ ứ вӑ ӣ ȷ 

ȶ ѿ њ◕ ȷ 

ȶ ứ ṿӣ ȷ 

ȶ Ḃ ‒ѻ   ứᾼ ȳᴯ ȳ Ѡהế

ṿӣ ṿӣ ȷ 

ȶ ᴞ ӣȳ Є ȳḂ ӣ ȳḂ   Ἠ

Ӑ֮ ṿӣӣљ ȷ 
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ȶ ȳҏ Ἠ ᵂⱢ ᴩ Ҍȷ 

ȶ ἴЛ┬ ứ ṿӣ ȷ 

ȶ ἴЛ ᴩ ‒ѻ  ᾼ Ḗȴ 

(ҳ) ᾬ ӣ П  

֯ ᾪד2017 ‒ МȲЏ‒ ᾬ ◕ Ȳ

Ɫ1П ᵂⱢᾬ ȴӭ›ᾬ ҠиⱢϮ

ȲиᵑⱢ140xx-144xxᾼᾬ ȳ145xx-149xxᾼе

ᴩ ӣὑᾬ Ȳѿцӣὑ Ȳ

ӣὑ‍ ᾼ1064x◕ȴ 

140xx-144xx Ɫᾬ ὢ ӣȲצ   13

Ɏ ᵶ ⁄Ɫ 15  ɏȴӭ›Ȳ140xxи СМ ֥

ῖԌצ еҨɎѿϯ М ɏȳ141xxи СМ

‒ צ еҨɎѿϯ М ‒ɏȳ142xx-143xxỮӑи ȳ

144xx⁄и СМ еҨɎѿϯ М ɏṿ

ӣȴ› ᾬ Ṽ ֢ ‒ ᾼ Ḗ ӣȴ 

1. е ᴩ ᾬ ӣ ◕ 

М Є ֯ᾬ ṿӣϱȲӼҔᵶе ᴩ

145xx-149xxП Ȳצ   11 ȲẔМ 146xxȳ

148xxȳ149xxПе ᴩ Ӽ ᵂⱢᾬ ӣ

Ȳӭ› 145xx-149xxᾬ ᶮⱢɎ ᴟ

ד2018 10ѣ 31ѡɏȸМ и 148Ɏ0-9ɏ ◕Ɏᾬ

ӣ ◕ɏȳМ ⁄ и 146Ɏ0-9ɏ ◕Ɏᾬ

ӣ ◕ɏȲѿцМ ‒ и 149Ɏ0-9ɏ ◕ ȴ 

2. ᾬ ӣ Ɏ Ȳ ӣὑ‍ ɏ 

‒ ᴯⱢ 1 ᾼ МȲ106◕ ӣὑ

ὢ ȴẔМȲ1064◕ӣὑ Ɏ ӣὑ‍

ɏȲ ᴯ  5ᴯ Ȳṿӣᴯ   13ᴯɎ ᵶ ⁄Ɫ
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15  ɏȲ ӦЏ‒ и  ȴᴟὑȲ1064x◕

ᾬ ӣ Ɏ Ȳ ӣὑ‍ ɏ

ᶮȲṼ 5ѣ21ѡеӁПד2020 ‒ ṿӣ ᷅

ὨɎ ὢ Ϥ҅ ɏȲ ᴟ20175דѣ31ѡȲ10646

◕ и СМ ȷ10647◕ и СМ ȷ

10648◕ и СМ ȷ10649⁄ СМ ‒ ȴ 

(Х) ᾬ ṿӣ ᶮ 

Џ‒ ὑ ד2017 װ ᾬ СϮЄ ȸМ

ȳМ ‒ѿцМ ȲϮЄ ‒ ᶁ ᾬ

ȲẔМȲе ᴩ ᾬ ӣ ◕ ᶮȸМ

148Ɏ0-9ɏ ◕Ɏᾬ ӣ ◕ɏȳМ ⁄

ậ 146Ɏ0-9ɏ ◕Ɏᾬ ӣ ◕ɏȴ 

ᾬ ӣ ᶮȸМ ậ 1440Ɏ0-9ɏ

◕Ɏᾬ ɏȴМ ‒⁄ậ 1410Ɏ0-9ɏ ◕Ɏᾬ

ɏ ȴ∟ὑ20204דѣȲЏ‒ Ӂ2020ד 5᷅ ɦ ‒

ṿӣ ɧȲМ ԛװ 1441Ɏ0-9ɏ ◕Ɏᾬ

ɏȴ 

‒3ѣȲЏדҵȲ2020ױ Ӂɞќ═ế ԍ

ᾬ ᾎɟȲ Ḗὑ20205דѣ1ѡ

ᴩ ᾬ Ȳṳ ᾬ Ϥ ‒Џד2020

ᾼ Џᵂȴ ῏ ד2020 4ѣȲЏ‒ Ӂɞ ὑ Ϥ

ᾬ ԓ ᾼ ῀ɟМȲԛ⇔ Өќ═ᴩ ԍ

ᾬ Ȳ҉и ᴩ ԍ ᶶ ȳ ♄ᾼ ạ

ᴩ ϩȲ֯Џ ȳṞ ₣᾿ᴩ ӣ

ᴩ ᾬ Ȳ‚ ֥  ȴ ȲМױ

ὑ ד2021 1ѣ Ԓ ᾬ Ȳ ᷅ᾬ

ԍ Ԛצϝ ԍ Ȳѿ ᴩ  ȲМ Ϸ֪

ᴩ Ȳ Џ‒ 10641ᾬ ӣ ◕Ȳ
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ӭ›М ‒ȳМ ṳӑ ᾬ ӣ ȴ 

 ѡӐ ‒ ╜  

IEEEᾼɦM2Mế IoT ɧɎNumbering Plan for 

M2M and IoT Servicesɏ51ׁשṅ╓ҏȲѡӐ  ɎMnistry of Internalע

Affairs and Communications, MICɏὑ2011דᵛБ M2M ᴩ

ȴM2M Ҡӣὑḳ ȳ ȳ ӣȲ ṿӣ

ᴩ ‒ ᾼ 070/080/090ȲѿцЛҔᵶ ᾼᴩ

Ɏmobile data communicationɏȴ 

ᾬ ӣᶶ Ȳ כ еӁɦM2Mדὑ2017ע ӣ

∂ɧɎM2M ӣ ɏ52Ȳṳ ‒ ⁄Ɏ

‒ ⁄ɏцד Ȳ 020◕Ɏ 020-4ҵɏ╓ứⱢ M2Mὢ

ᾼ ӣ ȲὙứ M2Mὢ ȳ цṿӣ ⁄ȴ020

 ⇔Ɫ11Ȳ ╥ ẁBB.CallṿӣȲӦὑẔṿӣ ṣ юȲ֯

ḂⱢ∟ד2017 ӣѿ 020-4 П ȲẔ҃ 020 ⁄ Ɫ M2M

ӣȴ֯ṿӣϱȲ020◕ᵂⱢ M2M ӣ Ȳ ẁצ ᾼ

Ȳ Ɫắ ѠɎM2Mὢ ṿӣ῏ɏ ᵑ Ȳѹ ứϢ

ɎẂֽẻҪМї ᵂ ɏҠ ᴩ ȴױ›ṿӣ 070/080/090П

M2Mὢ Ȳ֯ M2M ӣ ∟ЬҠ═ ṿӣ ȲЛ

ױ ҵ ᴩן ȴ 

ד2017 ПM2M ӣ 020 Ȳ Ɫ8,000 Ȳ

Ɫ ᵍ ░ Ȳ ע Ϡ M2M ӣ 020 ҵȲ∟

Ϸὑ ̔ еᵫɦIoTד2019 ‒ ד ṅשׁ ᵫ ɧɎIoT̔

‒ ṅשׁ  ᵫ ɏ53Ȳ 020 Ȳṳ

                                         
ȲɢM2Mע 51 ӣ ɣȲ1/4/2017Ȳ<https://www.soumu.go.jp/menu_news/s-

news/01kiban06_02000056.html>ȴ 
52 Hu, Chih-Nan, Shih-Hsiung Lee, Chu-Sing Yang, "Numbering plan for M2M and IoT services- A study 

of United States, Japan, China and Taiwan," 2017 International Conference on Information Society (i-

Society), 2017, pp. 40-43. 
ȲɢIoTע 53 ҅ ‒ ṅשׁ  ᵫ ɣȲ7/3Ȳ2019Ȳ 
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Ӧ11 ᴟ 14 ד ȴӦὑ ╥ ᴟ 12ȳ13Ἠ

╥ 14 Ȳ ὑṿӣ῏ѿцṆ ḂכӐᾼ ṳЛЄȷ ᴖ

ậ ◕ἤ ҒṆ Ḃᾼ ӐȲѹכ ὑṿӣ῏

Єȴ020-0ⱢỮӑ П Ȳ֪ױ ע ứӑẃ 020-0

ᴟ14Ȳѿ֪ ṣ ᾼᾬ כ Ḗȴ 

 ц Ầứ 

 ᾘ  

ϱ ѷּ60נȳ70҅דӦּר ᾼ ṅשׁ (Advanced 

Research Projects Agency Network, ARPANETɏ╥ ɎInternetɏ

ᾼ ᶮȴ∟ẃȲ֢ ֢ ᾼ ֯ ế ϱᾼ сȲ‚כϠ

Л֝ П ᾼФ ḖȲ ϠTCP/IPẦứцInternetᾼ Ӣȴ

ῴ ᾼInternetѻ ╥WWW/HTTPȲTCP/IPȲи ȲEthernet

Ȳᶙכᾼ Ϸѩ ȲЄ и╥ ᾼ Ф Ȳ

Ἐ╥ ȳ ὍếᵅכӐȴ 

ϫדᾼ Ȳ ₤ȳӣљ ȳ ₤ᾼЛ

ȲInternetᴞṝϷ ẃ ȴInternetד ᶾ Ϸ╥ ҏ

Л ȲẂֽв ɎContent Delivery Network,  CDNɏȳ

SDN/NFVȳ ȳ ȴҠѿ ṓᾼȲ Ḇֵᾼ

ȳ ậѠהᾼҏ ȲяẔ╥ 6G ᾼ֢ ế Ḗ Ȳӑẃ

ᾼInternetἨ῏ӑẃᾼIP Ϸ Ḇֵᾼ ᶾ ẃќ ȴ 

 ᾼ оЏᵂ 

▐ ỗ ɎInternet Activities Board, IABɏ╥Ϛ ᶾ

ếẦ ᾼ Ȳṳ ứ Internet▐ ế  ȴ

IABẔϯצẒ ᴯȸ Џ Џᵂ ɎIETFɏế

ṅЏᵂשׁ ɎInternet Research Task Force, IRTFɏȴIETFѻ

                                         
<https://www.soumu.go.jp/main_content/000631590.pdf>ȴ 
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Internetᶾ ПạứȲIRTF⁄ᵘϩ InternetᾼӑẃѠ֣ПׁשṅȲֽ

2-7Ἤӱȴ 

 

2- 7ȳInternetᾼ  

ẃ ȸISOC 

ᶾ Ҡѿ╥ ϚἨϚ ᾼ ṓ Ḗ ɎRequest 

For Comments, RFCɏȴϚ RFCѝԈ֯כⱢӔהᾼᶾ ›Ϛ ᴟ

ю Ϯ ◕ȸ∂ ɎProposed Standardɏȳ ɎDraft 

Standardɏѿц ɎInternet StandardɏȲֽ 2-8ӱ ȴ 

 

2- 8ȳ ὑ ӣἤᾼRFCѝԈи  

ẃ ȸIETF  

RFCѝԈ Ϡ иכⱢ Ȳҫצ Experimentalц

Informational₤ ȴExperimentalⱢ ҏ ἤ ⱢѻᾼѠ Ȳ֯
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∟Ҡ ∂Ɫכ Ἠ ȷInformational⁄╥ẓ ἤ ᾼѝ

ԈȲἨӣὑ ᾛἤᾼ ȴRFCѝԈᾼ ạứ ᶧцѝ

╓іҠ ṓȸ 

ȶ RFC 2026 - The Internet Standards Process -- Revision 3 

ȶ RFC 6410 - Reducing the Standards Track to Two Maturity Levels 

ȶ RFC 2223 - Instructions to RFC Authors 

ЭȲ Є и ᶾ ᾼạứ ╥ѿ RFCɲה ỞȲ

Є ᾼ ế Ḃ Ȳ ∟ ѻ ᾼ Ɏstandards 

development organization, SDOɏἬ ӣȴ 

 IPᴯᵿц ֤ ᶾ  

InternetῤПῴȲⱢṿ ѿדФ ц Ȳиᵑ

ạứ ạẦứɎTransmission Control Protocol, TCPɏц

ẦứɎInternet ProtocolȲϯ IP ẦứɏȲṳѿױứ ᾼ

ɦ Ѡהɧцɦ ᾼᴯ ɧȴẔМȲIP Ầứѻ ứ

ϱ ᾼᴯ ȲᴖḕϚү ᾼ ᶁ IP Ầ

ứ Ϛ IPᴯᵿȲֽ֝ ‒ ᴯᵿȲṿ Ἠ ѿ

ᴟӔ ӭᾼ֮ȴ 

IPᴯ ᵿⱢצ ȲӇ ԓ ϚẦ ȳи ѿц ȴ

Ϛ ᾛṿӣᾼ ẦứᾪӐⱢ IPv4ɎInternet Protocol version 4ɏȲ

Ӧ и ɎInternet Assigned Numbers Authority, IANAɏ

Ṽ ԓ ▐ ци ╜ ȴ ₤ ᶾ ὑ IPᴯᵿ

ḖЄ ȲIETFᴞ ד1990 Ở њ IPv4ᴯᵿ ȲẔ∟ὑ

ד1995 ҏϯϚ ẦứIPv6ɎInternet Protocol version 6ɏȲ ֯

ה12ѣӔד1998 ӁὑRFC 2460ѝԈȴ 

IPv6Л ѩ IPv4ẓ Ḇֵ ҉ғ Ȳ֝ Ϸ Ϥ נֵ

TCP/IPẦứЛẓ ᾼ ᴥȲЄ с ᾼ  ȸ 

ȶ IPv6ẓצ 128ᴯа ⇔ᾼᴯᵿῈ ȲṜѿ ẁ ȳњ ȳḦ
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Ṟ ֵ ӣ П IPᴯᵿȷ 

ȶ IPv6 Ầứќ ᴞ ɎAuto-ConfigurationɏȲ֪ױ

ѻ ϱ IPv6 ∟ᵛҠᴞ ậ IPv6 ᴯᵿ ȷ 

ȶ IPv6 Ầứв∂ Ϣ ṝи Ғ ғ Ɏ Internet 

Protocol Security, IPSecɏЄ с ׄԓἤȷ 

ȶ ќ Mobile IP ạȲMobile IPv6Ҡ ẁ Mobile IPv4Ḇ Є

ᾼ ἤȲ ḟѿἏ ◕ Ἤ Ӣᾼ ȷ 

ȶ оὢ ₇ ’ ɎQuality of Service, QoSɏ ạȴ 

ὑ цẔ҃ ὑIPᾼи⅔ӻ Ȳ IETF RFC 1035

ѝԈἬứ ᾼ ֤ ɎDomain Name, DNɏᶮנה ⱢЄ Ἤ ῀ṳ

ṿӣȴ ὑDNᾼ Ϛ ᵑ ɎUniform Resource Identifier, URIɏ

Ҡӣὑ ᵑӣљˍѻ ɎẂֽ user@domain.comɏȲIPᴯᵿ⁄ӣὑ Ӧ

ẞѻ ᾼ Ѐȴ ᾼѻ Ҡ֯ ֤ Ṇ ɎDomain Name 

System, DNSɏᾼẦᵗϯȲ DN έⱢIPᴯᵿȴ 

IETF DNSῴеӁᾼ ⱢRFC 882RFC 883ȲП∟Ḇ

ⱢRFC 1033ȳRFC 1034ѿцRFC 1035ȴDNSⱢи ▐ה ȲӦϱᴟ

ϯиᵑ ɎRoot domainɏȳ ɎTop Level domainɏȳ ϡ

ɎSecond Level domainɏѿцѻ ɎHost domainɏȴӦὑDNS

Ɫи ▐ה ȲẔ֤ Ὲ ӼⱢи Ȳ֪ױ DNSᾼ֢и ᵑ ὑ

֤ ᾼɦ ṆɧɎTreeɏМ ẁṳ צ ϯϚ ᵑᾼ ȴ 

ѿ DNS ᵂ ạᴖṕȲ ᴩⱢϢṿӣ Ȳ

Ԓ ḖӐ֮ ᵂṆ ▲ ֤ Ȳ֪ױӐ֮ ᵂṆ ֣

ᾼ DNS έᴻὢ ПϚ ▲ ᾼ ḖȲṳѹ ֫ Ἤ ᾼ

IPᴯ ᵿȴ έᴻὢ ▲ẞן ᾼ Ḗ∟Ȳ Ӵẘ Ẕᶶậ ᴩ

▲Ȳѿ―▲᷄צӣᾼ֫ ȴ ᾎ᷄ẞἬ ᾼ Ȳ έᴻὢ

ד ᾼDNS№ᴻὢ Ȳѿ ậἬ ᾼ ȴ֯DNSᾼи ▐ה

ϯȲ ϱ ᾼɦ ᴻὢ ɧɎRoot Serverɏ ỞȲ ᴻὢ ᵫ

Ӑ֮Ṇ ֯ Ҡѿ᷄ẞ ᴻὢ ɎẂֽ.orgɏȷṳѹ֣.orgᴻὢ
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ɎẂֽ wikipedia.orgɏȲ ∟֣Ɏwikipedia.orgɏᴻὢ ɎẂ

ֽwww.wikipedia.orgɏȲẔ ᵂ☼ ֽ 2- 9ȳDNSᵂ☼ ӱ  

Ἤӱȴ 

 

2- 9ȳDNSᵂ☼ ӱ  

ẃ ȸ ᴍּד 

ᴟЭѡȲԓѷꜜԚ1,000צЛ֝ ᾼ ɎTop-Level 

Domain, TLDɏȲѻ ₤Ҕᵶ ӣ ֤ ɎGenetic Top Level 

Domain, gTLDɏц ɎἨ֮ ɏᾼ ɎCountry Code Level 

Domain, ccTLDɏȲᶁӦICANN ȴ 

ICANNὑ20121דѣ ɦNew gTLDɧȲ ắе Ṽ֢ᴞ

ḖȲṼɞ Ө Ϣ╓⁮ɟ(Applicant Guidebook, AGB)МἬ

ᾼ ᶧȲ֣ ICANNҏӨ ȴױⱢ ICANNװ е Ὅ

ᾼӨ ȲԚצ 1900ԈᾼӨ ҏӨ Ȳ֯ Ϸצɦ.TAIPEIɧȳ

ɦ.HTCɧ ɦ.ACERɧ ҏӨ Ȳ ᾼ цо ֵаоᾼ

ѷꜜ ḆⱢֵ ֵ₲ȴ 

ᴞ2012ד Ὅе Ө New gTLDѿẃȲICANNϷ═

ⱢϯϚ ᾼ Ὅᵂ Ȳ ὑ֯ ᾼדֵ ∟Ȳד ӭ

֯ ד2020 ḇ›ᶙכȲṳ Generic Names Supporting Organization

ɎGNSO) Ṷ ὑ ד2021 2ѣ ד ∂ ṳ ∟֣ ICANNṶ
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ӻ ᾪ ᵫ 54Ȳӭ›Ữ∕ ICANNṶ ῶḟ ȲẔ∟ ֯

ד2022 Ϛ ᾼ gTLDӨ ȴ 

 Њ  

ᾛиέ ‒ȳ П цѻ

IPv6П╜ ᾼכὨ Ȳϯѷ҅ ֣ԓ ӣ Ầứ

(All-IP)ȳ ậ ᶾ ֥ ☼ ᾼ Ӑ ЬӑḂ ȴ

֢ ᾬ E.164╜ ᾼѩ ȲӼҠ Ṽ

ITU-T E.164ּפ ứᾼе ‒ Ȳ֯ ═ԓ ‒

Ф ἤ ⁄Л ПϯȲӭ›Ữ ϩᾼצ Ἠ ќ═ẔБЛԛ

Ṝϯѷ҅ ‒ ὑ ȳỄ֤ȳứᵿế ᵑ ɎNNAIɏד

Ḗȴ 

ᵂⱢϯϚ҅ Internetᾼ їế ἤᾼᶾ ȲIPv6Ӕ֯כⱢӑẃ

Ὲ ᾨế ᾼ ╓ ȲIPv6 ֢ ֯ӑẃԓ ICT

ᾨМᾼ֮ᴯếᵂⱢԓ ϯϚ҅Internetế МїᾼᵉᶝȴIETF╥

ạứѿIPv6Ɫ҅ῶᾼInternetᶾ ᾼѻ ȲẔ Ὼᾼ ֣ч╣

ϠInternetᶾ ᾼ Ȳ֪ױ IETFᾼᶾ ὑ ᷂

ᶾ ц Ȳṳќ ᶺ ᾼ ∂ ẓצ ᵂӣȴ 

IETFв IPv6ʒѩ йᾼ WGsׁשṅ ẃכȲЄ

Ҡ ֥ҏIPv6ᾼᶾ Ȳᵛӑẃ֣ ὍоȳIPv6-Onlyоȳ оц

ἤѠ֣ ȴᶺ ꜜ ȲϚѠ ᾼ

Internetᶾ Ȳ Internet⁄ᾼạứȲⱢ Internetᾼ ᵂ

ȷҫϚѠ Ȳ IPv6ᶾ ᾼ о ӣȲ ᵑ╥ IPv6ᾼᶾ

Ȳ IPv6ế ☼ȳЏ Internetȳ ₨Ӏ

֥Ȳ‚ IPv6 ῂ ֢ ᾼ ⇔ ☼ ӣȲϷ‚ ᶺ

╟ᾼс ҅ȴ 

                                         
54 ICANN GNSO - Final Report on the new gTLD Subsequent Procedures Policy Development Process, 

available at https://gnso.icann.org/sites/default/files/file/field-file-attach/final-report-newgtld-subsequent-

procedures-pdp-20jan21-en.pdf (Last visited:Jul. 15, 2021) 

https://gnso.icann.org/sites/default/files/file/field-file-attach/final-report-newgtld-subsequent-procedures-pdp-20jan21-en.pdf
https://gnso.icann.org/sites/default/files/file/field-file-attach/final-report-newgtld-subsequent-procedures-pdp-20jan21-en.pdf
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ҵȲӦױ IPv6∂ҏ ᾼ Ὲ ӂ ₣᾿ ӣȲ ӢḆ

ֵᾼᶾ ȷ ֯Єϩ 5+2 ╜ ᴯ П Ȳ

ֽᴶצ ֮і ц ∂ȲẦ֝ꜜשׁ ṳ о IPv6 ȳ

ế ӣ Ȳ ◕ Ɫ йϷ╥╜Ἀ С ᾼԉ ȲẔ

Ӧֽϯȸ 

1. IPv6צᵗὑ ᴯ ₤  

֯ᶺ ╜Ἀц֢ᴩ ᴯ ₤ᾼ МȲᾬ ╥ ᾼ

Ϛ Ȳᾬ ᾼ ȳ ế ạȲᾬ

ᾼ Ⱨה  ṿ ֿ ӢכⱢҠ ȴ ӣ IPv4Ἠ῏Ẕ҃Ṃ

ѩȲדẦứצ ӣ IPv6Ầứ ṿ ▐ ḆҒ ♄Ȳ

ᾼ ϚḔ ЄȲד ֮Ϸ ẃᾬ Ӑᾼכ ᵅȴ

ҫҵȲIPv6ᾼ Ṝᾬ ᾼϚṷצ ḖȲֽ ὑIPᴯᵿ

ᾼч֣ ạȲ ֯ IPv4М╥ ѿ ẞᾼȴ Ҡᴩἤẃ Ȳ

ᾬ ѱἤ ᾼ сȲᾬ вᾼ Б Ҡ ᴩᶙ

ᾼIPv6Ầứ Ȳṳẓ ӣоᾼ ϩȴIPv6֯ᾬ ᾼ ᾛ

ӣϷ ч ẃ IPv6ʒӐṝᾼс ᶙ Ȳֽ֯ Ӧȳׄԓц

Ҡ ἤ Ѡ ҏ ᾼ Ḗȴ 

ᾼ Ὅה▐ ᷂ ӣ ᾼ Ὅ ϠӣљȲИṿ

ᾼ Ὲ› ȲϷ‚ṿ ᵑ╥ᴩ ᾼכғȲ

ױ֪ Ὅἤ╥ ғᾼכ Ϸ ЛⱢ ȴ֯ ᾼ

МȲ ֣ о ᾼ Ȳ֢Ѡ ᴞА

ᾼᵓ ҏ ᶦ ꜙᴟḂ ᾼ▐ Ȳֽ

⅔כ Ȳᵀה ѿҷ ᴖᵫ ȴᵂⱢϯϚ҅ ᾼ їế

ἤᾼᶾ ȲIPv6Ӕ֯כⱢӑẃ Ὲ ᾨế ᾼ ╓

ȲIPv6 ֢ ֯ӑẃԓ ICTᾨМᾼ֮ᴯếᵂⱢԓ ϯ

Ϛ҅ ế Мїᾼᵉᶝȴ 

2. ═ ᾃ IETF ᶾ  

IETF╥ạứѿIPv6Ɫ҅ῶᾼInternetᶾ ᾼѻ ȲẔ
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Ὼᾼ ֣ч╣Ϡ ᶾ ᾼ Ȳ֪ױ IETFᾼᶾ

ὑ ᷂ ᶾ ц Ȳṳќ ᶺ ᾼ

∂ ẓצ ᵂӣȴ 

IETFв IPv6ᶾ ѩ йᾼ Џᵂ ЏᵂȲЄ Ҡ ֥ҏ

IPv6ᾼᶾ Ȳᵛӑẃ֣ ὍоȳIPv6-Onlyоȳ оц ἤѠ

֣ ȴᶺ ꜜ ȲϚѠ ᾼ

ᶾ Ȳ ⁄ᾼạứȲⱢ ᾼ ᵂ ȷ

ҫϚѠ Ȳ IPv6ᶾ ᾼ о ӣȲ ᵑ╥ IPv6ᾼᶾ Ȳ

IPv6ế ☼ȳЏ ȳ ₨Ӏ ֥Ȳ‚

IPv6 ῂ ֢ ᾼ ⇔ ☼ ӣȲϷ‚ ᶺ ╟ᾼ

с ҅ȴ 

ὑ֝ױ ȲIETFЏᵂЊ Ь═ IPv6ᴩ оȲБὑϱ ȴ

ᴖ 3GPPӼӔ֯ᴕ 5G SAɎStandaloneɏԓ ӣ IPv6Ȳ֪Ɫּ֯ד

ᶾ ᾼ ҅Ȳ ȳ ȳв Ἤ ᾼכ Ɏdevice 

ï network ï content communication chainɏБ ֻ ӣIPv6ᾼ Ȳ

‒ Ḇֵṿӣ῏ ӣ IPv6ȲᵛҠắ ὑIPv6Ἤ ẃᾼ֢

ȴẂֽȲ Ӧ ᴯᵿ כ ‒ ɎNetwork Address 

Translation, NATɏἨ ɎNAṮ Carrier Grade NAT, CGNATɏ

Ȳ֯ᶾ ϱ ẃᾼ ἤȲṳ ю ӐќҏɎCapital Expenses, 

CAPEXɏế ќҏɎOperational Expenses, OPEXɏ 

֯ ‒ Ɏ ‒ ɏц Ɏ ӣ ɏЛ֝ ϯȲ

ɦ ɧᶁ С Ϛᾼ ᵑἤȲṳṿ МᾼẔ҃ Ҡѿ

ứᵿ ạȲ Ф ȴ 

‒ ἬṿӣП E.164ȳE.212Ȳ…Ԋ ′ ц ֿ כ

ȳ֮ ȳὢ ἤ ᾼ ȴ֯ ϱȲIPᴯ ᵿᾼ ἤ

‍ ᵅȲᵀ DNỄ֤ц IP έ ạɎᵛ DNSṆ ɏȲ⁄Лᵀ

оϠ ἤȲ֝ ϩὑ ӣ ᾼ ὍἤȲҠ ϚḔ
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Пғ Ȳ֪ ᾬ Є ᾼ ḖȲҠṿӣᴞ Ễ֤ц Ṇ Ȳ

о Ḗѿцׄԓἤȴ 

 ϯѷ҅ ‒ ᶾ ᾬ ‒ П Ḗ 

E.164‒ ӣὑ ‒ ὢ ȲҠ ╥ ‒ Ф

ᾼ Ȳᶺ ᾼɞе ‒ ɟᵛⱢᶺ E.164

Пи ȴṼ ɞ ‒ ц ᾎɟ 3 Ȳᶺ ᾼ

‒ П ứѻ ӣѿ ȳ֮ ȳ ‒ ѿцὢ ₤ȷ

ᴖ֯ὢ ֣Ȳ⁄ҔᵶӀ ȳᴩ ȳ ╦ȳ ȳ ѿ

цᾬ ȴ֪ױȲ E.164ᾼṿӣ оȲ… ‒ᶾ ц

ᶾ ᴖ Ȳᵀ ṅἉȲ ₤ ‒ὢ ╥ᵡ Ϥ ᾼ

Ȳ ὢ ╥ᵡ צ╠ ‒ Ф Ф צ Є ȴ 

֯ϯѷ҅ ‒ ᶾ ϱȲ⁄ҠԒᴩ 5G/B5G‒

ᶾ Ȳ֯ 5Gʒ ᶙכϯȲ ᴷ M2Mцᾬ IoT

⁫ Ȳᴖᶔ ᾼ ⁄╥‚ ԍ ế ӣὢ

ᾼ Ӑ Ԉȴ 

ᾬ ὑ ‒ Ӣᴶ ȹ Ȳ֯ױ

ɢ ếᾬ ὢ П ʟ רּ ȳѡӐȳМ Є ế

Пׁשṅɣ55 МȲҠ῀ M2Mếᾬ ṣ ᾼ֝ Ȳ

‒ Ӣ Ȳᴖ M2M צ Ϛ ᵑἤếứ

ᵿИ Ẕ ȲᴖӐѝиέᴟю֯М вȲM2M ṿӣ E.164

╥Ҡᴩ ḟѠ ȴ 

GSMA֯ ד2018 ӁᾼɢE.164 regulatory exceptions for IoT 

connected servicesɣӴ ѝԈМȲ ὑᾬ ὢ ṿӣ E.164‒

П Ȳ ҏЛ֝ 56ȴ ԒȲ Ɫᾬ ὢ Ҡ

                                         
55 CN Hu, Numbering plan for M2M and IoT services - A study of United States, Japan, China and Taiwan, 

available at https://ieeexplore.ieee.org/document/8354667 (Late visited, May, 26,2021) 
56 GSMA, E.164 - regulatory exceptions for IoT connected services, available at 

https://www.gsma.com/iot/iot-knowledgebase/e-164-regulatory-exceptions-iot-connected-services-gsma/ 

(Last visited:Dec. 5, 2021) 

https://ieeexplore.ieee.org/document/8354667
https://www.gsma.com/iot/iot-knowledgebase/e-164-regulatory-exceptions-iot-connected-services-gsma/
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цṿӣE.164Ȳ֯ ᾼצ ‒ ▐ МȲѿ ẁד ᾼғ

ȲẂֽ цќ═ Ṇ Ȳ ᵍ∂ӴЛ֝ Ѡ ẃᾼ ἤ

ц сכӐȲ╝ṿӣE.164ᵂⱢᾬ Ẕצ ȴ 

ҫ ҏẒ ᾨ Ȳ ϚȲ╥ᵡἬצᾼᾬ

ṿӣE.164 И ᵂȹ ϡȲᾬ ╥ᵡ ӣ ᴩ

ᾼ֝ד Ѡהȹ 

GSMAṳ ⱢȲ ᾼӴ ẃכȲ ᾛ ắṿӣE.164Ѡ

Ȳה ᾬ Пἤ ṳ ‍ ᾼ ἤȲᴖ ᴕ

Ḗ ὢ ἤ ȲᴖЛ ᴕ Ѡהȴ֯ ᾬ ὢ

ṿӣE.164ᾼ ḖѠ Ȳֽ ῶȳ ЏẓȲҠӦѿϯ Ḗ

ӭ ᴩ ᴷȸ 

ȶ ᾼФ Ḗ 

ȶ ֥ᴟứ Ὑ ⁄ц Ϥ ‒  

ȶ Ҡ ὢ ɎNumber portabilityɏ 

ȶ ≡ ὢ  

ȶ ѻҪӣљ ᵑɎCalling Line Identification, CLIɏ ⁄ 

Ẕ ȲЛ ╥ᾬ Ȳ ᶺ ›ᾼ ѿϱ

⁄ ᴷȲӼҠῴḔ Ȳ ╦ ȳ цᾬ ȲẔ

Ҡ ẘ С Ӵᾼ ȲἨ῏ С ȴ ҫϚ

Ѡẃ ȲE.164֯ ἤϱᾼ оȲẔ ḟѠ Ьẃᴞὑ ӣ Ȳ

Ẃֽ ῏ whoscallAPPѿ  ẃ ȴ 

 ϯѷ҅ ‒ ᾬ ᾼ и  

Ἥϱ Ȳᾬ ╥ᵡṿӣE.164 Ἠ╥ ᴩ ᾼ ѠהȲ

Ь╥ӭ› ϱ ᾼ Ȳṳḥצ Ϛцẓ ᾼԚ ȴ ᴖȲ

ѝ МϷ ẞȲӦὑᾬ ֵȳ Єὔ כ

ЛὔȲ╝֯ᴕ Л֝Ṇ ậц ֵа ᾼ ӐϱȲכ

ӢⱢ ֵ ᾬԈᾼỄ֤▐ цẔҠ ἤ∂Ӵ ⁄П Ḗȴֽ֝
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› GSMAᵫ ẞȲṿӣE.164ế ᾬ Ḗ Ȳ

ᴖᾬ Ϛ ᵑцứᵿᾼ ἤȲṳḥ֯צE.164Мᵧ ȴ 

֯E.164ПҵȲ צ ᾬ ᾼׁשṅ ȲẂֽ

῏ J. Jeong֯ IETFЏᵂЊ ҏ ὑṞ֯׀ Мᾼᾬ

ṿӣ DNSỄ֤ ḟѠ 57Ȳ ѝ ẞᾬ Ҡѿ֯צ ế

Ȳ DNSᴞ ȲҠ ᾬ ₤ ȳṳ ᴩ

ạ ȴDN ạП ᵂЮὑ ‒ ӣ П ȲẔứᵿⱢIPᴯ

ᵿȲ֪ױ ᾼи ⱢIPᴯᵿᾼи ȴIPᴯᵿиⱢIPv4IPv6Ȳ

ⱢIPv6⁄Ҡ ϚḔ о Ϛ ᵑἤȲDNӦὑỄ֤ ạ Ɫ ἤȲ╝

DN/IPạӣὑᾬ ȲҠ ẓứᵿȳ ἤѿц Ϛ ᵑἤȴ 

ЭɎ2021ɏדң ᾼ ICANN 72ȲӦ CIRAҏñZero-Touch 

Universal IoT Device Identityò ᵫȲ ᵫ ҏᵓӣ  ᾼеԚצ

╟(Public key Infrastructure,PKI)(IETF DANE▐ ) ᴩᾬ

ᵑП ḟѠ ȴᴖӐ Ϸὑи Ϯ ᴩᾬ PoC ȲṼ

ICANNἬ∂ ᾼ DNSʒ ц ETSIӁᾼ MEC ▐ ȴӐ

ᾼӭᾼⱢ ḟE.164 צ ἤȳ ци ᾬ ᵑ

ἤṳ ᴩ ȴ 

DNS ạҏ ֯ и ᾼ МȲ Ϡ ‒ ϱᾼ

ғ ֯ ἤȳ ᵑἤᶁד צ ҵȲẔФ ἤᾼ ḖϷᵅ TCP/IP

Ἤᶮכᾼ ȴϯѷ҅ ‒ ᶾ Ҡ ҔᵶḆֵᾼ

֥ ḖȲӦ5G ї IPоᾼ Ҡѿ Ȳ ᾼФ ἤ

Ҡ ὑIPҒѿ ḟȲ ὑ ‒ ᾼ Ḗ ϯ ȷᴖIPDNSᾼ

ᵂБד цᴖכ ȲБҠ Ɫכ╥ ₤ ᾼ ᴯ ╟ȴ 

 ʒ Ḗ 

E.164ᾼצ╠֯ ϯȲ ὢ ȳ ᵑȳ ȳứᵿȳФ

                                         
57 J. Jeong, DNS Name Autoconfiguration for Internet-of-Things Devices in IP-Based Vehicular Networks, 

available at https://www.ietf.org/id/draft-jeong-ipwave-iot-dns-autoconf-11.html (Last visited:Dec. 5, 

2021) 

https://www.ietf.org/id/draft-jeong-ipwave-iot-dns-autoconf-11.html
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ԈȲ ϯѷ҅ ‒ ᶾ ᾼ Ȳ֯ ậ ϱȲ

ᶾ Ɏֽ ╦ɏ ẁ ậᴖЛ ẁ ậȲ ὑ Ϥ E.164

ᾼ ḖӼЛ ȴ 

Ӑ ᴷȲӑẃ ╥ ‒ᶾ Ἠ╥ᾬ Ȳ╥ᵡ ứ

ᵑᾼ Ȳ Ӧẓ ᾼὢ ḖᴖứȴẂֽṞ ὢ Ȳ ứ

ᵑẔⱢṞ ȷἨ֪ϢЏ П Ȳӑẃ ‍Ϣ Ȳ

ứᾬ ₤ᾼ ḖȲᴕ еԚἤȳᴖ‍ᶾ ἤȲѿ ứ

ȴ ᴩᾼ Ȳ070 ѿц 040ᾬ ⁄Ҡ ֥› ∂

ᴩ֫ן Ȳӑẃ⁄∂ ѿᶾ МӴП Ἐ ᴩ ᴷȳи ȴ 

ҫϚѠ Ȳ ϯѷ҅ ‒ ▐ ϯȲЛ ᴩ Ἠ╥ᾬ

ЬṿӣE.164 ⁄Ȳ֯ ‒ ṳӑҏ ᾼậᴖ҅П

ȴӐ Ἤ П ạᶁ∂Ӵὑ ӣ ȳIP ϱȲṳ

ἨứᵿḆֵ ₤ᾼ ȳᾬԈ ȴ 

ѝ М ṳӑ E.164ӣὑᾬ Ȳ ᴖ֯ й

ѱȳ ứ ц о ϯѷ҅ ‒ ᶾ МȲᾬ

Ьֵὑ ӣ ẔҠᴩᾼ Ѡהȴ ẁ ֤ế IPᴯᵿדФ

ᾼ DNSЛᵀ╥ ѷꜜМ Ɫ ṿӣᾼ έɎIdentifier 

Resolutionɏὢ ȲӑẃӼ ֯∂ Џ ᾬ ᾼ МᵂⱢ ї

ȴ 

₤ ֵҏ ὑ ӣ Ȳѹὑи ȳ ȳ ӣϱᶁ

ҏḆֵᾼ ὢ ȷ ᴖȲ ‒ ЬצẔ ứҠ ȳѹ

‒ὢ Ɫ ӐȳϷẓԓ Ф ἤᾼ╠צ Ḗ ȴӐ֯׀ ֯

иέױ ‒ ц ӣ ᾼ иέɎ ֽῶ2-2ɏȴ 

ӭ› ѝ Ȳ ц ֯ йѱ ϯ ᴩᾬ

ᾼ ạȴ֯ ϱ Ҡѿ ӢҏḆֵ ֣ᾼ ӣȲṳ с

ӣ ȴẂֽᾬ ц ֣ȴ 
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ῶ2- 2ȳ ‒ ц ӣ  

   

‒
(E.164) 

ɾ ⇔ ứἤ Ҡ ἤ 

ɾ Ҡԓ Ф  

ɾ ḆἨ ҉ ᾼᴩ╜כӐ ὗ 

ɾ ȳ ϩ  

ӣ

(DNS) 

ɾ ṿӣ ἤцҠ ҉ἤ 

ɾ ד ᵅᾼ ⇔ 

ɾ DNS έὢ  

ɾ ὔắ ׄḃ ȳ ᾼ ׄ

 

ẃ ȸӐ  

 Ẕ҃ ∂  

Ӑ Ԓᵧ ‒ ạѿц ѻ

ẦứП иέȲ ᵑ ὑἬ ד ᶮכ ạᾼЮ Ȳ

ɦ › ϯѷ҅ ‒ ᶾ ɧПӭᾼȲṳҠ ᵂⱢױ

ẃ֯ שׁדּ ϢИ Ṏ ᴩϱᾼṼ Ȳѿ҉и ẞ ȳ

♂ ȳ ᶺ ᶾ שׁ ϩПӭᾼ ȴ 

֯ 5Gế ҅ȲIPv6Ӑϱ ḟϠ IPᴯᵿЛṜᾼ ȴױ

ҵȲӑẃ ӣֽᴞ ȳЏ ᴞ оȳVRɎVirtual Reality )ȳ

ếᾬ Ȳ ẓטּצ ἤᾼɸIPv6+ɹ ᶾ Ȳֽ SRv6ȳ

BIER6ẦứⱢ҅ῶȲṳ ֥ (Machine Learning,ML) ϢЏ

(AI)ʒ ᴩ иέȲ Ȳᴖ IETFϷ ӑẃᶾ

Ḗ═ ᴩד ạứȴ═ ᾃ IPv6 ᶾ ȲИ

в Ȳ ֥ӑẃ ӣ Ḗȴ 

ҵὔױ Ӣצ ֮֯оц ц ’ ד

Ȳ֯ ϱȲҠ иⱢȸԓ Ѧ ᴞӦ☼ ȳὑ ứ

в ѦἨצ Ԉб ᴞӦ☼ Ȳѿцӑ Ѧ ᴞӦ☼

Ϯ ȴᶺ ὑ Пד Ҡ ɞ Ϣ ’ ᾎɟ

21 ứȲϞ ɦ ⁄б ȲẂҵ ạɧП  ȴה

ᴞ108דаѣ ᾎ Ɫכ ᾎᾼᾎ Ȳṳ

ὑӐɎ110ɏדң ’ Ȳ Ḗ֢ Ӕ֢ᴞᾼ
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ɞ ׄԓ ᾎɟȲ ὑṿӣ ῏ᾼṝи ц’ ạȳ Ϣ

ӱП ạȳ ПׄԓҒ ạ ứ ׄ

ȲṳṼ Л֝ ᵑȳЛ֝ ᾼԍ и ȴӦὑỮ∕֢

ᶙכᾎ Ȳ∂ ԝⱢϯד⇔ ᵂׁשṅȴ 

∟ȲⱢḆẓ ‒ ╜ Ѡ цẔҠ ᵂᾼ Ѡ

ᾎȲӐ Ԓ ẃכӴ Њ ╜ ӫ П▐ ѻ Ȳ

ֽԝȸ 

ȶ ᶺ ‒ ạ ᾓиέȳ ›╚ ֪ Ȳѿцӑẃ

П ṅȴ 

ȶ е ‒ ȲҔ╗ȸ ᴩ֢

П׀ Ἠ ẆȲ040ц 070ֿ ὑᾬ ṿӣП ᵑȲ

ᴞ ẻҪ(Robocall)ṿӣ֮ ἤ ɎӀ ɏȳњ

Ἠ П ạἨ ứ ȴ 

ȶ ֮֯оц П  

ȶ ᴞ ᾛᾼѝ ц ṓן ҏᶾ ȳ ạứ

ц ‒ ד П цẔ ἤȴ 

ȶ ᶾ Ѐȳּ᷾שׁדϤȳϢИ Ṏ Ṇԝ П

ᴩȲ о ICANNȳIETF ԓ П Ȳ

IPv6+ʒ Ȳ Ɫᶺ ֯ ‒

ӁᶝȳᾨậḆֵᾼ Ὲ ȴ  
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Ϯ  ϯѷ҅ ‒ ׄ  

 ϯѷ҅ ׄԓׁשέ 

 ϯѷ҅ ׄԓ 

֯ ד2019 5ѣȲ ‒ ֥ ‒ᶾ  ɎITU 

Telecommunication Standardization Sector, ITU-TɏϯП2030ᶾ

 ɎFocus Group Technologies for Network 2030, FG-Net-2030ɏ ῶ

ɦּדᶾȳ ӣц 2030Ӏ ϩ ɧɎNetwork 2030 : A Blueprint of 

Technology, Applications and Market Drivers Towards the Year 2030 and 

BeyondɏɧȲ ϚḔ ӑẃ ד2030 ᶾדּ ӣ ȳ ȳ

ѿц צ╠ ᾼ ȴ 

֯ Network 2030ᾼ ϯȲự ԓ ᾼ ᶾ ›

ᾼ Ȳ ҏ ѷ҅ᾼ ᶾדּ ֥ ӣ₤ Ȳ ֽԓ ᷾

ɎHolographic Type Communicationɏȳ≡ ḳṮ ϯҠᶶ ֥цч

ᾼ ᶾ ȳֵ ῀ ɎMulti-sense NetworkɏȲѿц ќ

ȳ оȳᴞ оὢ Ṇ ᵂᾼɦ Џ ӣɧ

ɎTime Engineered Applicationɏ › ἤ ὢ Ḗȴ 

FG-Net-2030 Ȳ Э ᶾ שׁ ЛԛҬ ᾃ֯Ѭӂ

ᾼᶾ оȲ ╥ѿ ᶾ ṜӖ ֯Ϣ ᾼФ

ḖȲ ᵑ╥ ᾼ ЮЏẓɎNew MediaɏȲẂֽԓ Ѡה

ɎHolographic ApproachesɏṿӖ ᵛṿ ὑ ȲϷֽ֝

ṝṓ Ȳᴖױ ᾼᶾ ḆЄ ếḆ ϩᾼ ȴױҵȲ

Ệ ậ ᶾ ɎAccessed Technologiesɏᾼ Ȳ

ᶾ ᴟ֢ ₣᾿ Ȳṿ ᶾ Ӧ₣᾿

ɎNetworked Verticalsɏ ᴩḆ ᾼ ֥ȴ 

Ɫ ẞ Network 2030ᾼϯѷ҅ Ȳ ∂ ᾼ ⁄Ӈ

֥ϱ П ₤ ὢ ἤɎ ῶ 3-1ɏȲ ṕПȲӑẃ

╥Ϛ ֥₤ Ɏend-to-end integratedɏᾼ ȴӑẃ
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ᾼ ї∂Ӵ֯ṿӣ йѱᾼ ϯȲḕ йѱМќ ֢ ғ

‍ғ ἤᾼ ḖɎFunctional/Non-functional RequirementsɏȴNetwork 

2030֯ᴩ ϱȲ ϠҒ 4G LTE ϩᴖⱢɎBest effortɏᾼ ᶾ

ἤПҵȲḆ֯5G/B6Gᶾ כ ᾼ֝ Ȳ Ӣ ғ ᶾ

═ ȲӼᵛȲ Ю П Ầứ ạȲṳὑв

М ứד ᾼ ’ KPIȳQoSȲ∂ Ϛ ╟Ԛ׀ȳ

֥ ᵛ ἤɎtimeliness of data deliveryɏᾼӑẃ ȴ 

ῶ 3- 1ȳNetwork 2030 ▐ ⁄ 

⁄ ӑẃ₤  

1 Ὑ (Simpliicty) оὢ МᾼаԈ  

2.1 
ẓ Ở ϩ 

(Native Programmability) 

֯ о Юה ϯȲ Ғ ᾼ

ϩѿ ẞὢ ⅎ о 

2.2 
֣ϯד ἤ 

(Backward Compatibility) 

צ ϩќ ȳ ֥ / IoT ᾼ

Ầứ 

3 ἤ(Hetreogeneity) 
צ ֵ֥ ȳ ȳ׀ậ

ᾼ ϩ 

4 Ӣйѱ(Native Slicing) 
֯ Ϛ ╟МҠ ὔѹצ ᴩ֢

ὢ  

5 
Ὑ ᾼ ὢ Ễ֤ ạ

(Unambiguious naming) 
ṿӣ῏᾿ ᴟв /ὢ /ғ ₤ѻ  

6 
в ֤ ׄԓἤ 

(Intrinsic Anonymity Security) 

ậ ֤ ạȲṳҒ ṝи ȲӉ

‒ ᾼ  

7 ἤ(Resiliance) 
ạṆ о ╟Ȳӣẃὂ щ

ḳἨ ⅎḃ  

8 
ứἤ 

(Network Determinism) 

֮ ẁ ֥ ḖПғ

 

ẃ : Ӑ ᵂ 
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ᴖ Ḃ ȳ Є сᾼ֝ ȲЬ ’═֢

₤ᾼ ӣὢ ’═ ׄԓᾼ ⇔ȴ ֪֯ὑȲӑẃᶾ

Ἠ ḃ Ἤ ׄԓ ҷȲ֪ Ἠ ᾼ

Ȳ ѿἏḆⱢ ȳ ц ḆⱢ ᾛᾼ ȷ ₤

ӣὢ ṿ ḃ ᾼӐ Б צ╠ ᴩ

ἤɎVulnerabilitiesɏ ᾼ ȴяẔ֯װ ▐ ϯȲɦ

╟ɧᾼứ Ϸ ПḂ ȲЛԛ ╓ ứᾼ Ἠ ╟Ȳᴖ

╥ ὢ ᾼ ἤᴖᵧ ἤȲ╝ᴖẔ ׄԓᾼṮ

ѿἏ ḆⱢᴟ ȴ 

╝FG-Net-2030֯∂Ӵ ▐ ȳ Є ὢ ₤ ᾼ֝

ȲϷ вצ╠֯ ֤ ׄԓἤɎIntrinsic Anonymity Securityɏȳ

ἤɎResilienceɏᾼ ׄԓ ḖɎֽῶ3-1ɏȴ ֽϯȸ 

1. ֤ׄԓἤȸӑẃ Ӊ ᾼ ҠẓצЛ Ẕ҃ Ἤ

ᵑᾼ ἤȴ ᾼ цὢ ЛҠиȲ֯

ϱȲӇ ᴕ ὢ ᾼ ֤ἤȲѿц ╟ ’

Ȳѿ ’ М֢ ᾼׄԓἤȴ֯ ֵ ậ

Ю ὑе ᾼ ᾓϯȲ Ӑἤ∂ ׄԓᾼ ▐ Ȳ

И ḟ╠ֽצ ḃ ȳ ὑ М

Ɏintermediariesɏ ᾼ ׄԓ Ȳ ὑ ᾼṝ

и ᵑȳ ׄԓȳ ӂ ׄԓȳ ’ ȳế ׄԓ’

ᵂϚṆ ἤᾼ‒ԉ’ ȴ 

2. ἤȸ о ἷ ɎTopologyɏц ᵉᶝᾼ▐ Ȳѿԓ

ἤᾼ о ἤȴ֢ ₤ӣẃ ȳᴞ оᾼ ╟Ȳ

Ẃֽ Ṇ ɎSupervisory Control and Data 

Acquisition, SCDAɏȳЏ ạṆ ɎIndustrial Control Systems, 

ICSɏȲ֪Ẕ ᵓӣὑ ȳѬᵓȳᾒ Ȳ

ὂᶼщḳ ᾼ ϩ ȳṆ ϢⱢ ҷПҵȲ

ҵҒ ạ ᾼ ἤȲѿṮ Ḇ ֵ оᾼ
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ḃ ȴ 

ױ ȲӐ ϯѷ҅ ᾼ ׄ Ḗ иⱢϡȴ 

Ԓ╥ֵ ậ ɎMulti-access Edge Computing, MECɏᾼᶮ

ȴכ B5G/6Gᴩ ᶾ Ệ ᾼЮ ᶾ ḆҒכ ȲAR/VR

ȳ ɎUltra HDɏв ḖЄ ӢȲ ɎEdgeɏᾼ

ḖЄ Ȳ ṿ MECױ ẓ ἤȳ Ầ֝ᵂ Ԛṹᾼ

╟ ӣ цȷ ᴖȲ ᾼׄԓ Лֽ

їɎCoreɏᶙ ȴ 

ҫϚѠ Ȳ⁄╥ ᾼɦ Ӧ ứᵿɧḆҒᾼ оȴӑẃ

оᾼ Ȳ Л֝ ᾼ Ầứ ֥Ȳױ ḆṼ

ὑᶙ ᾼ Ӧ ứᵿ ȲѿṿЛ֝ ᶶ ᴩ ӻ

Ȳ ֥Ϸ֪ױḆҒᾼ оȴ йѱᶾ Б йиҏ

‍е ɎNon-public Networksɏ е Ȳ֝ ᾼ Ϛйѱȳ

֝ ᾼйѱ йѱП ȳ ᾼйѱ йѱП Ȳ ֯׀

ὑɦ Ф ɧȳɦIoT ᵑɧ ɦ

ɧ ֯ᾼ ׄ ȴ 

ȲӐױ Ӧֵ ậ ɎMECɏȲѿц оᾼ Ӧ ứ

ᵿẒѠ Ȳиᵑ Ϥ Ὑȴ 

(Ϛ) ֵ ậ ᾼ ׄ Ḗ 

Э ậ ᵂБצ ϩќ и☼ɎTraffic 

Steeringɏ ☼ɎLocal Internet Breakoutɏ ἤ

в ᾼ☼ и☼ȴӦὑṿӣ῏֯ ὢ ϱЬ Ԋ ‒ὢ Ȳѿ

ц ֵ ᾼ ậּדᶾὢ Ȳӑẃᾼ ќ ѿὢ ṿӣ

῏ ɎUser Profileɏ ֣ᾼ о ậᶾ ȴ 

Ɫ ⇔ Ӵἤᾼ Ȳׄԓἤ ᵅἋ ȳ ᶽ

ɎJitterɏ58 ₇ ╓ ᴕ ֝ ȴ ▐ ПȲ

                                         
58 ᶽ ITUứ Ɫɦ‒ ֯ Ȳד Ẕ ᴯ ᾼ ɧȴᶽ ᴞв

ӢἨҵ ϤП ȴᶽ ҠиⱢ ἤ(period jitter)ȳ (cycle to cycle jitter)ȳ  ἤ
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֯› ɎFronthaulɏ ӦиӁ аɎDistributed Unit, DUɏἨԉᴶ

ᴿᾼаԈד ᴩ ȲҒ ₤ᾼ Ҡ ׄ ὑױ ᾼ

Ȳ∂ ֥‍ Ԋ ᵂ ȷ ẂᴖṕȲ Э

ṿӣ῏Ҡѿ ṿӣỆ Ἠᴩ Ȳ Ҡ ᾿ ᵂӣ֯

ᾼ Ɏ ᴕ 3-1ɏȴᴖ֫ ɎBackhaulɏ М

ї МҶ аɎCentralized Unit, CUɏᾼМ ɎMidhualɏϷ Ɫכ

ғ ἤ оП Ɏ ᴕ 3- 2ɏȴ 

 

3- 1ȳṿӣ῏ὢ ›  

ẃ ȸITU  

                                         
(long ïterm jitter) ȲЛ֝ᾼ ӣ ᾼᶽ ₤Л֝ȴ ṕПȲIP М ⅔ҔЄ ӭᾼ֮

ЛϚȲ Ӣ ᶽ Ȳ ᶽ ᾼ ⇔ ᵛ ἤ ₇ ȴ 
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3- 2ȳ› ȳМ ȳ֫  

ẃ ȸITU  

֯Ю ậ Мᾼ ạ ɎController LayerɏϷ

᷊ ѻ ɎHostɏᾼṔᴥȲ ẁϚ ᾼ ạ ἤ ќ

ȴự Ȳ ӻФЏᵂɎEdge inter-workingɏҠ ╥ᵂⱢ

Ἠԍ ₣᾿ ֥ᾼ ḟѠ Ȳֽᴶכғ ⅎ о

ᾼ ὢ Ɫ ԉ ȴ ẃᴞỆ ᴩ ᾼ Ȳ╥

Л֝ᵓ …Ϣ ᴩ ӻФЏᵂ Ȳ ׄ Ḗ Ӈ

ȳ ֥ Ȳ ᵂ ᴕ ȴ 

ҫϚѠ Ȳ йѱᶾ Ҡѿ йи֢כ ӣ Ȳ

ᶮכв І ɎEdge ClustersɏȲ ӐṝҠѿ ẁ

и ᾼ ứὢ Ȳ ᴖ Ӣֵ ậȳֵ ᶾ ӣɎMulti-

Technologyɏȳֵ Ἤצ ᾼ ᾓȴ ѿц ╟ӦṂ

Ϣ Ἤ῏צ ẁȲ Ӣ ֽԍ ӣȳ ӣ ȳѡ

ṿӣᾼ ӣ ȳҒϱеԚ ManyNetsἒױ ᾼ ȴ
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ױ֯ ▐ ϯȲќ ׄԓ ᾼ ֥ὢ  

ɎContextual Serviceɏᾼ ậ ɎἨⱢ ȳἨⱢ оɏȲ

Ḇ ẓצ ẁ ὢ Ɏon-Demandɏᾼ ἤ ȴ 

Ầứ Ю Ṕ⇔ ПȲ о ậ Ằ ֢

ὢ ᾼ ᵑ Ԋ ϚỄ֤ ɎName-based LayerɏȲ С

Ễ֤ ⱢБỄ֤Пὢ ӻ ɎNamed-service Transaction, NSTɏ

ԉ Ȳӣѿ ᵑ֢ ὢ ȲẔМὢ ѻ ɎService Hostsɏӣẃ

ᵑ ὢ йѱɎService Instancesɏȷ /ὢ ⁄ ҅

ɎProxy Devicesɏ ֥ȲᴖỄ֤ ֯

ɎTransport Substrateɏϱ ᵂȲ ᴩ⅔Ҕᾼ›֣

ẦứɎPath-based Forwarding ProtocolɏȲ ὑᶶậȲ׀

ѹ ═ ═/Ḇ Ȳѿẓ ἤȲṳ ὢ ╓҆Ḃ

ᾼ ἤȴ 

֯ ὢ ɎMessaging Servicesɏȳ ☼ ứɎFlow Setupɏ

ϱ Ȳ ₤ ᾼֵ ɎMulticast Messagingɏȳ ɎGroup 

MessagingɏȲ צ Ṯ ȳ ạȲṳ Ṯᴻὢ ắ

ׄ№ ȲẂֽ ᵍ ⅎ ậɎCompromiseɏẓ ᵑғ ᾼᴻὢ

ȲṿẔҒϤЛắ Ὸᾼ ן ȷḀἨ╥֯ ӣ

ɎApplication layerɏ о ӣ Юה ɎApplication Programming 

Interface, APIɏ59ᾼׄԓἤȲ ’ὢ ᾼẻҪ╥ẃᴞБ Пṿӣ

῏ȴἨὑ ⇔ ׄ Ṯ ᾼ Ȳ֯ ☼ ϤЀ

ɎIngress PointɏᵂйиȲѿ― ☼ ȳᵅἋ цׄԓᾼ

ἤ ȴ 

Ȳױ ậ צ ֵ ὔ Ӣ ׄ ♪ Ṃ

ᾼ Ȳ֯ӑẃ ἷ ϱ ẓ ứ ׄṮ

╟Ȳṳѹ ᶮ ṿӣ Ϥᴕ ȴ ᴖȲ֢ ᶁẓצЛ

֝ᾼ ׄ Ṃ▐ ȳѹMECὢ ẁ Ἤ ẁᾼὢ ₤ᶁ

                                         
59 APIⱢṆ ȳ Ṇ ᾼЮ Ȳ Ю ҠѿẻҪἨ Ḗ ӣ ה ᴩ╓҆ȴ 
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צ Ȳ֝ ᾼ╚ Ϸ ֯ ‒ ῏ṝϱȲ ᾼ

‒ ῏ϷӇ Ϡ ἤᾼ ẃ ẔЛṜȴ 

(ϡ) Ӧ ứᵿɎRouting and addressingɏᾼ о 

Ӧ Ầứ╥ ẁḆֻᾼὢ ᾼ ȴӑẃ ֯

ɎDomainɏᾼ Ḗ ẞ ᵅ Ӑ/Ḃכ ȳ ׄ

ԓἤᾼ֝ Ȳ Ғ ứἤȳѿцḆᶶ ᾼ ☼

ɎConvergenceɏȳṳẓ ӣ῀ ɎApplication Aware RoutingɏȲ

ẃ ẃᴞЛ֝ ӣ ᾼ ☼ȴ Ӧ ӣ῀ ɎApplication-

aware Routingɏ╥ӣẃ ֢ Ӧ ẃ Ȳ

ṳ ҏ Ṿ⅔Ҕ ȴѿἏ☼ ᵒ ȳ Ẓ ғ и

ᵑӦ Ӧ Ầứȳѿц ӦẦứᾼ ᾎɎRouting Protocols 

Algorithmɏ М Ἤ ᵶ ᾼ ӭ ᴯ ᵿ ᾼ ᴯ а ḟ ứ

ɎAccommodationɏȴ Ӧ ӣ῀ Ӧиέ ᾼ⅔Ҕ ҷȳ

Ἃ ᶽ Ȳ ⇔⅔Ҕ ▲і ɎDeep Packet Inspection 

Engineɏ ֝ ᵂȲ ẞ ứ ӣ ᾼ Ḗ60ȴ 

ӑẃ ἷ ╜ ɎPath and Topology Policiesɏ

╓ ȳҠ ᾼ ɎPredictive Routingɏȳ   ֤ᾼ

Ӧ Ầứ ᾎɎDomain-Specific Routing Protocols and 

AlgorithmsɏȳЏ ᾬ ɎIndustrial Internet and Internet of 

Thingsɏȳֵ Ӧ ыῈ ӦɎManynets and Routing in Spaceɏ

ֵаᾼ Ӧ ӭ ȴ ᴖȲⱢ ẞЛ֝ᾼ ḖȲ ▐

Ϛ ╠ ֥ Ṿ ȳϭẓ ׄԓἤᾼ ἷ ҉ ╚ Ȳ

Ẃֽ ắ Ӧᵖ═ɎRoute-hijackingɏȳἴ ὢ ɎDenial-of-serviceɏ

ḃ ȲЛ֝ ₤ ứ Ӧׄԓἤ╥ ֵ ῏ ᾼ ȴ

HollickɎ2015ɏ ῏Ḇ ’ Ầứᾼׄԓἤ Ɫɦ Ӧׄԓɧ

ᾼв ȴ 

                                         
60 Cisco SD-WAN and Cloud Networking, ñCisco SD-WAN: Application Aware Routingò, available at 

https://www.youtube.com/watch?v=KR4jqWmcRTk.  

https://www.youtube.com/watch?v=KR4jqWmcRTk
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Ӧׄԓẓ ὑ   ṝи ᵑȳ ȳ

ἷ ȳ Ϛ ἤὢ Ȳ цẞЛ֝ ₤П ȳἤ

ᾼׄԓ’ ȴ 

ד ὑ ᾼׄԓ ứɎinter-domain RoutingɏȲв

Ӧ ẦứɎIntra-domain Routing Protocolɏ╥ Є ἕ

ᾼϚ Ȳ ֪֯ὑв ⱢϚ Ϛ ạѹẓṏֻ ạᾼ

ȴ ᾼвצ Ӧ ẦứϯẔ ὔἵ Ҡӣἤ

ɎAvailabilityɏȳἴ ὢ ɎDenial-of-serviceɏȳ☼ ɎTraffic 

Redirectionɏ ḃ ȴ ḟ Ɫ֯ ᾭ ɎLink-stateɏҒϱҒ

ɎCryptographic SignatureɏȲҒ Ѡה ֯ Ὅה

ԒɎOpen Shortest Path First, OSPFɏ֝דȴ ╥֯ Ϛ ᾼ

ϯᾼ ḟ ȲӦ ɎAdministerɏ ∂ӴҒ   Ȳ

и Ṇ ᾼ ד оᵂ ȴЛ Ȳᴕ ẞ ẃ

ֵ hostѻ /ᾬ ὑӑẃ׀ Ȳ ӦẦứМᾼв Ầứ

ɎInterior Gateway Protocols, IGPsɏ֯ӑẃ╥ ẁЛМ ὢ Ɏnon-

disrupted serviceɏᾼ Ầứȴ 

Л ᾼצ╠ ӦɎInter-Domain RoutingɏṼ ׄ

╚ ȴ ẂᴖṕȲБ ᾼד20 ꜜ ẦứɎBorder 

Gateway Protocol, BGPɏȲ ׄԓ ꜜ ẦứɎSecure 

Border Gateway Protocol, S-BGPɏȳ ꜜ Ầứׄԓ ҉

ɎBorder Gateway Protocol Security, BGPSECɏ 4 ᾪӐБ֯׀╠

ᾼצ ᵂ ạȲҔ╗ о ϩד BGPẃ ᵅȳ═ Ḇ

Ӧ Ḇ Лὔȳắẞֽ AS ɎAS path 

alternationɏ ╜ ᾼМ ȲἨ ᾎ֪ ᶮ ᾼ ḃ ȴ

ӭ›֯ S-BGPẦứϯ Џẓ֯ е   ╟

ɎResource Public Key Infrastructure, R-PKIɏϱȲ ẁ› ֿᴭ

ɎPrefixɏế AS ạȷ ᴖ֯ R-PKIӐṝᾼ ạЬЮ

ɎFetchɏϚ R-PKI ᴻὢ Ȳ ֝ױ ȲR-PKIӐṝӼ֯׀
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֪ ḃ Ȳ ᾎӔ ᴯᵿ ׄ ȴ 

ὑ ׄԓ ɎSecurity Managementɏ Ȳ ֝

ӣὢ ȳὢ ד ☼☼Ϥ/ ῏ᾼ ậ

ạɎAccess ControlɏȲ ẓ ṿӣ῏/ὢ ȳќ

ṿӣ῏ ᴩֵ ₤ᾼAPI׀ậ ạȴ Џẓ Ҕ╗Ғ ᶾ

  ȳ Ṯӑ Пṿӣ῏ ᴩ ḂἨᵔ ȴ

ׄԓ Ҕᵶד П ȲẂֽȸ ɎFilteringɏ ứ ☼

ѿ ᵅ ׄ№ ḃ ПҠ ȴ 

ϱἬ Ȳ֯ ἷ ȳֵ ậ Мᾼ ȳ

Ầứ ᾼ Ȳ ₤ ∕ ḟᾼ ׄ

֯ὑȲ ֽᴶ∂Ӵ ᾼ‒ԉ …ȴ ᶾᾼὼדּ ἤ ҏ

ManyNetsȳֵ ậᴭ ᾼ Ȳи  ה ḃ

ɎDistributed Denial of Service, DDoSɏ ẃᴞ ȳ ӣ ȴ

ֽᴶ Ӕ ạȲ ᵅἋ ’ ׄԓṮ ḖȲ

Ғ Ầứᾼ ἤȷ֯ᾬ ҉Ӎȳֵ ậᾼ

ϯȲ ѽ оᾼ ạȲϷ ֯ᾼ ׄ ȴ 

Network 2030Ɫ ׄԓȳ Ṃ ‒ԉ ứӭ Ȳṳԝ ҏד

ᾼ ׄԓ ḖȲѿц ԓׄכ ‒ԉᾼҠ ȴẔἬ ứᾼ

ׄԓӭ Ҕ╗ȸ 

ȶ Ғ ‒ԉ ₤ɎImproved trust modelɏ 

ȶ ֥ оПᴞѻṆ Hostѻ

ạɎAutonomous systems and host-level informationɏ 

ȶ Ṃ Ҡ‒⇔ɎSource accountabilityɏᾼ  

ȶ › ɎForwarding pathsɏᾼ Ὑ⇔ ạ 

ȶ с ⇔ɎAlgorithm agilityɏ 

ȶ Л֝ ӣ ᾼ ׄԓ  

ȶ ἤ 

ȶ Л‒ԉᾼ ᵑ ẃ ᾼ  
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ᴖȲᶺ Ӧ2019ד ′ꜟ П Ҡ ẞȲ

ῂ ᾼ ♄ ᵅȲ ϱ ♄ ═ ♄ ᴟЭȲ☼ ứᾼ

ứᾼ ₇ ȳ ⇔БῴḔ ᴕ ȴӦὑ ☼ Є

Ȳ Ằ ϷЄ Ȳ֯ כ ═ ἤ ᾼ֝ ȲЬ

ׄԓȲ’ ׄԓ ׄԓȲҬ ϚẒ

ᶾ ṳЛ Ȳ ֵ֥ њ◕Ȳ ֽ ṆȳҒ Ṇȳ

и Ṇ ѠҠ ԓғȴ 

ᾼד2030 ỮӑẞẃȲ ᴖᶺ Б Ҡ ẞȲӑẃ

צ ᾼ ѿцᾬ ᾼ ȲӇ ṿЄ ᾼ IPᴯᵿ

DNS ӣὑ Мȴ֪ױȲ֢ ▐ Ḕכ ȳ Ḇ

ᶶȳἋ ᵅȳ ☼ Єᾼ ᾭ Ȳ֢ ֽᴶẻ ױ

ׄ Ḗȹ֯ ›ᾼ ᶾ МȲᶺ ᴷȲIPv6ᴯᵿѿц

DNSᾼ Ь═ ֯ӑẃ М᷊ Ṕᴥȴ 

ὑϱ Ȳׁשṅ ϯѿ IPv6ȳDNSᾼ ׄԓ Ḗ

ϚḔ ӑẃ ᾼ ׄ Ḗȴ 

 IPv6 ׄԓ Ḗ 

Google61 APNIC62 ᴟ 20215דѣП ӱȲ IPv6ṿ

ӣ 45%ѿϱȲӭ› ֯ϚIPv4IPv6 Ԛ׀П ȴ

5G ᾬ ӣ Ȳᾬ П֢ Ȳ ẞM2M

ϩȲ⁄ Є Лắ ạᾼ IPᴯᵿȲ Ȳ֯ױ IPv4░

∟Ȳ╜Ἀȳ ṿӣ῏ȳԍ ц ὢ ẁ῏ѿц

֣IPv6 Ȳ╠צIPv4П ׄ и П ᴟIPv6ȴ 

IPv4דѩȲIPv6֯ ’ ἤȳᶙ ἤ ϠḂ Ȳѹ  

IPv4ᾼ ׄḃ ȴ ҟTCPἨIP П֯׀ Ӑׄԓ№ ȲҔ╗

                                         
61 Google IPv6 Statistics, available at https://www.google.com/intl/en/ipv6/statistics.html#tab=ipv6-

adoption (last visited, 2021/5/25). 
62 TWNIC, Taiwan IPv6 Global Ranking: 6, available at https://ipv6now.twnic.tw/ipv6/index.html (last 

visited, 2021/5/25). 

https://www.google.com/intl/en/ipv6/statistics.html#tab=ipv6-adoption
https://www.google.com/intl/en/ipv6/statistics.html#tab=ipv6-adoption
https://ipv6now.twnic.tw/ipv6/index.html
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ắ   ḃ ɎDenial of Service, DoSɏ Ἠ DDoSḃ ȳ

Ɏeavesdroppingɏȳ ḂɎmodificationɏѿц Ɏfabricationɏ ḃ Ȳ

ṿ ╜Ἀȳԍ ѿц ὢ ẁ῏ ֵᾼ ׄ ȴ֯ Ϛ҅

IPv6ẦứϱȲIPv6П Є ᴯɎMaximum Transmission Unit, MTUɏ

Њ Ɫ1280ᴯа ȲБ ῴḔ ᵅ ⅎ Ɏportɏ

♂ᾼ Ȳ ◖ ɎwormɏϷЛὔ ȴԛ῏ȲӦὑ IPv6Ӑ

ṝᴯᵿῈ ҽЄȲ⅔ҔЊὑ 1280ᴯ а Ӷ Ɏ ‍Ɫ ∟

Ϛ ⅔ҔɏȲ ᵗὑṮѦ⅔Ҕйצ ɎFragmentɏ ḃ ȴ 

IPv6ᵓӣIPSecẁ ᾼׄԓ’ Ȳ ׄԓ ᴩḆֵ

оȴ IPSec╥֯ IPῶ ∟ѠҒϱ ⅔ Ғ ῶ ɎEncapsulating 

Security Payload Header, ESPɏ ῶ ɎAuthentication Header, AHɏȲ

֯∟ѠП ᴩҒ ṿПЛὔ ȷ⅔ ᶙכҠ ᾼ

Ғ ’ Ȳṿ Ẓ ׄԓᾼ Ȳ Ғϱ IPSecẦ

ứМᾼ∂Ӵ   ӻ ɎInternet Key Exchange, IKEɏ∂ ׄԓ

Ȳ ᵅМ Ϣḃ ɎMan-in-the-middle attack, MITMɏ63П Ȳ

ᵍῶ М ḂȳἨᵓӣ⅔Ҕиѱ ḃ ᴩⱢȴ 

ҵȲIPv6ᴯᵿҠױ Ɏaggregate-ableɏѹẓ оᾼᴯᵿװ ἤȲ

ṿ Ӧ Ϥ IPv6Ȳ ӣљ ᴩẃ ᴯᵿ ▲ȲṿϤ–Ṯ Ṇ

ɎIPSɏ ѿ ϤЀ Ɏingress filteringɏᾼғ Ȳ ⅎљᴯᵿᾼ

֥ᾎἤȲṿ ɎSpoofingɏᾼḃ ὑӣљ ȲᴖЛ ═

ᴟѻ ȴ 

ᴟὑѻ ӐṝҠ ắᾼ Ӧḃ ȲϷ כ ѻ ᾎӔ

⅔Ҕ ẞӭᾼ֮ȲἨ ᴟ ᾼӭᾼ֮ȴIPv6ӼҠ ׀

ậ ạ ɎAccess Control List, ACLɏȳṮѭ Ṯ Ȳ ϚḔѿ IPsec

Ṯ Ӧḃ ȲἨ е   ╟ɎR-PKIɏ ⱢṆ Ȳ

ᵗὑὂצ ϱᾼṝи ᴯᵿ ȴ ϚḔ ӣ DNSׄ ԓ

                                         
63 ⱢϚ ⅎ М Ẓן в ȲӼ М ϤᴞА ᾼḃ њᾎȲ ṿӣ IPSecҠ ᵅ

ḃ ᾼ ȴ 
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ɎDNS Security Extensions, DNSSECɏẦứȲ⁄ҠṮ ᾼDNSḃ ȴ 

Мї ᵫ64╓ҏȲṿӣIPv6֯ ׄѠ Ьצ

оᾼП ȴϚ╥ IPv6Б ὂ IPv4ḃ Ȳ ᴖ IPv4 IPv6

Ю ᾼѠה ₤ȲϷҠ Ɫכ ׄᾼ Ȳ ╥ IPv6Ҡ ậ

֝ ẓ Ẓ Ầứᾼ Ȳ Є‍ᾎ ậП ȲἨ IPv4

IPv6∂ ᾼ Ɏtunnelɏ IPv4ד ḃ ȴ 

Ẕװ╥ IPv6 ȳ ׄ כ₇ ⇔ȴӭ›

IPv4ᾼ ԛᵂׄԓἤс ȲIPv6ᾼ

IPv6ᾼќ ἤӼ Ȳѿ ȳЄ ứᴯ ╝ ȳ

ἤ ᾼצ ạȲ ׄ ₇Ѡ ȲIPv6ὑ ṂϢ

ɎVirtual Personal Network, VPNɏȳϤ– Ṇ ɎIntrusion-detection 

system, IDSɏȳ ♂ ȳṮ ◖ ȳṮѭ ᾼצ╠ ₇Ȳ ᴕ

ẞ IPv6ᾼ ἤȲẂֽṮѭ ᴩ⅔Ҕ Ȳ ἤ

Ɏmobilityɏȳ⅔Ҕи П ẃ 65 Ҡ צ ׄ ♂П ȴ 

ҵȲIPv6Ҡױ Л֝ ֝ ׄԓ╚ ȴ

IPv6Ầứ сЛюׄԓἤȲᵀ ṓП ◖ȳ ḃ Ꞌ׀ὑ

ӣ Ȳᴖ‍ IPȴ ṕПȲ ḃ ế№ Є ẃᴞ ӣ ȲIP

Ầứᴯὑ ȲIPv6ṳ ᾎ᾿ ӣ ᾼḃ ᴩⱢȲ Ҡ ֪

Ɫ IPv6ẓ ПׄԓἤȲᴖ ḃ П ⇔ Ȳ

ẞ Єᾼᾛ☻ḃ ɎfloodingɏἨὍЄḃ ɎamplificationɏȲ Ӈ

оѻ ɎHostɏ Пׄԓ ▲ Ṯ Ȳѿ ᴻὢ

Ἤצ ȳ ⅎ ‍ᾎ ậȲἨ Ȳṿӭ

ᴻὢ ᾎ ẁὢ ȴ 

ֽϱ П IPv4ȳIPv6 ὙȲṳЛ ֽѿἏ TCP/IP

Ṕ⇔ ПȲӼ ᴕ ẃᴞ ӣ Ȳ ֵ ᶾדּ ӣὑ

                                         
64 ᾎϢ МїȲɢNative IPv6 ∂ ц IPv6ӣљׄԓṮ  έɣȲ2020ȴשׁ
65 Ɫ ᵅ Ӧ ȲIPv6⅔Ҕи ᾼЏᵂҬ֯ ẃ ѻ ᴩȲֽὨ Є ᴯ

ЄЊᾼ⅔ҔȲ Ӧ ẞᾼ⅔ҔӶן Ȳ֫ ICMPv6֫ ⅔ҔȲṳ ⅔Ҕᵫ῀ ẃ ѻ

ȴ 
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ȳῂ Ӣҏᾼ ׄ ȴ ẂᴖṕȲ ϱ Zoomȳ

ῂ Clubhouseᾼ Ȳ і ӣљ Ϣ ṿӣ Лᶙ ȳ

⅔Ҕ иέ☼ ȳ ậ Ἠ ═ ἤ№ ɎAdvanced Persistent 

Threat, APTɏ ȷױҵӑẃԍ в ȳṂϢ

ϯȲв ᾼἷ ׄӼ ҵ ▐ ֝Ḕ IPv4IPv6

Ɏtransitionɏᴟ IPv6 ӣ ᾼ ׄ Ḗȴ 

(Ϛ) IPv6 ᾼ ׄ Ḗ ӣ  

IETFὑ2020ד ӁRFC-7381ѝԈ66ȲѿIPv6ҏ Ȳ

ẁIPv6Ɏtransitionɏᾼ ◕ἤ ɎPhased ApproachɏȲ Ṇ

ȳ ׄ╜ ȳ ᾼ ᴷȳẞҵ ◕ȳв ◕

ᾼ ׄ Ȳṳ ԍ Ȳֽв ɎContent 

Delivery Networks, CDNɏȳ М ї ɎData Center 

Virtualizationɏȳ ɎUniversity Campus Networkɏ

ᾼ ׄ Ḗȴ 

ETSIϷὑ ⇔ד2020 ӁӪӫ ɦIPv6Ṿ ȳ ӑ

ẃ ╚ ɎIPv6 Best Practices, Benefits, Transition Challenges and 

the Way Forwardɏ67ȴ ỨὙ ᵛ Ὑ Ԓ ӣ IPv6ᾼ ἤȴ

ӭ› IPv6 ᾼ ḟѠ Ҕ╗ᴩ ɎMobile BroadBand, 

MBBɏȳỆ ɎFixed BroadBand, FBBɏѿцԍ ὢ ᶁ

∕ ȷБצ 464XLAT68 Dual stack Lite (DS-Lite)ẁ IPv6

ɎIPv6-onlyɏὢ ȴᴖ֯Ṟ ȳ Ɏsmart gridɏȳ

                                         
66 IETF, Enterprise IPv6 Deployment Guidelines, available at  https://tools.ietf.org/html/rfc7381ɎLate 

visited: May,26,2021ɏ 
67 ETSI, IPv6 Best Practices, Benefits, Transition Challenges and the Way Forward , available at 

https://www.etsi.org/images/files/ETSIWhitePapers/etsi_WP35_IPv6_Best_Practices_Benefits_Transition_

Challenges_and_the_Way_Forward.pdf (Late visited, May, 26,2021) 
68 464XLATⱢ ḟ IPv4 IPv6Лד П Ф ἤ ᾼ ᶾ ПϚȲϚ ֯ⅎљ

(customer-side translator, CLAT)ếᴻὢ ( provider-side translator, ,PLAT)ϱ ᴩȴ464XLAT

ẁ IPv4-CLAT-IPv6-PLAT-IPv4ᾼ ӣ ȲҠṿ ц ӣ ᾼה ᵂ ═ ἤȲӣὑ IPv4

IPv6 ȴ ṓɢTWNIC IPv6П NAT64 464XLATᶾ Ю ɣȲ12/29Ȳ2020Ȳʤ

https://blog.twnic.tw/2020/12/29/16531/ʥȴ 

https://tools.ietf.org/html/rfc7381
https://www.etsi.org/images/files/ETSIWhitePapers/etsi_WP35_IPv6_Best_Practices_Benefits_Transition_Challenges_and_the_Way_Forward.pdf
https://www.etsi.org/images/files/ETSIWhitePapers/etsi_WP35_IPv6_Best_Practices_Benefits_Transition_Challenges_and_the_Way_Forward.pdf
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ϞᴟЏ ᾼ₣᾿ ӣȳѿц оɎin scaleɏ

ᾼὢ ӣϱȲ ISPȳ ȳẁ ᵓ …Ϣᶁắ

ὑ IPv6ᾼ ȴ 

(ϡ) 2021ד IPv6ᾼ ׄ  

IETFӼ═ IPv6 ⅎɎIPv6-HackersɏȳIPv6

ɎIPv6-OPSɏᾼ ׄ ЏᵂЊ Ȳ ṓ᷾

ᾼ ɎMailing Listɏ ɎDiscussion ListɏȲ

IPv6ׄԓᾼṼ ╓ ⁄ȴIPv6-OPSὑ ẞןБד2021

ӣљ IPv6 ɎRenumberingɏ ᴻὢ ɎEdge 

Routersɏᾼ оȳIPv6 ᾭ ȳIPv6⅔ҔἋ ῶ  

ɎExtension HeadersɏȳIPv6IPv4aaSɎIPv4 as a Serviceɏᾼ

ᶾ ᾼ ṓ∕ Ȳֽ 3-3ȲҠ ӑẃ IPv6П ׄ ṛ

֣ȴ 

 

3- 3ȳV6OPSЏᵂЊ ӭ П ѝԈ 

ẃ ȸV6OPS 

 DNS ׄԓ Ḗ 

‒ ȳIPᴯ ᵿѿц ֤ ạᾼѻ ғ Ȳ…֯ ‒

Ἠ╥ М ᵑȳứᴯ Ȳṳ П∂Ӵ ȴяẔ֯ 5G
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ᾼ МȲᾬ ɎIoTɏᶾ ȲЄ ᾼ Ȳ

Ҕᵶ Лẓ ϩᾼ ᴟ ȲЄ Ғᾼᾬ

ׄԓ Ḛכ ᾼ ϩȴⱢϠ оϯѷ҅ ‒ П

ׄ Ȳ ạ֯ᾬ ᶾ ϯȲ╠᷊ ∂Ӵ ᾼ

ṔᴥȲϷ֝ Ῐ ᾼԉ ȴ֪ױȲ ‒ ạᾼ

ׄԓἤȲ ᾬ ׄԓ ד ȴӭ›֢ ϯѷ҅ ‒ ạ

ᾼ МȲ…ѿ ֤ ὢ ɎDNSɏⱢѻ ȴ 

DNSⱢ ֤ Ṇ ɎDomain Name System, DNSɏȲ

ᴯᵿɎIPɏ Ɫ ֤ ɎDNɏȲҠ ѷꜜ ᾼϚ

∂ Ϛ қȲӦὑ DNS ӐἭ ᾼԉ ד Ȳ╝Ẕ Ởᾼ

ׄԓἤ ᵅȴ֯ Єȳ֢ ὢ Ғֵаἤ∟Ȳ

DNSϷ ֵᾼׄԓ№ ȴ 

ԒȲDNS Ầứᾼ Ở Ȳ֪֯ױ DNS▲ Ὼ

ᾼᴻὢ DNS▲ Ὠ ὑᶶậɎcacheɏМȲѿᵓṿӣ῏ԛ׀

▲װ Ҡᶶ ֫ ȷ ᴖȲᶶậ ạҠ ắẞ ᾼ Ḃ Ȳױ

֯ᶾ ϱ―ѿ DNSׄ ԓ ɎDNSSECɏҒѿ֪ Ȳ ᴯ

ᾼ ạ DNSẃ ᾼ֥ᾎἤȴ 

ҫҵ⁄╥DNS▲ Ȳ… ֤ ᴟDNSᴻὢ Ȳᵀ֯

М Ҡ ẞ ᴖ♪ Ȳױ ⁄ᵓӣҒ ạ’ ȴ 

ҫϚѠ ȲӦὑ DNSὢ Ϡ ᾼ қȲ֪ױ

DNSὢ Ṇ Ϥ–ȲἨ╥ DNSὢ ẞ DDoSḃ Ȳ ẞ

ᾼ ϩȲ ᴖ כ ғ ᾼ ȷױ ⁄

DNSSECҒ DNS ᾼׄԓἤȲἨ╥ᵓӣ DDoSᾼ ὢ Ȳ 

DDoS ȴϱ DNSׄ№ цḂ ᶾ ῴḔ ֽῶ3-2ȸ 
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ῶ 3- 2ȳṆ ׄ№ цḂ ᶾ  

ḃ ẃ  ḃ ₤ №  

DNSẦứ

ɎProtocolɏ 

DNSᶶậɎcacheɏМ

◖Ɏpoisoningɏ 
DNSׄԓ ɎDNSSECɏ 

Ṃ’ ЛṜ 

DNS-over-HTTPSɎDoHɏế

DNS-over-TLSɎDoTɏ ᴯ

Ɏdigital certificatesɏ ạ 

DNSὢ  

DNSᵖ═

Ɏhijackingɏ 
DNSׄԓ ɎDNSSECɏ 

и  ה ὢ

ɎDDoSɏ 
DDoS Ɏmitigationɏὢ  

ẃ ȸCircleID  

ϚḔṕПȲ DNSҒϱׄԓṮ ∟Ȳֽ֝њ ᾼẃ ғ Ȳ

Ϛӎ ѩ ѿцׄԓ Ṯ қȲᵛҠὑ Ϛ ’ ṿ

ӣ῏ Ȳṳ Ӧ Ȳ ’ ׄԓ 69ȴ 

DNSʒ Ϛ Ởҏὑ ׄԓ Л ᾼ҅דȲ ᴖ

ᶾ ᾼ ⁫ ѡ ѣ ȲDNS ᾼ ׄ ― ϱ

ȴẂֽȲӦὑ DNSᾼ▲ ֫ ṳӑ Ғ Ȳ ⅎ М

DNS⅔ҔȲ ṿӣ῏ ᾼ ᵿד Ȳ ṿ ֫ П IP

֣ ⅎ Ȳ ᴖ ṿӣ῏ᾼ ⅎ ậ70ȴ 

DNSSECᾼṮ ȲҠ ю ׄ ♂ᾼ ӢȴDNSSECҠѿ

DNSѻ П ᾼ ȲҒѿ ẃ в ᾼҠ‒⇔ȲṮ

                                         
69
ᶾדּ Ȳɢ ׄԓᾼ Ϛ Ṯ Ȳ  DNS Ṯ ɣȲ8/06Ȳ2020Ȳ 

<https://technews.tw/2020/08/06/infoblox-dns-security/> 
70 Ӵ Є ц Мї І ȲɢDNSSCׄԓ ЮɣȲ9/20Ȳ2012Ȳ

<https://www.cc.ntu.edu.tw/chinese/epaper/0022/20120920_2206.html > 
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ѦẂֽDNS ʉậМ◖ɎDNS Cache Poisoning ɏȳМ Ϣḃ ɎMITMɏȳ

DNS▐ɎDNS HijackingɏȳDNS /  ɎDNS Pharmingɏ

71ȴ 

DNSSEC֯ὑҠᶙԓ ὑ ᴩ DNSȲṳ ẁҫҵϮ

ׄԓȲҔ╗ ᶙ ἤɎdata integrityɏȳẃ Ҡ ἤɎorigin 

authentication of DNS dataɏȳҠ ПЛ֯׀ἤɎauthenticated denial of 

existenceɏ72ȴ 

ϱ Ϯ ғ ѻ ӣ ẗהɎHash Functionɏ е   Ғ

ɎPublic-key cryptographyɏ Пᶾ ȴ ẗהⱢ Ϛכ

ɎHash ValueɏȲṿ ЊѹỆứȴ ẗה╥ֵ ϚᾼɎҷ

ᾼɏ╣ Ȳ╝ ᾎӦẔ ҏ ҏ Ӑᾼ Ϥ ȴ ᵛȲӦὑ

╥ֵ ϚᾼѠהȲ╝֯׀ ֵ Ẕ╣ Ɫ73֝דϱ Ϯ ғ ѻ

ӣ ẗ ɎHash Functionɏה е   Ғ ɎPublic-key 

cryptographyɏ Пᶾ ȴ ẗהⱢ Ϛכ ɎHash 

ValueɏȲṿ ЊѹỆứȴ ẗה╥ֵ ϚᾼɎҷ ᾼɏ╣ Ȳ

╝ ᾎӦẔ ҏ ҏ Ӑᾼ Ϥ ȴ ᵛȲӦὑ╥ֵ ϚᾼѠ

֯׀╝Ȳה ֵ Ẕ╣ Ɫ74֝דȴ 

е   Ғ Ɏϯ е Ғ ɏϭ Ɫ‍ ɎasymmetricɏҒה

ȲẔ Ɫ Ғ ц ṿӣẒ כ ᾼ Ɏ ɏȲ ẔМ

ᾼϚ ⱢṂצ ɎPrivate KeyɏȲӦ Ϣᶔ ’ ȴᴖҫϚ

⁄ Ɫе ɎPublic KeyɏȲеᵉЄ ẁϯ ȴ ᵛȲ Є М

█Ϣ A █Ϣ B ȲAҠԒ ѿ Bᾼе Ғ П

∟ԛ BȲBןẞ∟ԛѿẔṂצ Ȳ֪ⱢBᾼе ἬꞋ

῀Ȳ֪ױ ϢꞋҠѿһҒ ∟ BȲᴖ B═צṂצ Ȳ֪ױԉ

                                         
71 ׄϢȲɢDNSׄԓṮ -DNSSECɣȲ9/06Ȳ2010Ȳ

<https://www.informationsecurity.com.tw/article/article_detail.aspx?aid=5886> 
72 Ӵ Є ц Мї І ȲɢDNSSCׄԓ ЮɣȲ9/20Ȳ2012Ȳ

<https://www.cc.ntu.edu.tw/chinese/epaper/0022/20120920_2206.html > 
73 ֝› ȴ 
74 ֝› ȴ 



102 

 

ᴶ ϮѠꞋ ᾎ ậBᾼ 75ȴ 

ṓᾼе Ғ ᾼ ӣ╥ ᴯ ȲẂֽ ὑ ᶙ ἤȲ

DNSSECҠ ӣ ᴯ ᶾ Ȳ ḕ נּ ɎResource Record, RRɏ

Ӣ נּ ɎResource Record Signature, RRSIGɏȲᴖןẞ

Ҡ  ɦPublic Key + RRSIGɧ ╥ᵡⱢ Ӑ  RR ּנ Ȳѿ

ױ ╥ᵡМ צ Ḃȴ ᷂ Public Key ֯ DNSSEC Мϭ Ɫ 

DNSKEYȷ ὑẃ Ҡ ἤȲ ᶙ ἤ ∟ȲБҠ

ӑ ḂȲѹӦ П DNS ᴻὢ ẁȲᵀ ᴶ Ѡה

ɎdomainɏП DNSᴻὢ ╥‍ ⅎᴞᴩ▐ ᾼ DNS ᴻὢ ȹ

Ȳ֯ױ֪ Ϣ ᴯ МȲ Ϣ Public Key ӻӦеӔ ϮѠ

Ȳ Public Key ҅ῶ Ϣȴᴖ DNSSEC ᴖ ȲеӔ Ϯ

Ѡᵛϱ  DNS ֤ᴻὢ  ɎDomain DNS ServerɏȲ ᵛDNS ᴻὢ Ӈ

ᴞАᾼ DNSKEY Ȳ Ϛװ ᴯ ∟ὍϤӕ ᴻὢ ɎParent 

Zone Serverɏȷ ᾼ RR ₤ ⱢDSɎDelegation SignerɏȲ Ӧӕ

Мᾼ DS ּנ ȲҠ І ɎChild ZoneɏМᾼ DNSKEY Ӕ ѹ

ӑ Ḃȷ ὑҠ ПЛ֯׀ἤȲDNSSECἬצ DNS ּנ Ṽ ֿ

ӕ ᶧȲṳ֯ḕ ᵿ ҒϱϚ ׄԓּנ ᵂNext SecureɎNSECɏ

ṳ Ɫ І ȴ Ұ Ȳ ▲ ẞЛ֯׀ ᵿ ȲDNSSEC֫

NSECּנ Ȳᴖ▲ ῏Ҡѩ NSECּנ М›∟ ᾼֿӕȲѿ

╥ᵡ ᾼЛ76֯׀ȴ 

ṕПȲDNSSECᾼ ᵂ╥ᵓӣ ᴯ כ ᾼӭᾼȲṳ֝

ѿе ᾼ ạȲ ὑФד ᾼЛ֝ DNSѻ Ȳѿ ֣

ẗ ẃ в ȲṳӢכϚ ȴ ῏ԛ Ṃ

Ғ Ȳ ᵂכ ᴯ ȴᴖ DNS ן ẞן

Ȳ Ԓ ᴯ ᴩ Ȳ ∟ԛ Ӧ в ╥

ᵡӑắ Ḃȴ֪ױȲDNSSECҠ ᴯ ᾼ Ȳ о

                                         
75 ֝› ȴ 
76 ֝› ȴ 
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DNSЛ  ᾼҠ ἤȴ 

DNSSECᾼ∂ӴҠ ᵅ ׄ ♂ Ӣᾼ Ȳᵀ⁯Ьצ 2

ѻ ạ Ȳ Ҕ ╗ ἤ ɎConfidentialityɏ ѿ ц ὢ Ҡ ӣ ἤ

ɎAvailabilityɏȴẂֽ ἤȲDNSSEC ᾼ RR цRRSIG 

Ꞌӑ Ғ Ȳ֪ױМ Ҡ ⅔Ҕ ɎsnifferɏП Ἠ ה ậȴ

ᵀ ậЛ҅ῶ Ȳ֪Ɫ ⅎṳ DNS ᴻὢ  П Private KeyȲ֪

ױ ᾎ ҏ RRSIG ᾼ ᴖЛ ȷ֯ὢ ҠӣἤϱȲDNSSEC 

ⱢϚ ὢ Ȳ צ ⅎ DDoS ḃ ȲЛ ᾼ Ͼϱכ ᵿȲ

⁄ DNS Server Ҡ ֪ ᴖ ᾎӔ ᵂȴᵀ ╥Ἤצ

ὢ ꞋԚצᾼ ȲᴖЛ Ҭ╥ DNSSEC ᾼ 77ȴ 

ҫҵȲӦὑDNSᾼ ỞМ֯׀ɦ ∟Ϛ ɧᾼ ȲᵛDNSᾼ

ⅎљ Ӑ֮ DNSᴻ ὢ П  ϵѿẃ Ὑ ɎᵛӑҒ ɏ

ѠהȲ֪ױ ὔ ắ  ḃ Ɏspoofingɏȳ Ἠ╥Ẕ҃Д ȴ

צ ὑױȲ Џ ԉ ɎIETFɏ ҏϠϡ ạ ḟ DNS

∟Ϛ П ȲҔ╗ DNS over TLSɎDOTɏ DNS over HTTPS

ɎDOHɏȴ ϚḔṕПȲ DNSSECDNSҒϤṝԌ ᶙ

ἤᾼ ▲ ạ ȲϚ ᴖṕ DNSⅎљ ᾼׄԓἤ ἕ Ȳ֪ױӐ֮

ᾼDNSᴻὢ ᴩDNSSECᾼ Ȳṳ∂ӴẔ ᾼ ἤ

ᶙ ἤȲ ∟ Ὠ DNSⅎљ Ȳᵀ⁯ Ҡ ắẞ  ᾼ

ḃ 78ȴ 

Ȳϱױ֪ Ẓ ạҠ ὑDNS ⅎљ Ӑ֮ DNSᴻὢ Ғ

Ȳѿц ᾼ ἤѿцᶙ ἤ ᴩҒ Ȳṿ DNSⅎљ Ҡ

ṿӣԉϚẦ DNSᴻὢ ᴩ 79ȴ 

 DOT Ɫ ׄԓẦ ɎTransport Layer Security, TLSɏ

DNSᴩҒ ȴױẦ ѻ ӭ֮ⱢṮѦМ Ϣ ὑ DNS ᴩḃ

                                         
77 ֝› ȴ 
78 ᾏּדᶾȲɢDNS ׄԓṮ ᾼ ∟Ϛ ɣȲ

<https://www.uniforce.com.tw/edcontent_d.php?lang=tw&tb=1&id=217> 
79 ֝› ȴ 
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ạȲѿ’ ṂȲṿ DOTҠᵂⱢṮ ⅎ М Ϣḃ Ȳ

DNS ᴩ Ἠ ᾼṮ ȴDOHⱢϚה DNS έ

ᴩׄԓоғ ᾼѠהȲѻ ӭᾼⱢѿҒ ᾼHTTPSẦứ ᴩDNSέ

ḖȲѿ ᵍ Ở DNSẦứПӣљᾼ DNS έ Ḗ Ἠ╥ Ḃ

ɎẂֽМ Ϣḃ ɏȲѿ’ ӣљ Ṃ80ȴ 

ᴖȲᵛṿᶾ ϱ ҏ֢ ׄԓ ᾼѠ ȲᵀӦὑ DNS ạ

╥֢ ᾼ ȲⱢϠ ᵅ Ἃ Ȳ ṿӣ῏ ᶶ ϱ

ȲDNSᵂ ⁄ϱ ȷ ֯ DNS Ầứϱ Ғׄԓἤ ḖȲ

Ҡ DNSạׄԓȲᵀ⁯Ҡ Є ⇔ ᵅDNSᵂᾼ ȴ

ϱӐБ֢ה֢֯׀ ᾼ ׄ№ Ȳ֯ϯѷ҅ ‒ ᾼ֢

ӣϯȲӦὑ ᾼ Є Ȳ ׄ№ Ҭ ḆҒ ȲҒ

ᾬ Ӑṝᾼ ׄ ḖȲDNS ạБ Ӈ Є оẔ ׄṮ

ϩᾼᾭᾓȴ 

(Ϛ) 5G ϯ DNSᾼ ׄԓ Ḗ 

֯ϱ DNSạᾼ ׄ№ ϯȲϯѷ҅ ‒ ᾼ ӣắẔ

Ȳ֢ Ϸ Л֝₤ ᾼ ׄ№ ȲиᵑⱢȸ 

1. ׄԓ  

֯ϯѷ҅ ‒ ӣ МȲᾬ ӣᾼ Ṇ

ד ὑẔ҃ ₤ᾼ ᴖṕ Ɫ Ȳ֝ Ȳᾬ

ᾼ ᵂ ד  ȲҠ 5̡ ױѿϱȲ֪ד10 Ӑ

ṝ֯ ♂ᾼ Ṇ с ϱȲᶁắẞד Єᾼ ạȴᴖᾬ

ӭ›ӼԊ DNS ạ ϱ Ȳ вᾼ DNS Ḃ

ȲἨ╥DNS׀Ɏcacheɏ ạắẞϤ–Ȳ⁄ ҵ Ȳ

―Ҡ ֪ ᴖ ᴟ ᾼӭᾼ֮ȲἨ╥ ☼

іᴟЛӔ ᾼӣ ȲֽDDoSḃ ȴ 

2. ׄԓ  

                                         
80 SemisphereȲɢ[ ׄ] DNS over HTTPS(DoH) DNS over TLS(DoT) ɣȲ6/29Ȳ2019Ȳ

<https://firsemisphere.blogspot.com/2019/06/dns-over-httpsdohdns-over-tlsdot.html> 
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ֽ›Ἤ ȲӦὑῴỞᾼ DNS Ầứ Ȳ֪דױ ὑ

Ẕ҃ ᾼ ẦứȲѥ ׄԓἤᾼ Ȳ֯ ᴩ DNS

▲ Ȳ―Ҡ ♪ ד ᾼ Ȳ ᾼׄԓȴ֯

DNSᾼ▐ ϱȲ ╥ᵅ ᾼ▲ Ȳ ҏҟᾼ ֵȲ

DNS ṳӑ Ғׄԓ ạȲἨҒ Ȳ⁄ ♪ ᾼ Ϸ ȴ

ȲDNSױ֪ ẦứӐṝᾼׄԓἤϷ СѿҒ ȴ 

3. ׄԓ  

֯ϯѷ҅ ‒ ᾼ ạМȲ Ϡ ֢ ▲

ᾼἬ֯ᴯᵿȲ Ṇ Ӑṝ ҠѿכⱢ ᾼ ᵑ

ạȴӦὑ֢ ֤צ Ȳ֝ ӼⱢҵꜜ ᾼ

Ȳ ạױ ⁄Ҡ в Ȳ ᵍӑ ȳЛ

צ ᵑ֤ ɎIDɏᾼ ֯ в ᵂȲἨ╥ DNSạ ҵ

Ȳ ᴖ ‒ ᾼׄԓἤȲ ᵍ ᾼȳӑ Ҡ

ᾼ ֯ М♄ Ȳ ᾼׄԓἤȴ 

ᴖҫϚѠ Ȳ в ֣ҵ ȲϷ ֣

ạ▲ ᾼ ᴯᵿȲױ ―Ҡ ạ

Ғѿ ạȲ ▲ Л֥ᾎᾼ֤ Ȳ Ҡ ạ

ȲӼҠӦ ạМ Ҡ ֯ᾼ ׄԓ ȴ 

4. Ṃ’  

֯ ӣᾼ МȲẔ Ҡ צ Ϣᾼ Ṃ

ȲẂֽ ᾼ ȳṞ ᾼṞ Ȳ ṷ Ӑ

ṝ ṿӣ῏ᾼ ד… йȲ ṿӣ῏Ӣ♄ ⇔ ֥Ȳ╝ ṿצ

ӣ῏ Ṃ ȴ֪ױȲяẔ֯ṿӣ῏Ӧҵ֣в ᴩ Ȳֽᴶ

ṿӣ῏ᾼṝԌȲṳ ’ṿӣ῏Ҡ֥ᾎᾼ Ȳ֝ ╥

‒ Ṇ ҠҒѿ ᾼ ȴ 

╝ ᴖṕȲϯѷ҅ ‒ ạцẔ Ṇ Ȳ Ἥ

ϱᾼ ҵ ׄԓȲϷ Ӧҵ ֣в ᾼ

ḖȲṳ ᾼ ᵑɎIDɏȳ֤ ɎDNɏȳᴯᵿɎIPɏ
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ɎOwnerɏ῏צ П ᾼדФ Ȳѿ ’ ᵂᾼׄԓ

ἤȴ 

Ӧϱ ᾼЮ Ҡ῀Ȳ ‒ ạ֯ ѷ҅ ӣὢ ᾼ

ḖϯȲБЛ ᷊ Ầᵗ ᾼṔᴥȲḆҠ ԉ ׄ

ԓᾼ қȷ ᴖȲⱢϠṿ ạ ᶙ ᾼ᷊ ׄԓ қȲϯ

ѷ҅ ‒ ạֽDNSạȲ цᶾ ҒѿḂṏȲ

оẔׄԓἤ Ҡ ἤȲѠ ’ вц ҵᾼ ׄ

ԓȴ 

ᶾדּ ☻ ⱢȲ5G ҅ᾼẃ Ὑ Ḃ צ

ׄṮ ạȲṿṮ Ѡה ⱢḆҒ ἤȲṳѹϷ ḆֵЛ

֝╚ ȴ5G▐ Ɫ ứ ɎSoftware Define Network, SDNɏȲ

Л֝ὑ ҟѿ∟ ▐ ᾼ4G ▐ ȴ ứ

ꜜȲ֪5ױGѷ҅ᾼ ׄṮ Ӽ Ӧ ứ ПȲᵛ

ғ оɎNetwork Functions Virtualization, NFVɏȴ ҟ

ׄ№ Ȳԍ ѿв ᵂⱢе в ᾼ Ѡהȴ ᴖȲ5G

ѷ҅ ỞȲ ὑе ᾼ МȲ֪ױԍ

оѠהйҏϚ ȲᵂⱢ  ȴ 

Ȳԍױ ӣᾼṮ ᶾ Ӽ оȲѿ ứ ПѠה

ṿ ☼ оᾼϤ–Ṯ Ṇ ѿцṮѭ Ȳ5Gὑ ׄἬ

ᾼ╚ Ҕᵶȸ∂Ӵ ᾼ оᶾ ѿц ׄṮ Ғ ∟ȲЛ

Ҡ ὑ5Gɦ ȳᵅἋ ȳЄ ɧП ₇ כ 81ȴ 

5G ᶾ ᾼ Ȳӭ›Ӽצ ֵᶾ Ӕ֯ HTTP

ѿцDNSᾼ Ȳṳ ▐ оᶾ ᶶ ȴ

ӼᵛȲNFV MECӔ 5G Ɫ HTTPѿц DNS

ҏ ᾼ ḖȲẂֽ HTTPDNSẦ ᾼ ȴ ẂᴖṕȲHTTP 

ḆҒ ế Ȳѿ Ṝ 5G ᾼ Ɏthroughputɏ

                                         
81 ᴯ ҅Ȳɢ5Gȳ ϱ Ȳ ׄ Ḇ њȹ4Є ׄ ᴔ ᾃ ɣȲ12/13Ȳ2019Ȳ

<https://www.bnext.com.tw/article/55909/trendmicro-estimation2020-cybersecurity> 
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ếᵅἋ Ḗȷ ὑ DNSȲӦὑӑẃ ҏϫ 5Gᾬ

Ȳ֪ױ DNSӼ Ɫ ṷᾬ ὑ

ɎdiscoveryɏѿцᴯᵿɎaddressingɏПԓ ᾼ ḖȲẂֽDNSὢ

ɎDNS Service Discovery, DNS-SDɏᾼ Ȳ╥֯ ἒױ

Ɏmulticastɏ ᶮϯȲᶶ ὢ Ȳṳ

⇔б ϢϩЮϤᾼ Ӕȴ82 

ԓ ῀֤ דּ OX ῖԌצ еҨɎOX Software 

GmbHɏ ᴩПӪӫ ɦDNSὑ 5G ḖɧɎDNS in a 5G 

Network New Requirements and Demandsɏ ȲӑẃIoT

֯5Gʉ ϯ Ⱨἤכ Ȳᴖᴞ ḦṞȳ ’ ѿцЏ

╟ ₣᾿ ӣӀ яⱢ Ȳᴖ mMTCế URLLC ═

ȴ כ ᴷȲ2025ד 50צ ᾬ 83ȴ 

ӦױҠ ϯϚᾌᾼ Лԛ‭ ὑ ₤њ

Ȳӑẃᾬ П П ᾼ Ɫ ȴ5G

ἤ ӣὑ₣᾿Ӏ ȲϷі ὑ DNSὑ 5G йѱѿц

ᾬ ᾼ ᾃȴ 

ϚḔṕПȲ Эᾬ ṿӣ֢ᴞᾼ Ṇצ

ᴩ ᵑ ậȲѹ׀ ᾬ Ҡѿ ӣ

Л֝ ₤ᾼѠהᵂⱢ ᵑȲẂֽ ᾼᶧԝ Ɏthe serial number 

of the deviceɏȳ ᴩ ( International Mobile 

Equipment IdentityȲ IMEI)ȳMACᴯᵿɎMedia Access 

Control Addressɏȳ ẃ Ɏdata origin authenticationɏѿц

Ẕ҃ ₤ ᵑ ȴϱ Ѡֵה Ɫ ᾼ ᵑȲѹ Ҡѿ 

ṿӣȴ ϱ ᵑ ᾼ ῏צ ṿӣ῏ ὑ╣

Ɏmappingɏ …Ȳ  ṿӣ Ӣ Ṃᾼ ȴ 

                                         
82 COMPUTERWORLD, "5G AND FUTURE MOBILE" (2017), 

<https://www.computerworld.com/article/3204594/http-and-dns-in-a-5g-world.html> 
83 Ox software GmbH, " OX Whitepaper DNS in a 5G Network New Requirements and 

Demands" ,WHITEPAPER VERSION 1.0,p.5 
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ⱢϠ ḟᾬ ᾼ Ṃ ȲѿDNSⱢ ᾼ ạ

Ɫӑẃ ֥ ᾼ ḟѠ Ȳṳ ’Л֝ йѱ

ᾼФ ȴ DNSᾼ ạ Ȳ ᵗὑצ ᾬ

Ȳ ю╠צᾬ ᾼ ׄ 84ȴ 

ὑ DNS ὑᾬ ᾼ ȲICANNϯᾼ ׄ

ԓц ứ ỗ ɎSecurity and Stability Advisory CommitteeȲ

SSACɏὑ ד2019 5ѣ ҏᾼɦ ὑ DNSѿцᾬ ᾼ

ȳ ╚ ɧɎSAC 105 The DNS and the Internet of Things: 

Opportunities, Risks and ChallengesɏȲѿц ІЏ

ɎInstitute of Electrical and Electronics EngineersȲ IEEEɏ ὑ

ד2020 ӁᾼɦDNS֯ ᾬ ᾼ ȳ ╚ ɧɎThe DNS 

and IoT: Opportunities, Risks and ChallengesɏȲᶁ Ὑӑẃ IoT

DNSᾼ …ѿцẔӻФᵂӣȲӼҐ ӑẃ ᾬ ֣

DNS ạⱢ ᾼ ׄ ȴ 

ὑ ϱ ὑIoTDNSᾼ … ПכᾎȲ Ɫᾬ

ᾼ ᾼ ᵂӣȲẔ ṳ Ϣ ᾼ ѿ

цϢ Ȳ֪ױ Ӣ ὑ ᾼׄԓȳ ứѿц Ὑ⇔ᾼ ḖȲ

ᴖ֯֝ױ   ѿẃϚ᾿Ɫԓ ӣᾼ ▐ ϯȲDNSҠה

ӣẃ ϯѷ҅ׄԓȳ ứ ὙП ׄ Ḗ ԈȴẂֽȲ

֯ӑẃ ᾼ ӣМȲDNS ᾼ ạҠṿ  

ứᾬ ȲᴖЛ ắẃ ЛὙᾼ ȴ85 

ϚḔṕПȲֽ SAC 105ᵫἬ ȲӑẃЄ ᾬ

ᾼ Ҡ ӣIPȲṳ ṿӣDNSẃứᴯẔ ᴩғ Ἤ ᾼ

ὢ ȴ֪ױȲDNSӑẃ֯ᾬ ═ ᷊ Ṕᴥ

ᵂӣȴᴖ ׄԓἤѿц ứἤᾼṔ⇔ᴖ ȲḆҐ DNSṔᴥ

                                         
84 Id.p.8-9 
85 ICANN Security and Stability Advisory CommitteeɎSSACɏ,"The DNS and the Internet of Things: 

Opportunities, Risks, and Challenges " ,SAC 105(2019)p.11 
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ғ ᾼ ἤȴ86 

(ϡ) ICANN ὑ DNSᾼ ׄԓ ᴷ 

Э ὑ DNSὑ 5G йѱѿцᾬ ӣПׁש

ṅȲѻ ѿ ICANN Ɫ ȴ DNS֯ 5G

йѱѿцᾬ ᾼ ӣȲICANNὑ2017צדDNSѿᵂⱢᾬ

ᾼҠᴩἤП Ὑ87ȴ 5G йѱ ᾬ ᾼ ⁫

ӣȲ5G йѱ ᾬ ᾼ DNS ȲⱢӑẃᾬ ѷꜜ

М Ҡ ᾼ ᵂ ạȴ 

֯5Gʒ ᾬ ᾼᶶ ϯȲICANNὑҟɎ2020ɏה

ד Ở ᾼצ ȲẂֽה Ầ ɎTCP/IP 

protocol suiteɏ╥ᵡЬ ӣὑ5Gȴ֪ױȲICANN ϱ ᾼ

ҏ ὑDNSᾼ ȲẂֽȸ88 

ȶ 5G ȳᵅἋ ᾼ ӣ Ȳ╠צᾼ DNS╥ᵡЬ

ӣὑ5G ȹ 

ȶ ICANN ᾼ ԓ Ϛ ᵑ Ṇ Ɏunique 

identifier systemɏ╥ᵡЬ ӣὑ 5GȲḀἨ╥ 5Gᾼ ѷ╥ᵡ

ẃϠẔ҃ ὑ ᵑ Ṇ ᾼ Ḗȹ 

ȶ 5Gᾼ ╥ᵡЬ ṿӣ ȹ 

ҫϚѠ ȲῺדẃᾬ ᾼ ׄ ҏЛ ȴ ֥

DNS ‒ ạᵂⱢᾬ П ạȲ ⱢDNSẃ

ᾼ Ȳ֝ Ϸ DNS╠צ ᵂ ạ ẃ ȴὑ иȲ

DNS ẁПғ ᵗὑצ IoTḆҒׄԓȳ ứế ὙȲױ

ҵDNSҠѿצᵓὑIoT ȸ89 

ȶ έ Ɏresolverɏ ᴩṝи ṳҒ DNS☼ ȷ 

                                         
86 Id. p.24 
87 ICANN ᶾ е⅍ ɎICANN Office Of the Chief Technology Officer, OCTOȲⱢ ᵑ

ṅȳשׁ ᵂцׄԓ   ɎIdentifier Research, Operations and Security, IROSɏ ›ṝɏὑ ד2020 1ѣ

ᵉᾼɦ5G Technology ɧ ᵫȲᵛצ цȴ 
88 Alain Durand, "5G Technology",ICANN Office of the Chief Technology Officer(2020)p.1-13 
89 Id. p.10-13 
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ȶ DNSSEC’ IoT Лắ ḃ Ἠ№  

ȶ DNS ẦứɎDNS protocolɏҠצᵗὑԛװ Ɏdouble checkɏ

IoT ᾼ ἤȷ 

ȶ DNSҠⱢ IoT ẁ ▲Ẕ ᾼὢ ╥ᵡצ ᾼѠᾎȲ

ṳ Ҍὢ ẁӣὑIoT ПẔ҃ׄԓὢ ᾼ ȷ 

ȶ ’ IoT ᵍὑ ֤ Ҍᵖ═ȷ 

ȶ DNS▲ ạⱢ ṿӣ῏ ẁϠḆṾ ὙᾼIoT ȷ 

ȶ ᴕ ẞIoTἬ ẃᾼׄԓ Ȳ DNSׄԓṮ ạ Ṇ

ȲҠ ’ӑẃDNSᾬ ᾼ ᵂׄԓȴ 

ᴟὑDNSᾼ ȲSACᵫ ẞᾬ Ҡ ὑDNS

Ϯכ ϩȲ ᴖ כ ׄ ȲҔ╗:90 

ȶ IoTᵑ ὑ DNSЛᵓП IoT ɎProgramingɏȸ ֵᾼ

DNS▲ Ȳ כ DNSέ ׀ ҒȲЄ в

Ȳ׀ Ӣ έ ᾼ DDoSḃ Ȳṿ ᾎ  ☼ Ȳ

֝ ӼӔ֯ ᴩӔ ▲ ȲӇ ẞ ᾪӐ Ӂ∟Ở

ȴ 

ȶ IoT⅝ ӢDDoSᾼЄ ḃ Ғ ἤȸӦϚ

ᾼᾬ ⅝ᾼIoTכ Ἤ ӢDDoSᾼ

Є ḃ DNSɎѿцẔ҃ ₤ᾼ ɏȳ ҒẔ

ἤȴ 

ȶ е ᴻὢ ᾼ Ғȸ֯е ᾼᴻὢ Є Ғᾼ ᾓϯȲ

DDoSҠὍЄе έ ắ ϱԉᴶⅎљ

ᾼDNS▲ Ȳᴖ‍ ὑẔ ὢ Пⅎљ ȴ

ᵛȲḃ ῏Ҡѿ Ӧ֣Ӊ ᾼ έ ֵDNSḖȲṳ

▲ ᾼ IP֮ᵿ Ɫ ắ ῏ᾼIP֮ᵿȲṳᵓӣ

ȴ ֪ Ȳױ έ ᶧ ԉᴶ֫ ắ ῏ᴖЛ

                                         
90 Id. p.14-17 
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╥ḃ ῏Ȳ ᴖ ҒϠὍЄ Ȳ֪Ɫ DNS֫ Єὑ

DNSḖȴ91 

צҵȲⱢױ DNSׄ ԓ ạ ӣȲICANNὑ ד2019

ӁПɦICANN ⇔ד 2021-2025 ɧɎICANN Strategic 

Plan for Fiscal Years 2021-2025ɏ∂ ȲICANN ῂ ֥ᵂȲ

DNSᾼׄԓц ứ Ȳ∂ӴϚ צ Ầᵂᾼ ạȴ Ȳױ

ICANNὑ20205דѣכӴDNSׄԓẦ ᶾ ṅЊשׁ ɎDomain 

Name System Security Facilitation Initiative Technical Study Group, 

DSFI-TSGɏȲѿ ṳ‚ ICANN֯ɦ о DNSӢ Ṇ Мֵ

Ѡᵓ …ϢẦᵂФ ȳ ᴖҒ DNSׄԓɧᾼ ϩ ȴױ

Њ ң ϢⱢICANNׄԓ ứ ỗ ɎSecurity & Stability 

Advisory Committee, SSACɏ Ṷ ϢȲ вכ ￼ ֢ Ȳ

ϠDNS ế Ѡ ᾼ Ȳѿцẓצ Ӝ ếׄ

ԓṶԈȳ Ҍ ếắ Ҍ ᵂѿц ╟

ᾼ 92ȴ Њ ḕ ң Ȳṳứ ὨὍכ

֯ICANN blogЊ ᾼ ɎdashboardɏϱȲẔ Ҕ╗Ṷ

Ԉ֫ ȳᶾ ȳICANN╜ ц╠צ ᶧȳ ᴩ ᾓȲӼ ’

аֵצ═ ȴ 

DSFI-TSGЊ Ϛד ᵂ∟Ȳὑ ד2021 10ѣ ӁϠ

ɦDNSׄ ԓẦ ᶾ ṅЊשׁ Ӓ ᵫɧɎDNS Security 

Facilitation Initiative Technical Study Group - Final Reportɏ93Ȳ ᵫ

Миᵑ ♪ ɎCredential Compromiseɏȳ׀ậ ạ

ɎAccess Controlsɏȳ  ḃ ɎResource Impersonation 

Attacksɏȳ ếẦứ ♂ɎCode and Protocol Vulnerabilitiesɏȳ

                                         
91 ICANN Security and Stability Advisory CommitteeɎSSACɏ,"The DNS and the Internet of Things: 

Opportunities, Risks, and Challenges " ,SAC 105(2019)p.14-17 
92 ICANN, Domain Name System Security Facilitation Initiative Technical Study Group Begins Its Work, 

July 1, 2020, available at https://www.icann.org/en/blogs/details/domain-name-system-security-facilitation-

initiative-technical-study-group-begins-its-work-1-7-2020-en 
93 DSFI-TSG, DNS Security Facilitation Initiative Technical Study Group - Final Report, Oct. 15, 2021, 

available at https://community.icann.org/display/DSFI/DSFI+TSG+Final+Report 
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╟ ɎInfrastructure ChoicesɏȳDNSWⱢḃ ֣ ɎDNS as 

the Attack Vectorɏѿц  ḃ ɎDenial of Serviceɏ Ȳԝ

ҏ֢ ḃ ṶԈṿӣᾼḃ ֣ Ɏattack vectorɏȲѹ Ӵ

ᾼ ╟ȴ 

֯ḕ ᵑМȲDSFI-TSGЊ ὑDNS ᾼБ῀№

Ȳ ֵ DNSḃ ṶԈМ ṓᾼḃ Ȳṳה Ҡѿ

ṮѦἨ ṷṶԈ ἤᾼ צ ╟Ȳ ᵫ ẁϠ12∂

 ICANNҠѿ ậᾼᴩ Ȳѿ DNSᾼׄԓἤȴ ᵫӼ╓ҏȲ

 ṷ∂ ╥ ICANNἬ ҏȲᵀһ ӦḆ ᾛᾼ

ᵓ ד ῏Ԛ֝ᵘϩИ ȴױҵȲЊ ѻ ḃ ᾼ ạȲ

ᴖ‍ṶԈПв Ȳṳѹ…ѿ Ḇ╜ ᵂⱢ∂ Ѡ֣ȲᴖЛ ֣ạ

ứ ╜ ȴ 

ḕ ḃ ֣ ȲDSFI-TSGЊ ѿϯ ᴩиέȸ 

ȶ צ ṷ╠צȳҠӣὑ‚ DNSׄԓᾼ ạἨғ ȹ 

ȶ ӭ›DNSׄԓ ᾭᾓМȲ ᾼ ֯ ȹ ṷ

ṷᶾ Ḗȹ ȳ ȳ Ἠ ╟ ṷ

Ҡ ᵂᾼ Ṿ Ɏbest practicesɏẃ ȹ Ṿ

ếẔ҃ᶾ ╟ᾼ ╥Ш ȹ 

ȶ ṷ Ӣᾼ Ɫᴶȹ ᾃ ṷҵ ἤȹ 

ȶ ╥ᵡצ█ṷ Ȳ DNSѩ Ẕ҃ ὢ Ḇ ὔі

ׄԓ ȹҠѿ ᴿ ᾼẔ҃ ɎẂֽ

╟ ɏ Ш ȹֽᴶḂ צ ᾎȹ 

ὑϱ ᴕ ȲDSFI-TSGЊ ὑ Ӓ ᵫМȲ ϯԝḃ ֣

דέשׁ ẂцБ῀ᾼ ᶾ Ȳ ѿ Ӵẓ ᾼ ╟Ȳ

ṳ╓ҏ ╟ᾼ ᵂ ạȴ 

1. ṝԌ ᵑ ậ׀ ɎIdentity and Access Managementɏ 

֯ ֤Ṇ МȲ Ѿḕ ֮Ѡ ṿӣ Ȳ ὑ Ṇ

ᾼḃ Ҡ ֽ Ҍ ẞ Ḃȳ ᵖ═Ɏdomain 
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hijackingɏȳ☼ Ɏtraffic interceptionɏȳῂӻЏ ḃ

Ɏsocial engineering attacksɏ ȴѿϯиᵑ ♪

ҌϢȳ Ҍ ȳắ Ҍ ế ᾼ Ȳѿц

ṷḃ ₤ᾼẓ ╟ȴ 

(1) ҌϢ ♪ ɎRegistrant Credential Compromiseɏ 

ҌϢ╥ Ҍ ֤ᾼ ϢἨ ȴ Ҍ ֤∟Ȳ ҌϢᵛ

ắ Ҍ Ἠ Ҍ Ȳвפּ֥ Ҕᵶ֝ Ҍ

ế Ḗ ֤ᾼ ế Ԉȴ֯Єֵ ᾓϯȲ ҌϢҠѿ

ṿӣӣљ֤ˍ І Ԉ֮ᵿế ᴩṝԌ Ȳѿ ế

ḂẔ ֤ȴֽὨ ҌϢᾼ ӣȲḃ ῏  ҉ Ҍ

ϢȲ ֤ ẞ ҌϢᾼ ạПҵȳ ṿӣ῏ ֣

ẞ Ἠὢ ȳᵔ Ἠ ֤ȲἨᵔ DS ẃ Ḃ

DNSSECד Ȳ ᴖậ DNSSECẁᾼ’ ȴ 

ϯԝḃ ὔṿ ҌϢ Ӣ ♪ ȲҔ╗ȸ 

ȶ ҉Ɏcredential stuffingɏế Ɏpassword 

sprayingɏḃ  

ȶ ɎphishingɏɎҔ╗SMSế ɏ 

ȶ ῂӻЏ Ɏsocial engineeringɏ 

ȶ І Ԉ љᾼϤ–Ɏ ḃ ῏ ᴩ ɏ 

ȶ ȳ ếМ ḃ Ɏmachine-in-

the-middle attacksɏẃ  

ȶ Л Ɏֽ ṿӣȳҠ ȳ ɏ 

ȶ в ӣế ӣ 

(2) Ҍ ȳắ Ҍ ♪

ɎRegistry, Registrar, and Reseller Credential Compromiseɏ 

Ӧὑ Ҍ ֤ɎTop-Level Domains, 

TLDsɏế  Ɏaffiliated zoneɏӨ Ȳ֪כױⱢ ֵ

ᴩⱢ῏ẓᵮіϩᾼӭ ȴ Ҍ Ϸắẞ ♪ Ȳ
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һ ֯ DNSṆ Мᾼᴯ Ҡ ṿ ♪ ᾼ Ὠ ӢḆ

ᾼ ȲẂֽ ẔПϯᾼἬצắ Ҍ ȳ ế

ҌϢȴѹ Ҍ ẁ ᾛᾼ ὢ Ȳ֪ױԉᴶ

ϱ ᾼ ȲẂֽ ԈȳDNSế Webὢ ȲϷ

ȴֽὨḥצ ᾼׄԓ ạȲϚӎ ὑԉᴶϚ ὢ ᾼḃ

ғכ Ҡ Ɫḃ ῏ Ẕ҃ḃ ȴ 

ὑDNS ᾼ ẂȲ Ҍ ắ Ҍ

֣ ҌϢҏ ֤Ȳ╝ Ҍ Ҡ ứ ᾼ Ҍ

Ϣḥצ᾿ …Ȳᴖ╥ Ӧắ Ҍ ḆḂ Ḗ ᴩṝԌ

ȴ֝ Ȳắ Ҍ ⁄ Ӧ֢ ẃ ẁ ҌϢᾼ▲

ȳ ȳḆ Ἠᵔ ֤ Ҍ Ȳ ֽ ṷ

ẞϤ–ȲҠ ắ Ҍ Ἠ ҷ Ẕ

Ҍ иἨԓ ᾼ ạ ȴ 

(3) ♪ ᾼ ╟ 

ᾼ Ṿ Ҕ╗ɎᵀЛ ὑɏṿӣ ȳϚ

ἤṿӣװ ȳֵ Ɏmulti-factor authenticationɏѿ

ц ȴױҵȲẔ҃Б῀ᾼ ╟Ҕ╗ȸ 

ȶ ṿӣֽɦHave I Been Pwnedɧ94 ὢ ẃ ạБ♪ ᾼ

ṿӣȲṮѦ Ἠ ҉ḃ ȴ 

ȶ ═ צ ᾼἬצ ᴩ ȳ ṓḃ

ɎẂֽ ɏế ᶾ ᾼ Ṏȴ 

ȶ ♪ ᾼ ạế ȲẂֽ

Ɏscanning password dumpsɏἨ ṿӣ῏ᴩⱢ ȴ 

ȶ ѻ ѝԈᶈᾼ WHOIS Ȳѿᶶ ӑ

ᾼḆḂȴ 

ȶ ứ ȳ ▲ế ♪ ֫ ᾼ ᶧȴ 

                                         
ױ 94 ן ד ⅎ ậȳеᵉ֯ ϱᾼ֤ ȲṿӣѠהⱢ Ϥ Ϣ E-mailἨ

ȲᵛҠ Ẕ ѩ ▲ ῏ᾼ Ϣ צ ♪ ȴ 
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ȶ ֤ ẁ ֤ׄԓ ɎRegistry Lockɏȴ 

ȶ ḖẔ҃ ᶧἨϢẃ ṝԌ ḖȲ ᴩ ҵ

Ɏout-of-band verificationɏȴ 

֯ ᵂϱȲ Ҍ Ҡ ắẞ ạȲḥ

Ҡӣᾼצ ẃ ׄԓ ȲᴖѹӦὑ ֯ ’

ⅎљ љׄԓѠ Лắԉᴶּ֥פ ᾼּפḇȲ Ҍ

ӑќ═ṿӣ ṝԌ Ȳֵ Ɫ

ᾼ ᶧ − ӣȴױҵȲҏὑ ֯∟Ὠȳ

ԉ ᴕ Ȳѿц ᵫ ᴩⱢᾼᾎ√ ЛϚ Ȳ

ắ ὑϤ–ṶԈ’═ ⇔ȲֽὨ ṷ

₤ᾼḃ ḥצԚ֝ Ȳ⁄ ѿ ᴷ ᾼ ⇔ṳ

М ẃԚ֝ ḟ ṷ ȴ 

ậ׀ .2 ạ ɎAccess Control and Authorizationɏ 

ậ׀ ạ ╥╓ ṝԌ ѿ׀ậ ứὢ Ἠ П

ȲҠ М׀ậӑ ᾼὢ Ἠ ᾼ ᾓȷἨ῏֯ ѽ

█ṷ ᵂ ᴩ ᾼ ᾓϯȲб ḆḂᾼ ḖȴẂֽӑ ᾼ

І ֤ ɎUnauthorized Subdomain TakeoverɏȲІ ֤ ╓

‍ ṿӣ῏ ậ׀ ѿ֯҃ ạᾼDNS ϯ ᵉ

в ᾼᴩⱢȲҠ Ἤצ῏ᾼҠ‒⇔ȴ׀ậ ạ

ד ᾼ ♂Ȳ ᴖױ ד♂ ᾼϤ–ṶԈ−юе ȴ 

Ӕ цẔ ╥Єֵ ᾼ═ ╚ ȲϚ

Ҡѿ ậẒ ẓ Ḕ ẃ ậ׀ ạѠ ᾼ Ȳᵛ ֤

Ɏdomain verificationɏế ᵂ Ɏoperational validationɏȴ

ὢ ẁ Ҡѿṿӣ ֤ ᶾ ɎẂֽID ɏẃ ֤ˍ

ПἬצ ˍ ạ ȴ ᴖȲ ╟ ᾼ׀ậ ạ ạ֯ ᵂ

Ѡ ֯׀ Є╚ ȲӦὑӭ›ḥצὙ ứ ᾼѠᾎҠӣѿ

ᾼἬצ Ἠῶӱ П ᾼ ạ ȲϷḥצ ӣᾼѠᾎҠ

ứ ᵂ╥ᵡ ẞ҉и Ȳ֯█ṷ ᾓϯȲ Ҡ ֪Ɫ
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ѿ Ṏⅎљֽᴶṿӣ ṷ ạѿц Џѿ ᴩ ṷ ạȲᴖ

Л ╟ ậ׀ ạ ạȴ 

3.  ɎResource Impersonationɏ 

ֵצ ѠᾎҠѿ DNS▲ ֣ẞ ϮѠȲ

צ֣ ֯ᾼ ȲҔ╗ ֣ẞ ӭ ȲἨӣὑן ṿ

ӣ῏ᾼ ȲẂֽDNSp═ɎDNS hijackingɏȴ 

(1)   έ ɎImpersonating a recursive resolverɏ 

έ ╥ ṿӣ῏ế №DNSᴻὢ П ᾼМЮȲ

ẃᴞ ṿӣ῏ ᾼ DNS▲ Ȳ▲ ȳ ếᵅ

ᵑᾼ №ᴻὢ Ȳṳ ֫ ᶶậМȲѿ―Ḇᶶ֮֫֯׀ ӑ

ẃᾼ▲ ȴ 

Ӝ ῏Ҡ ֯ṿӣ῏ᾼ ϱׄ Ἠ Ӧ

Ȳ ᴩ DNSp ═ɎDNS hijackingɏ ḃ Ȳ

ᾼ DNS ṿӣ῏ ֣ẞ Ȳ ṷ

₤ᾼḃ ẂҔ╗ DNSChangerהѿц GhostDNS⅝

ḃ ȴ 

(2)  ҉ № ֤ᴻὢ ɎImpersonation of Authoritative 

Serverɏ 

֤ᴻὢ ᾼ ҉ϷҠѿ ḃ ῏ ɎṳҠן ֫ ɏ

Ἇ № ֤ᴻὢ ᾼ DNS▲ Ȳ ѠהȲḃ ῏

DNS▲ ṳ֫ ᾼ ȴҫϚѠ Ȳ ҉῏

ӼҠ ҏӔ ᾼ֫ ɎẂֽ ҅ ȳ ἨМ

ᴻὢ ᾼ▲ ế֫ ɏȲ ṿ ҉♄ ᵑ ѿ ȴ 

(3)  ḃ ᾼ ╟ 

֯ ֵ  ҉ᾼḃ МȲ ṓᾼБ῀ ᶾ ֽϯȸ 

ȶ ṿӣVPNּז ɎTunnelingɏᶾ Ȳ ’Ҕ╗DNS

֯вᾼἬצ Ғ ȷЛ Є֯הѠױ

₤ М ѿ ȲѹVPNӇ ᴩדФ ȴ 
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ȶ ᾓб ϯȲ ạ ὑБ῀ Ҡ׀ậDNS ȴ 

ȶ ϱṿӣᾼ έ ếᴻὢ ╥ᵡצԉᴶ‍ ᾼ

ȴ 

ᵂⱢẓ ╟ȲDSFI-TSGЊ ∂ Ȳ ṿӣ῏ ׄ

ṳ Ḇ ’ Ȳᴖѹ Ӈצ Ȳ ПԝϤ IT

╜ ПϚ иȴױҵӼҠѿṿӣ ѻ ứẦứ

ɎDynamic Host Configuration Protocol, DHCPɏȲ ӦẔ Ғᾼ

ғ ȲҠѿ▲כ╥ᵡצϢ ȴ 

4. ếẦứ ♂ɎCode and Protocol Vulnerabilitiesɏ 

ױ ḃ цӣὑ ᴩ DNSὢ ᾼ Ἠứ DNSᾼẦứ

Мᾼ ♂Ȳ и ♂╥Ӧὑ Ϣ ὑẦứ ᾼ ד Ἠ

Лᶙ ȲἨ╥֪ Л Ὑ ᴖ Ӣᾼȴ ṷ ♂Ҡ б ḃ

ậЛ׀῏ ậᾼ׀ ἨṆ Ȳ ᶶậἨ Ṇ Мᾼ Ȳ

ἨѿẔ҃Ѡה Ṇ Ӣ ȴϚ ᴖṕȲẦứ ♂ Ḇ

ѿ ȲӦὑẦứᾼԉᴶ Ḃ Ҡ ᵂἤ Ȳ Є

╟῏ế ᴩẦ ȴ 

(1) DNSᶶậ◖ ḃ ɎDNS Cache Poisoningɏ 

DNSʉ ậМ◖╓ Ϥ ֤ᴻὢ ᶶậȲṿ

ᴻὢ ᾼ ṿӣ῏ ṳṿӣן ᾼ ᶮȴ ᴻ

ὢ ֯֫ МҔᵶ ȲἨ╥ ϱᾼḃ ῏ ▲

ṳӢכᴞАᾼ֫ ȲἨ῏ ᾼḃ ғכ῏ ṿ

ӣ῏ȲꞋҠ DNSʉậМ◖ȴ 

(2) ếẦứ ♂ᾼ ╟ 

DSFI-TSGЊ ╓ҏȲDNSSECᴯ ц ╥

ᶶậМ◖ḃ ᾼ ϚѠᾎȲẔ҃ ╟Ҭ ᵂⱢ ḟѠ

Ȳ Ғ ᴩḃ Ἤ ᾼЏᵂ ȲẂֽ֯ έ ế ᴻὢ

П ṿӣҒ ᾼDNS ẦứɎDoTȳDoQɏҠѿ ֵ

ḃ Ɏon-path attacksɏȲᵀ ᾼḃ Ь ҏ ṳ ╟
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ɎẂֽSAD DNSɏȲ֪ױ DNSSECế ╥ṮѦᶶậ

М◖ᾼ Ṿᶾ ȴ 

Л Ȳ DNSSECБ ҏϫֵדȲᵀ֯ ֵ Ҍ

МȲ ֤ ҌϢɎᵛϡ ɏᾼ ӣ Ṽ −ᵅȴDNSSEC

П ѻ ғὑЄ₤ ϮѠ ὢ Ɏֽ Googleȳ

CloudflareȳQuad9ɏȲ֯ ᾼᾭᾓϯȲ ṿӣ῏Ҭ҃֯צ

ậᾼ׀ ֤ ѿц έ И ắẞ’ ȴ 

5. ╟ ɎInfrastructure Choicesɏ 

֯█ṷ ᾓϯȲӦὑ ὑDNSὢ ᾼ ᴕ ȲẂֽ

DNS ᾼ׀ ɎTime To Live, TTLɏȳṿӣ ᾼ ɎẂ

ֽ ᾼȳ Ϝᾼ ᾪӐɏȲֽὨ ὑ ᵅכӐȲҠ

ὔіϤ ♂ȴ֪ױȲ ╟ᾼ ≈ ᾼ

ᴷȲӇ ᴕ Ẕ ᴩᾼ ȲҔ╗‒ԉ …ế Ȳѹ ứ

▲Ȳ֪Ɫ ╟ӐṝҠ Л Ḃ ȲᵀẔṿӣ ᾓế

Ể Ҡ Ӣ оȲ ṷ о ╟ᾼṿӣếׄ

ԓἤ Ӣ Є ȴ 

֯ DNS TTLѠ ȲϚ ᴖṕȲTTLᾼ ц ἤ

Ɏresilienceɏȳ ἤɎagilityɏȳἤ Ɏperformanceɏѿцᴻὢ

Ɏserver loadɏП ᾼ Ȳ  ᾼTTLצᵓὑ ἤếἤ Ȳ

ᴖ ᾼ TTLצᵓὑ ȷ TTL Ɫ и Ἠ  Ȳᴖהּ

TTL⁄Ҡ׀ Њ ꜙᴟ щȴ ὑЄֵ ᴖṕȲϯԝẒ

ᾼ TTLⱢ ȲᵛḆ ȲἨ╥ № ֤ᴻ

ὢ ᾼḃ ȴ ֤ Ҡѿ Ḃ TTLȲᵀֵ ᾓϯꞋ

Ṽ ὑỆứᾼTTLȴ 

ắḃ Ȳ֯  ᾼDNS TTLᾼ ᾓϯȲὢ

  И ⌠ ȷᵀ ╥ DNSẁ ắẞḃ ɎẂֽ

DDoSḃ ɏ Ȳ⁄ṿӣ TTLⱢṾȴֽὨ╥ ḆḂDNS

ɎDNS delegationsɏἨ Ɏzone dataɏᾼḃ ῏Ȳ⁄Ҡ



119 

 

 TTLẃ ȷѹᵖ═ᾼ ’ ֯DNSʉậМȲ᾿

ẞ TTLẞ ȲҠ ╥֯ᵖ═ ẞṳḆӔᾼ щП∟ȴҫϚѠ

Ȳ TTLṿӣὑ ♄ἤᾼὢ ȲֽὨDNSẁ ᾼⅎљ

ṿӣ TTLȲ⁄Ҡ טּ ֮ ắẞ ẁ ᾼḃ ȴױҵȲ

Ӧὑᶶậᾼ ἤȲѿц ѽ Ȳ TTLҠ ḃ

῏ᾼ Ȳᴖṿậ ḆҒ ȴ 

6.   ḃ ɎDenial of Serviceɏ 

  ḃ ɎDoSɏḃ ╥Ϛ ḃ Ȳ…╓ḃ ῏

Ἠ М ӭ ᾼὢ ếˍἨ ẃṿẔӭ ṿӣ῏

ᾎṿӣ Ἠ ȴDoSḃ ᾼ Ɫи  ה ḃ

ɎDDoSɏḃ Ȳ Ӣὑֵ Ṇ ӭ ᴩ֝ḔDoSḃ Ȳ

ḃ ῏ṿӣҠе ậᾼ׀ Ὅ έ Ἠ ⅝ Ȳṿ DNS

֫ ḥӭ Ṇ Ȳ ṷ ₤ᾼḃ Є ֫

ᾼ▲ ẃ ЄоὍЄ… ȴ 

DoSḃ ȲБ῀ᾼ ╟Ҕ╗ȸ 

ȶ ȳ ⇔ Ṯѭ оȴ 

ȶ ṿӣDNS Cookieȴ 

ȶ ֯ ӣᴻὢ ϱ ᴩ ᴻὢ ȴ 

ȶ ṿӣ׀ậ ạ ạẃ ạ ϮѠ έ ᾼṿӣȴ 

ȶ ᴻὢ ѿṿӣDNSSECȴ 

ȶ ṳứ ▲ ȴ 

ȶ ứ Ḇ ȴ 

ᴖ ṷ ╟ Ҭ ḟḃ ᾼ ὨȲᴖ‍ ֪ȴױҵȲ

Ӧὑ ╜ Л֝ ֪Ȳѿϱ ╟ Ҭ Ӧ ╟ᾼἬצ

῏֢ᴞ ╟Ȳ֪ױ Ӈ ứ ếᶶ Ḇ ₇ẁ ẁᾼ

Ȳ ’ ẁDNSὢ ᾼṆ ’═֯ ᾼᾭ ȷ ╥ ᾎṿṆ

’═֯ ᾭ ᾼ Ȳ⁄ Ҡ ᴕ ҵҔDNSὢ ȴ 

7. DNSWⱢḃ ֣ ɎDNS as the Attack Vectorɏ 
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DNS ϠҠ ᵂḃ ᾼ᾿ ӭ ȲϷҠ ӣᵂḃ ᾼ

ȲṿẔ҃ḃ ẞṆ Ἠ ṳ Ṇ Ἠ М

ậ ȴ 

(1) ṿӣ DNSᵂⱢ ɎUse of DNS as a Covert 

Channelɏ 

DNSW Ɫ ṿӣȲϷ ⱢɦDNS זּ ɧ

ɎDNS TunnelingɏȲ╥ ӦDNS▲ ế֫ ẃ П

ᾼ Ȳ֝ DNS כ ẃ╥ṏἤᾼȴẔ ṿ

ӣ ▲DNSכ ế֫ ᾼҒ ȲᴖЛ╥DNSӐᵂⱢ

▲᷄Ầứᾼӣ ȴ 

ӦὑDNS Ҡѿ֯−Є ⇔ϱЛắ  ếЛắ

זּ֮ ꜜȲ֪ױҠӣᵂắṮѭ ’ ẓצ

ᾼҵ ϮѠП ᾼ Ȳ֝ ϷⱢЛᾎԌІ ẁ Ȳ

ѿ֯ắ’ Ἠ ᾼắ ╬ ҵ ן П ∂Ӵ

ᾼ Ȳ ᴖ ֮ ắ’ ᾼ Ἠ М ậ

ȴ 

(2) DNSᵂⱢḃ ֣ ᾼ ╟ 

ӭ› ᾎ╥ DNSέ ᾼ ֣ɎϷ ⱢDNS

Ṯѭ ɏȲ֣▲ ẁБ῀ᾼ ֤ȲЛ ṿ ›

DNS ֤ᾼ ’═ Ȳ― ῧ Є

ϩẃḆ ṷ ֤ԝῶȴױҵȲ ֵ ὍᾼеԚ έ צ

ɦDNSМӴɧɎDNS neutralɏᾼ╜ ȲẔҠ ṿⅎљ ὔắ

ẞ DNSᾼḃ ȴ 

ϱἬ ȲDSFI-TSGЊ ҏ֢ ḃ ֣ ᾼ ╟ȲẔ

ạ ц Ṇ ᾼ ᵂȲҔ╗֯ в ╜

ϱȲ ѽҠӣ ׄԓ Ȳᴖ֯ҵ DNS

ϱȲ Ὑ פּ€ DNS֤ Ҍ ד Ἠ ȳ

֯ ׄԓϱᾼ ԉ ȲױӼἋᴼ ц ậ ȳDNSṆ
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Ḇ ׄᶾ ᾼ ӣ ═ оȴICANN֯ ᾼӴ

ẃכȲӼ֯ DNSϤ IT╜ ᾼҠ ἤȴ 

(Ϯ) ԍ ὑ DNSᾼ ׄԓ Ḗ 

Ӧϱ Ҡ῀DNS 5GȳIoT П ἤȲDNSWⱢ

ᾼ ᵂ ạȲ⁯Ϸ֪ױ ὔכⱢḃ ᾼ ȴ ӑẃ╥

҅Ɫѻ☼ȲϢ ᾼӢ♄ᾼ ֣

҅ ⁫ ȷӑẃҠ ὑ ׄṆ ᾼ᷾ Ḗ Ҡצ

Ḕϯ Ȳṿ DNS ὑ ׄԓᾼ ἤḆⱢ 95ȴ ׄ

῏Ɫױ ҏ оDNSṮ ᾼᶾ ḟѠ ȴ 

Infoblox96Ṹы ᶾ  ɎCTO of APJɏ Yong Kwang KekɎϯ

 Kekɏ╓ҏȲ Ẕ҃ Ṇ ד ȲDNS ɦḆצ ɧȳ

ɦḆ ἤɧ ɦḆׄԓɧϮЄ ἤȴɦḆ ɧ: ὑԍ ᴖṕȲ

DNSᾼ ứȲ Ҡѿ ϱ ׄԓṮ Ȳᴖ

ׄԓἤᾼ DNSẦứ Ҡצ   Є и Ӧ DNS Ӣᾼ

֚ ȷɦḆ ἤɧ: Л ╥ԍ ᾼЄЊἨ╥Ẕ֪҃ ȲӼЛ

╥ᵡצVPNҵ ḖȲDNSֽ֮֝ ȲҠὑẔПϱ

ה֢ ȴԛ῏ȲҬ DNSᾼ ỆȲ∟ Ӣᾼ ׄ

ԓ Є юȲѹ֯ ׄԓᾼ Ữ Ḇ ἤ ♄Ȳ

ṳ֝ ḆṾ᷾צ’ ɦḆׄԓɧ: ẂᴖṕȲϚ ṏֻᾼ

DNSҠצᵗὑ ׄԓᾼ Ȳᴖ Ӧᴞ оᾼDNS Ȳ

Ҡצᵗὑ Ϣ ֯ ׄԓṆ ᾼ ϱḆҒ―ᵓȴ֪

Ȳ֯ѿDNSWⱢױ Ӑ ׄԓ ᾼ ϱȲẂֽ ȳ

ѿц ׄԓ ȲꞋҠὑ Ϛ ᵛ ᴩṮ  

ȴ֝ ȲDNSӼҠצ ế ֵ ᾼ Ṇ ׄԓ ӱȲ

ṿ Ϣ Ҡ ϩῧ ὑ Ӕצ Ḗᾼ ׄ ᾼ ḟ

                                         
95 ֝› ȴ 
96 ֝› ȴ 
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ϱȴInfoblox97 ҏᾼѠ ╥ DNSṮѭ ȳ DNSṮ ᶾ

Ȳ ֥ᾼ МҶ Ȳ ẁ ὔᾼDNS ׄ

ԓṮ ȲҠẦᵗԍ ׄԓ Мᾼ ȷ֯ὂ DNSḃ

П ȲḆҠ ׄ Ȳ ᴖצ ϩ ᶼЛ Ḃ

ᾼ ḃ Ȳ’ ԍ ᾼ 98Ȳ ẞ

оȳᵀѩϚ ᴻὢ Ḇׄԓᾼ ӂ OSṆ ȷ ᶶ

ӴDNSSECȲכ оѿἏ ᾼDNSSECᵻȴ 

ԓ ῀֤ דּ OX ῖԌצ еҨɎOX Software 

GmbHɏ ᴩПӪӫ 1.0 ɎWhitepaper Version1.0ɏȲӼ 5G ѿ

цDNSӑẃ … ҏ ῶ ȴ 

OX ⱢȲ ϱȲᾬ ‍ ὔ ắḃ Ȳ

ṳѹ ὔắẞ ᾼ ╬ἨDDoSḃ Ȳ֪ױȲ ὑ5G ї

оПἤ Ȳ ᾬ ᾼ ӑ ԓἤȲׄצ

⁄ כ Ṃѿц ֯ ׄ ȴᴖ֯5G ▐ МȲ

ѾἬצ Ꞌ ᾎ DNSȲDNSҠ ὑӣљ ᷊

ạᾼ Ṕᴥ ғ ȴ99 

5G ᵅἋ ᾼ ἤ ᾎѿ╠צ DNSẃ ṜȲ֪ױ

ṿDNS▲ Ό֫ᾼ ⇔ ֥5Gɑ Ἃ ἤȲ⁄DNSṆ ὢ

Ӈ ᵓӣ ѠҠ ḟ ȴ ᾃ ᾼ╥ȲOX ὑ DNS

֯5G ᾼṿӣѠהȲӔֻ֫ ϠICANNὑDNS╥ᵡЬ ӣ

ὑ5G ȳᵅἋ П ȴ100 

ӑẃDNS֯ 5G ▐ Ἤ᷊ П ׄṮ ғ ȲOX

Ϡ╓ҏ╠צᾼDOT DOH ⱢDNSӐṮ ғ ҵȲӑẃ

ὑDNSέ ѿц №ᴻὢ М ᴩҒ ȴԛ῏ȲDNSӣ ᶧ

                                         
97 Infoblox╥Ϛ ẓ ԓѠᴯ DNS ׄԓᶾ ḟѠ ᾼеҨȲ֯ԓ ῀֤ ṅשׁ

IDCɎ )ᾼ DNSד Ӏ ṅМȲѿשׁ 50%ᾼԓ Ӏᴾ Ự′ȴ 
98 хּדᶾȲɢ DNSׄԓṮ Ѡ ɣȲ<https://www.docutek.com.tw/solution.php?pk=21> 
99 Ox software GmbH, " OX Whitepaper DNS in a 5G Network New Requirements and 

Demands" ,WHITEPAPER VERSION 1.0,p.5 -6 
100 Id.p.6-7 
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Ғ ѠⱢ ’ᴩ Ẕ҃ὢ П Л ԉ ậȳ

Ἠ Ḃȴ101 

OX ὑ5G DNS▐ ϚԚ ҏҳ ∂ ԈȲиᵑⱢᵅἋ  

ɎLow Latencyɏȳ ⇔ Ӑ ֮ о Ɏ High Localizedɏȳ Ғ

ɎEncryptionɏѿц оȳẦ ạӂ ғ ɎVirtualizationȳ

Orchestration&Control Plane Functionalityɏȴ ᵛȲDNS֯ 5G

▐ МӇ Ɫ DNSɎedge DNSɏȷDNSᴻ ὢ Ӈ ⅎ

љ І ᴟв ɎContent Delivery Network, 

CDNɏȲѿ ᵍ ׀ ѱȷᵓӣ DNSҒ Ѡה ’ׄԓȷDNSὢ

Ӈ Ӕᾼ ғ ɎVirtualized Network Function, 

VNFɏȲἨ╥ ᾓϯⱢ о ғ / Ӣғ

ɎContainer Network Function, or Cloud-Native Network Function, 

CNFɏ Ȳṳѹ Ầ ạӂ ғ ȴ102ֽױϚẃȲ

ϱ ҳ ԈȲҠ Ϛכ ֥ ׄ ḖПϯѷ҅ Ṇ ȴ 

╥ѿ∂ Azure Private DNS ᵂⱢԍ ∂ Ṃ ᾼ ḟѠ

ȴDNS ɎἨ ὢ ֤ έɏⱢ IP ᴯᵿȲᴖ Azure 

DNS Ɫ ᾼѻ ὢ Ȳṳṿӣ Microsoft Azure ẃ ẁ

֤ έȴ֪ױȲAzure DNS ЛҬќ ֣ DNS Ȳ

֝ Ϸќ ṂϢ DNS ɎzoneɏȴAzure ṂϢ DNS ҠⱢ

ẁҠ ѹׄԓᾼ DNS ὢ ȲẔҠ ц έ Мᾼғ

֤ ȲᴖЛ ứᴞ ᾼDNS ḟѠ ȴ ϚḔṕПȲ

ӦṿӣṂϢDNS Ȳԍ Ҡѿ֯ ṿӣ ԍ ᾼᴞ

ғ ֤ Ȳᴖ‍ Azure ẁᾼ֤ ȴҫҵȲṿӣᴞ ғ

֤ ҠẦᵗԍ ṝӉ ԍ ᾼ ▐ Ȳѿ ֥

ԍ ᾼ ḖȲⱢ вᾼ ȲѿцⱢБ ᾼ

Ȳ ẁỄ֤ ḟѠ ȴױҵȲԍ ҠᵓӣѬӂи ẃ

                                         
101 Ox software GmbH, " OX Whitepaper DNS in a 5G Network New Requirements and 

Demands" ,WHITEPAPER VERSION 1.0,p.9 
102 Id.p.11 
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ứ ֤ ȲṿṂϢ еӣDNS Ԛӣ֤ 103ȴ 

ԛ῏Ȳ ԍ ᾼ έṂϢDNS ᾼ Ȳ⁄

Ӈ ᴟ ȴᴖ ᾼ ẓצᶙ ậ׀

ȲѹҠ έ֯ṂϢ М ᵉᾼἬצDNS ȴױҵȲϷҠѿ

֯ ϱ ӣᴞ Ҍȴ֪ױȲ ֯ ϱ

ӣᴞ Ҍ Ȳ М ᾼDNS ֯ṂϢ

М Ҍȴᴖ ӣᴞ Ҍ ȲAzure DNS ֯ḕװ∂Ӵ

Ḇ ȳ ḆẔɦIP ᴯᵿɧἨɦБᵔ ɧ104ȴ 

Azure DNᾼғ Ҕ╗: ᴟБ ӣᴞ Ҍᾼ

ṂϢ ȲⱢױ Мᾼ ᴩᴞ Ҍȷ Б

ẞṂϢ ᾼֵ Ȳќ Ӕ֣DNS έȷ֯

вќ ч֣DNS ▲ 105ȴ 

ᾼẃ ȲDNS ҟ ϵѿẃϚ᾿Ɫ Ṇ ᾼ ֤᷊

Ϡ ᾼṔᴥȲᴖ֯ᶶ ᾼ5G Ἠ╥ ᾬ ᾼϯѷ҅

МȲDNSⱢᾬ ẃϠḆֵᾼ ׄ Ḗȴ֯ 5G

￼ ϯȲDNSצ оȳᵀϭ Ḗׄԓȳ ứ Ὑᾼ

ȴӭ› ϱ ῏Ἤ ҏ DNSׄԓᾼ ׄṮ Ṇ

⁄ȲϚ╥ о╠צDNSṮ ạȲẂֽOX ҏԛ ᴻὢ

ᴩҒ ȳInfobloxо DNSSECᴩḔ ȴϡ╥ ԍ ӑẃ

Ҡ ᾼṂϢ Ḗ ∂Ϛ ֥ ׄ Ḗᾼ Ȳ ҏ֢

ᴞᾼDNSׄṮ Ṇ Ȳ ╥ ὑԍ в М∂ ṂצDNS

ɎPrivate DNSɏ Ȳ ҏϚ ᵂⱢйиὢ ₤ᾼⅎ о

Ȳ ṂצDNSṆ ∂ ѿц ׄ∂ ȴ ṕПȲӑẃ

ѿ DNS ạᵂⱢ ᾼ Ȳ֯ о DNSׄ ԓἤ

иȲҠ о╠צᾼDNSҒ ѠהȲẂֽDNSSEC5G

                                         
103 MicrosoftȲɢШ ╥ Azure Private DNS?ɣȲ04/9Ȳ2021Ȳ<https://docs.microsoft.com/zh-

tw/azure/dns/private-dns-overview>  
104 ֝› ȴ 
105 ֝› ȴ 



125 

 

▐ ᴭ ѿц ֥Ғ ׄṮ Ȳ DNS ὑ ▐

Ȳ Є ☼ ᾼӭ ȴ 

 ׄԓ╜ ᾎ  έשׁ

ṅשׁ ὑ› ѻ ϯѷ҅ ᾼ ѿцҠ Ӣᾼ ׄ

Ȳ ᴖȲ ϯѷ҅ ╥ᵡֽITU Network 2030ᾼ Ȳѷꜜ

֢ ›ᾼ ׄ╜ ȲϷ֢ч╣Ϡ ὑӑẃ ȳῂ ȳ

֣ᾼ≈ᴕȴὑӐ Ӧ Ԓ ׄ╜ ᾼиέȲҠ ›֢

ׄ╜ ӑẃ Ḗᾼ ἤȲ ᴖ ҏẓ› ἤᾼ∂ ȴ 

רּ   

רּ ᾼ ׄԓ ї╜ Ȳ…ѿ о ╟ᾼׄԓἤȲ

ṳ Ϛ צ ȳ ế ᾼ Ȳᶦ ѿ‚

ׄԓȳ’ ȳ ȳ ṂếеӖᴞӦȴṼ 2ѣ12ѡἬד2013

Ӂᾼ 13636ᴩ╜Ễ҆ɎExecutive Order, EOɏȲּר ᶾ שׁ

ṅἬɎNational Institute of Standards and Technology, NISTɏ Ễ Ӵ

Ϛ Ҡẁ ṩ֢ ᴯ ӣᾼ ׄԓ ▐Ȳṳὑ֝Ɏ2013ɏ8דѣ ⇔

Ӂɦ ׄԓ ▐ɧɎNIST Cybersecurity Framework, CSFɏȲ ױ

о ׄԓ ׄ╜ ȴ ▐ 13636ᴩ╜Ễ҆П

Ḗ ᴩ ứȲ ḖҔᵶȸ Ӵ ╟ Пׄԓ ╓⁮Ȳ

ѿц ╟ П╓іȲṳὑ ╟  ȳᵓ …Ϣ

ẁᶾ МӴП╓ ȷ ứ  ế Пӑẃ֥ᵂȲ ᴩ

ứ ȳṳ ѿ ᶾדּ ḟ ȴ 

ȲNISTὑױ ד2014 2ѣ 12ѡ ӁɦḂ ╟ ׄ

ԓ ▐ɧ1.0ᾪӐ ȲṳὑדἉּר ╜Ἀеᵉ ׄԓ оᾎ

ɎCybersecurity Enhancement ActɏȴЎ ὑ2017דеӁ 13800Ễ҆

106ȲỄ҆ῶӱⱢ о ṩ ╟П ׄṮ Ṇ

                                         
106Trump whitehouse,  Presidential Executive Order on Strengthening the Cybersecurity of Federal Networks 

and Critical Infrastructure, available at https://trumpwhitehouse.archives.gov/presidential-

https://trumpwhitehouse.archives.gov/presidential-actions/presidential-executive-order-strengthening-cybersecurity-federal-networks-critical-infrastructure/
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ɎExecutive Order on Strengthening the Cybersecurity of Federal Networks  

and Critical Infrastructure ɏȲἬצ ṩ ӣ ׄԓ ▐Ɏѿϯ

ᵂCSF ɏȲБצҔᵶ Єᵓȳѿᴥԝȳ֖Ѳᵓ ӣȲNISTCSF

֯ ׄ╜ М֮ᴯ ȴ20184דѣ16ѡȲNIST Б ӣ

CSFᾼ╜Ἀ ᴯȳӖ ԍ Ἤ֫ ᾼ ṓȲ ӁCSFᾼ1.1ᾪӐȲ ᾪ

Ӑ ›ᾪӐצЄ ⇔ᾼ Ȳѻ оṝи ᵑȳ ׄ ᾼ

ᴞᶺ ᴷȳ ẁ ᾼ ׄԓѿц ᾼҳЄ ֣ ȴѿϯ

ѿNIST CSF 1.1Ɫ ȲṳṼᶧ ὙӦNISTӁ ╟

ד П ׄԓ ȳ ᵑҏᾪᾬɎSpecial publication, SPɏ

Ẕ҃ ȴ 

(Ϛ) ׄԓ ▐ɎNIST CSF 1.1ɏ 

רּ ׄԓ ▐ПӭᾼȲ оּר ╟ᾼ

ׄԓȲӼҠ ẁЛ֝ ṿӣȲ֢ Ҡ ϚḔ ᴕ CSFᾼ

▐ ȲṼ ᴞṝᾼ Ḗ ṝ ֥ П ׄԓ ▐ȴCSF

╥ѿ Ɫ ȲṳӦ ▐ їɎFramework Coreɏȳ ▐ ứ

ɎFramework Profilesɏ ▐ ╟ ɎImplementation Tiersɏ

ȴӦғכ иέȲɦ ▐ їɧҠ Ɫ ׄԓṮ ῶȷ

ɦ ▐ ứ ɧҠ Ɫ ׄԓᾼ ⇔ȷɦ ▐ ╟ ɧ⁄

Ҡѿ Ɫ ὑ ׄԓ ᾓᾼ 107 ȴи ֽϯȸ 

1. ▐ їɎFramework Coreɏ 

▐ ї Ầᵗԍ ẔἬצᾼ ׄṮ ȲẂֽԍ ᴞṝ

ᾼ ׄ ᾓȲ╥ᵡ┬ ▐ їἬԝҏᾼ֢ ӭ ᴩ ȴ

ὑ ▐ їἬԝҏᾼ ׄ ӭȲѻ ҠиⱢғ ɎFunctionɏȳ

ᵑɎCategoryɏѿцІ ᵑɎSubcategoryɏ108ȴ 

                                         
actions/presidential-executive-order-strengthening-cybersecurity-federal-networks-critical-infrastructure/ 

(Last visitedȸMay, 17, 2021) 
107 National Institute of Standards and Technology, Framework for Improving Critical Infrastructure 

Cybersecirity Version 1.1, (April. 16, 2018), 

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf(Last visited: May,17,2021) 
108 Id. at 3-4. 

https://trumpwhitehouse.archives.gov/presidential-actions/presidential-executive-order-strengthening-cybersecurity-federal-networks-critical-infrastructure/
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
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NIST ▐ їἬԝҏᾼ ӭȲϷԝҏ ӭ

ᾼІ ᵑᾼ ᴕ ɎInformative ReferencesɏȲ ẁԍ

ứᾼ ế╓⁮ᾼв Ȳ ᴩẔἬ ᾼ דׄ ᾼЏᵂ

109 ȴ ὑ ▐ їἬԝ ӭȲṼғ ѻ ҠиⱢ 5Є ֣Ȳ

Ҕ╗ ᵑɎIdentifyɏȳ’ ɎProtectɏȳ ɎDetectɏȳ֫

ɎRespondɏ ɎRecoverɏȴױ 5Є ֣Ҡ Ɫ ԍ ắ

ḃ ᾼ֢ ◕Ἤ ậᾼ ╟ȲҔ╗ ׄ ›Ɏ ᵑế’ ɏȳ

ׄ МɎ ɏ ׄ ∟Ɏ֫ ế ɏ ậᾼ ׄ

╟Ȳѿϯ Ὑȸ 

(1) ᵑɎIdentifyɏȸϠ Ȳṳ Ṇ ȳϢ ȳ ȳ

ׄԓ Ȳṳ ᴩ ᾼ ᵑȴ 

(2) ’ ɎProtectɏȸạứṳ ᴩ ᾼ’ ╟Ȳ ’

Ɫ ׄԓ ẁὢ ȴ 

(3) ɎDetectɏȸạứṳ ᴩד ᴩⱢȲ ’ ᵑ

ׄԓṶԈᾼ Ӣ ȴ 

(4) ֫ ɎRespondɏȸạứṳ ᴩ֪ ḃ ᾼ Ȳ ’

ὑ ẞᾼ ׄԓṶԈ ậӇ ╟ ȴ 

(5) ɎRecoverɏȸạứṳ ᴩ ᾼ ᴩⱢȲѿ⌠

ׄԓṶԈᴖắ ᾼԉᴶғ Ἠ╥ὢ  ȴ 

2. ▐ ứ ɎFramework Profilesɏ 

▐ ứ ѻ ᵂӣצᵗὑ Ẕ 5Єғ Ɏ ȳ’ ȳ

ȳ֫ ɏцẔἬ ᾼ ᵑếװ ᵑȲиᵑ ᴟ

ᾼ ứ Ḗȳӭ ȳ ᶴ⇔ế ᾼ  Ȳ ṕПȲᵛ╥

ԍ Ḗ ▐ їᾼ Ὠכ ȴ 

3. ▐ ╟ ɎImplementation Tiersɏ 

▐ ╟ ╓ҏ֯Л֝ ◕ Ȳԍ Ἠ ֽᴶכ∕

ׄԓ Ȳѿцֽᴶ ᴩ ᾼ ☼ ȴ ▐ ╟

                                         
109 Id. at 6-7. 
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ϚԚиⱢ 4 ȲӦᵅᴟ ṼᶧⱢ Ϛ ȸ и ᴩɎPartialɏȷ

ϡ ȸ Б῀ɎRisk informedɏȷ Ϯ ȸ ╟Ҡ ᴩ

ɎRepeatableɏȷ ҳ ȸᶙԓ ɎAdaptiveɏȴḕϚ ᶁҔᵶ

Ϯ иȲҔ╗ ☼ ɎRisk Management Processɏȳ ֥

ɎIntegrated Risk Managementɏѿцҵ

ɎExternal ParticipationɏȲ ◕ἤ ╟в ῶ3-3ȴ 

ῶ 3- 3ȳNIST ׄԓ ▐ ▐ ╟  

Ϛ ϡ Ϯ ҳ

и ᴩ Б῀ ╟Ҡ ᴩ ᶙԓ

☼

ȳ ȳ

‍Ӕה ׄ

Б

֝ ᷅ ȲỮ

ӑ Ӵ ׄ

Б Ӕ᷅ה

ȲṳṼԍ

₤ № Ḇ

ҟếӭ›ᾼ

ׄԓ ᾓȲ

Ẕ ׄԓᾼ ╟

֥ ᵅȲ ׄ

ẃ ᾎԚṹ

Ữӑ ứ

ᾎȲ ᾎ

ᴷ ׄ

ԓ

ẓ ứ ɦ ɧȲ

ṳϠ

ȳ☼ ế ᶧȲ┬

╟ế ▲ȴ֢

Ṕᴥ

ׄԓ Ȳ

ṳ ԓ ᴩ

ạứ ȳ☼

ế ᶧȲὙӪ ›ԍ

П

…ѿ ᵑ ֯

Ȳṳ ᴷ֢  П

Ἥắ ϩ

ҵ

ᾎ ᵓ

…ϢԚṹ ׄ

БϠ вҵ

…ṳ∂Ӵᴞ

ṝ ׄԓ

Ȳ⁯ӑ ᴩ

ԚṹȲѹ

ӑ ậᴩ

ứ ҵ ֥ᵂ

ѿ ҉в ȳ

ѠԚṹȲṳ ậӔ

Ầה ᴩ

∂ӴṏֻПвҵ

иṹ и

έ ạȲṳ ậӔה/

‍ӔהПᴩ

╟

ẃ ȸӐ ᵂ 

(ϡ) CISA 5G ɎCISA 5G Strategyɏ 

CISA 5G ɎCISA 5G Strategyɏ Ю Ϡ 5G ╟

ᾼ ế ѠᾎȲ Ҡ‚ ׄԓѹצ ἤᾼ5G ╟Ȳ

ᴖ сּר ᾼ ׄԓȳ ᶙ ἤȳᶾ ѿц ȴ 
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Ɫ ᴷ 5G ╟Ҡ ᾼ ạứ’ Ȳ2019

ד 5ѣȲҔ╗ּר ֯вᾼԓ Ϯϫֵ ╜ἈỪ ὑӁἮ Ԛ֝

Ӧ ᵌѻ ᾼ 5G ׄ ɎPrague 5G Security ConferenceɏȲ

5G ᾼׄԓ ⁄ȴ ᵌ╜Ἀ ⱢɦӁ

Ἦ ɧɎThe Prague ProposalsɏȲ ӴϠЛ֝ ᵑᾼ∂ ȲҔ

╗╜ ȳᶾ ȳ ếׄԓȳ Ṃц ἤɎResilienceɏ ֣Ȳ

ẁѷꜜ֢ ֯∂ 5G ╟Ѡ П ׄ∂ ȴ ∟Ȳּר

ϱ ɦӁἮ ɧȲὑ20203דѣạứɦ ׄԓ5G ɧ

ɎNational Strategy to Secure 5GɏȲ ứϠҳ ѻ ЏᵂȲҔ╗Ɏ1ɏ

‚ в5G ȲɎ2ɏ ᴷ ṳ 5G ╟ᾼ їׄԓ

⁄ȲɎ3ɏ ҏּר ֯ ế ԓ ἤᾼ5G ╟ ἬҠ

ẞᾼ ׄԓ ȲѿцɎ4ɏ Ҡ‒ ᾼ 5Gԓ

ế Ȳѿ Є ⇔֮ 5G ╟ᾼׄԓἤȴ 

╟ᾼ ᵉ∂Ȳּר Ёׄԓ ׄԓ

ׄԓᶝɎCybersecurity and Infrastructure Security Agency, 

CISAɏὑ ד2020 8ѣ ӁɦCISA 5GɧȲ∂ӴϠХ

ɎStrategic InitiativesɏȲ ṷ ᵛ ὑɦ ׄԓ 5G ɧ

Мứ ᾼҳ ѻ ЏᵂȲṳѿϮ ї ϩⱢ╓іȲҔ╗

ɎRisk Managementɏȳ ᵓ ד ῏ ɎStakeholder 

Engagementɏếᶾ ẦᵗɎTechnical AssistanceɏȲ ױ צ’

ᾼ╜ ȳᾎ√ếׄԓ ▐ẃ҉иᵓӣ5Gʒ Ȳ֝ Ẕ Є

Ȳ ẞ Ёׄԓȳ ᶙ ἤȳᶾ

ȴẔ ế ї ϩи ֽϯȸ 

1. 5G Ɏ5G Strategic Initiativesɏ 

(1) ׄԓἤ ἤȲќ═ 5G ╜ П

5G ╜ ế ᾼạứ╥’ ӑẃ 5G ╟ᾼ Ȳ

ד ╜ ế ᾼ Ɫԓכ ῏ȲṳẦᵗ5G

ᶾ ᾼׄԓ ế оȴ ȲⱢϠṮѦױ ᴩⱢ῏
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5G ᾼ ế▐ Ȳ Ϛ Ở ѿׄԓἤế ἤ Ẕ

ế ╟ᴟ ȴẓ ᵂᾎⱢȸ 

ȶ Є╜Ἀȳ 5GЏᵂЊ ế ᾼẦᵂȴ 

ȶ ‒ ᾼӀ ῏֥ᵂȲ Ғ5G ᾼ ȴ 

ȶ ќ═ 5Gׄ ԓế ἤד ╜ Ἠ ▐П Џᵂȴ 

(2) Є5G ẁ ῀Ȳ ׄԓ ╟ 

█ṷ5G Ҡ ẃᴞắ‒ԉᾼẁ Ȳ ᴩ

Ɫ῏֥ᵂ ȲЬҠ ֚ц ᾼׄԓἤȲ╥ѿ֯

Лắ‒ԉᾼаԈȳẁ ȳ ế П Ȳ5Gẁ ᾼׄԓ

Л ắẞ№ ȴ╝ ᾃ ȸ 

ȶ ṩ╜ἈвICTẁ ֥ᵂȲ Ϛ5Gẁ ᾼ

Џᵂ☼Ɏworkstreamsɏȴ 

ȶ ạứԚ֝ ▐Ȳѿ ᴷȳ ứ Ԓ ᴯế 5Gẁ

П ȴ 

ȶ ⅎ о ҵΩ Ȳ‚ ẁ ȴ 

(3) ᵓ ד ῏֥ᵂȲҒ ’ П5Gצ ╟ 

֯5G ╟ כ П›Ȳ ᾼ4G LTEצ

╟ế ї Ԛ֝ ᵂȲ 5Gᾼ▐ ḆҒׄԓȲᵀẔ

ếẦứ ὑ ҟᾼ ȲẔМҠ ♂ȴ ṷ╠צ ♂

ӑ ᵑᾼ Ȳ ế╜Ἀ֥ᵂ ׄԓғ Ȳѿќ

═ׄԓᾼ5G ȴẓ ᵂᾎֽϯȸ 

ȶ ⅍ếᶾ Мї֥ᵂȲ ᴷ ᾼצ 5GаԈ

ṳ ᵑׄԓ ♂ȴ 

ȶ ᾿ ѿ‚ ╟  ếאȳ֮Ѡȳ ц

ЁɎState, Local, Tribal and Territorial, SLTTɏ М5G

ᾼׄԓἤế ἤȴ 

ȶ Ầ ṩ╜Ἀ ᴴ֥ᵂṳ 5G ᾼ Ṿ ȴ 

(4) 5G Ӏ Ȳ ṎҠ‒ П5G ẁ Ȳ
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5Gᾼ Ȳ ╥ ’ắ ᾼ Л ѻ 5G

Ӏ Ȳ∂ ֽϯȸ 

ȶ ṩ   ᴴ֥ᵂȲ∂Ӵ 5G ᶾ ᾼׁש

ȴ 

ȶ иέế ᵫЛắ‒ԉᾼ5G аԈẁ ᾼ  ȴ 

ȶ ṩד ֥ᵂȲѿ ế Ӵ5G ╚

ȴ 

(5) иέ ֯5G ẂṳԚṹ  

5Gʒ ᾼЄ Ҡќ ϚṆԝ ếғ ȲӦὑצҠ

֯ ϱ ϫ ȲϷ Ɫҽ ֵ ₤

ɎmMTCɏȲ֪ױ Ḇ ᾼׄԓἤȲѿ’ ᾼ ᵍ

ắ ֯№ ếׄԓ ♂ᾼ ȴ ᴩѠ ֽϯȸ 

ȶ ֯ ế М ứȳ Ԓ ᶧế ᴷ ֯ᾼ 5G 

ӣ ȴ 

ȶ ế ẁ5Gʒ ќ Ȳѿ ḟᵓ ד ῏ᾼṿӣ Ẃȴ 

ȶ ӣ ῀ ếиέẃ Ȳ‚ 5Gќ═

ᾼᾬ П Ṿׄԓ ȴ 

2. ї ϩɎCore Competenciesɏ 

(1) ȸ ᵑȳиέȳ Ԓ ᵑế

Ѡהẃ‚ ׄԓếצ ἤᾼ5G ȴ 

(2) ᵓ ד ῏ ȸ ṩȳאȳ֮ѠПЛ֮֝ ȳ

ȳẦ ȳ ᴯȳ‍ ᵓ ế ֥ᵂ ᴴ Ȳ

ѿ 5G╚ ȴ 

(3) ᶾ ᵗȸḆ ế ╓ ЏẓȲⱢᵓ ד ῏֯5Gׄ ԓ

ᾼ ȳᾙ ȳ ᴩếᶾ Сѿќ═ȴ 

3. ╟╓⁮ 

רּ 16צ ᾼ ╟  ȲẔ ȳṆ ế ֯

Ἠ ϱꞋ רּ ᴟ Ȳ ṷ ╟ ᾎ ᵂἨ ẞ Ȳ
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ׄԓế ȳеԚ Ӣ כ ἤ ȴ ȲCISAױ

ӁϠɦӇ ╟ ϩ╓⁮ɧɎGuidance on the Essential 

Critical Infrastructure WorkforceɏȲ֯ס’ ╟ᾼӔ

ᴩȲṳҒ ế ╟ᾼׄԓἤế ἤȴẔМȲ

 ȲCISA╓ҏȲ Б ѻ ẁ ὢ Ɫ

ṿӣ֮ ȳ ╦ế Ṇ ᾼֵа ᾨѹדФ ᾼᴩ ȴ

֝ ֵ ╟ᾼἬצ῏ế ῏ⱢṂ  Ȳ… ’

  ╟ế ᾼѻ ȴ֪ױṂ   ṩ╜Ἀ

֥ᵂȲѿᵓ ế   М ᾼ ᾓȲṳϠ һ Ҡ ֽ

ᴶ ֚֯ ᾼ ϩȲѿц ὑẔ҃  ᾼ

ȴױҵȲ֯  ֥ᵂ ẁ ϱȲ  Ӑṝ

ᵛẓצϚứ ⇔ᾼ ἤȲẔדФṼ׀ếדФ ᾼ ЬⱢẦ

еṂ  ᾼ ẃ╚ ȴ 

(Ϯ) Ẕ҃ ׄԓ  

ϠCSFПҵȲNISTӼὑ1990ד ҏ ҏᾪᾬSP Ṇԝȴ

NIST SP800…Ṽ ɞד2014 ṩ ׄԓ ҅оᾎɟɎFederal 

Information Security Modernization Act of 2014, FISMA 2014ɏἬ

Ȳ Ṇԝ֯סќ═ּר ṩ╜Ἀ ὑ Ṇ ᾼׄԓế Ṃ

ḖȲҔ╗ד ᾼ╓⁮ȳ∂ ȳᶾ ếNIST ׄԓ♄ ᾼד

⇔ ᵫȴ 

֯ṿӣϱȲNIST SP 800Ṇԝ ֯ ṩỪ ᾼ᷅ ϯ ӣ

ὑ ׄԓṆ Ȳ ṩ╜Ἀ’צ╥ᵡ ӣױṆԝᾼ ϩȲҠѿ

ᾎ Ἠ╜ Ḗ╜Ἀ ׂȴNIST SP 800ṆԝҠ ҏּר

ᾎ ế╜ ᾼ Ȳ ‍ҏὑּ֥פ ɎֽҵҔ ɏȲ‍ ṩ╜Ἀ

ᾼ ѿᴞ ḟứ╥ᵡ ╟ȷЛ ȲẔ҃ צ ԉᾼ‍

ṩ ϷҠѿ Ḗ Ṇԝױ ֯ ứᾼṿӣῂ ȴNIST SP 800

Ṇԝ ᾼв ЄȲѹ═ Ḇ Ȳ Ἇ цׄԓ DNSɎSP 

800-81-2ɏếIPv6ɎSP 800-119ɏᾼד ╓⁮ȳׄԓв ᴞ оẦ
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ứɎSCAPɏᾼᶾ ɎSP 800-126ɏȲѿц ׄԓ

ɎSP 800-153ɏȳᴩ ӣ ԓἤɎSP 800-163ɏׄה ȴѿ

ϯ ᾼ IPv6ȳDNSȳWLANȳ ‒ԉ ⁄ȳ ӣ ᾼ

IoTȳᴩ ӣ ה ᴩ Ὑȴ 

1. IPv6ɎNIST SP 800 -119ɏ 

ӦὑIPv4ᴯᵿи А Ȳ ӣIPv6╥ Ϛ   ḟ 

IP ᴯᵿ ᾼѠ ȲҠѿ ӣIPv6 ᾛṿӣȲӦױ

Л ЛḆḂẔ ╟ếṆ ѿ IPv6ȴ╥ѿȲNIST

ӁSP 800 -119ѝԈȲẦᵗ ṩ Ϡ Ẕ֯ṿӣIPv6Ầứ Ҡ

ᾼׄԓ֯׀ Ȳṳ ẁ╓ ѿ ᵗׄԓ IPv6ȴ 

(1) IPv6ׄԓ  

NIST SP 800 -119╓ҏȲ ὑ IPv6П Ȳ Ҡ

ᾼϚ ֽϯȸ 

ȶ ḃ ῏ῂ IPv6 ᾼṿӣȸḃ ῏ῂ Ӕ֯ IPv6

Ȳ ᾼἬצ כ ȴֽὨ ᾼ

ׄԓ ạỮӑ IPv6Ȳ⁄ ᾼׄԓצ ạṆ Ҡ

ᾎ ҏⅎљ ᾼ IPv6ȴױ ᾼ

╟╥ Ἠ ׄԓ ạȲṿẔҠ֝ ᵑ IPv4

ếIPv6ȴ 

ȶ ֯ IPv4ϱӑצ IPv6ȸӦὑ Ӕ֯

IPv6ȲЄֵ ᵂṆ ќ═ IPv6Ȳṳѹ

ӣ IPv6Ȳ ṿ ὑһҠ ᾎ ẞᾼ ♂ȴ 

ȶ IPv6М֯׀ᾼ ♂ȲҔ╗Ἤצ Ṇ МỆצᾼɦ ѡɧ

ɎZero Dayɏ ♂ȴ 

ȶ IPv4ˍIPv6 ᵂ ҒП ἤȸ Ầứ Ғ ᾼ

ἤȲẒ Ầứ Ằ Ҡ ҏ ᾼ ᾓ Ȳׄ

ἨḆḂ צ Ἤ ᾼ Ȳ

Ẓ Ầứ’═֝דᾼ Ѭ ѿ ᵅ ȴ 
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ȶ IPv6ׄԓ ₇ế☼ Лכ Ȳ IPv4ᾼֵד ᵂ

ế ᾼ ḟѠ ᵂⱢ ᴕ ȴ 

ȶ Ҡ ѽẁ ќ═ȴ 

(2) IPv6ׄԓѻ  

IETF֯ạứIPv6 ׄԓἤ Ɫ ᾼ ⁄Ȳ֯

Ẕׄԓ МȲIPsec…IPv6 צᾼ ȲẔ ẁ ϩȳ

ᾼ’ ἤếᶙ ἤ’ ȳ׀ậ ạɎaccess controlɏȳ֫Ὅ

Ɏaccess controlɏȳ  Ɏkey managementɏế IPv4ᾼ

֝ ṝԌ Ɏpeer-entity authenticationɏȲ ḟϠ IPv4

ѽ’ ἤếᶙ ἤᾼ ȴ 

2. DNSׄԓ ╓⁮ɎNIST SP 800-81-2ɏ 

DNSɎDomain name system, DNSɏ╥ ▐ Мӣẃ

֤Ɏdomain name, DNɏ ẦứɎIPv4ἨIPv6ɏᾼṆ ȴ

DNS ֤ᴻὢ Ɏdomain name serverɏц έ Ɏresolverɏ

ᴩ ֤ Ɏdomain name repositoryɏ▲ ѿц ֤ έ

Ɏname resolutionɏғ Ȳ IP DNᾼ ╣Ɏmappingɏȴ ṕПȲ

ӣљ ậ█ ȲӣљἬ Ɏzoneɏ110П DNS

ᴩ▲ Ȳ ׀ Ɏcacheɏȳ МᶁӑצБ ҌП DNȲ⁄

DNSṆ ᾭ ▐ ᴩ ֤▲ Ɏqueryɏȴ 

ȲɎ1ɏDNSᾼѻױ ɎHosting EnvironmentɏȸDNS

ȳṆ ӂ ȳ ֤ᴻὢ έ ȳ ╟ȷɎ2ɏ

DNS ӻ ᶧɎtransactionɏȸ▲ ֫ ȳ Ɏzone 

transferɏȳDN/IP Ḇ ȳDNS Ḇ ῀ɎDNS 

NOTIFYɏ111ȷɎ3ɏׄԓ ᶧȸ ᾎ   ȳ 

ȳе Ӑ ứ ᶁ DNS ׄԓ ȴ 

                                         
ױ 110 ᾼ Ɏzoneɏ…╓֯ МצϚ ɎἨѿϱɏᾼ DNSȲ вᾼ DNS ֝Ϛ ֤Ȳ

ⱢІ ɎsubdomainɏȲ֝ ẓѻ …Ȳ иⱢѻᴻὢ Ɏmaster serverɏ Іᴻὢ Ɏslave 

serverɏȴϚ ⱢϚ Ӵ ᵂП Ɏstandalone administrative entityɏȴ 
111 …╓ѻ ֤ᴻὢ ᴩ ḆȲІ ֤ᴻὢ ֝ ᴩ ḆП ᶧȴ 
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 NIST-800-81-2ѝԈ╓ҏȲӦὑDNS╥Є Ҡ ậᾼе

Ȳ DNS ἤɎconfidentialityɏЛ╥DNSׄԓᾼ

ᴕ ȴDNS ׄԓӭ ֯ὑ ᾼᶙ ἤɎintegrityɏ ẃ ᾼ

ἤɎauthenticationɏȲ ’ ֤Ɏdomain name, DNɏ ᾼ

ἤȳṳ ֤ ὑ МɎin transitɏᾼᶙ ἤȴDNS

Ẕ҃ӂ ȳ ế ϱɎnetwork-levelɏẔ ẓ֝צ

ᾼ ἤȲᴖDNSὑԓ ᾼ ╟Ṇ ȲϭֵϠϚ

ἤ112ȸ 

(1) ḥצᶙ ứ ᾼṆ ꜜȲ ɎentityɏЛ ὑ

Ἠ ἷ ⁄ȴ 

(2) ḥצ ἤᾼ ḖȲ╝ ԉᴶ֮ Ἠ ἤП

Ἤ ậȴ 

ױ ἤȲ ᾼ№ ╥ Ɏmasqueradingɏ 

ế ḂɎmessage tamperingɏȲ ֯ ȳ═צ

Пᶙ ἤϱ ϭ ԓכ Л֝ᾼғ ἤ 113ȸ 

(1)  DNS ɎnodeɏṝԌᾼ ῏ɎmasqueraderɏҠѿ

ἴ Ἤὢ ᾼ Ɏdomainɏᾼ ɎInternet 

resourceɏ ậȴױἴ ậᾼ Л Ϛ צ ᾼṿ

ӣ῏ȴ 

(2) ῏ἨṆ Ϥ–῏Ҡ ẁ ᾼDNS Ȳ ᴁ╬DNSױ

ẁ DNSІ ᾼ Ɏcacheɏ׀ ȲẂֽἴ ẁ

ԍ ӣљᾼ  ậȴ׀

(3) №DNS ▲ ᶙ ἤȳἨ ֵ ҭ▲

׀ ȲҠ DNS ᾼ ȴὔ

№DNSἴ ֤ έȲἨ ṿӣ῏ ᴟצ ȳ‍ᾎ

                                         
112 NIST, Secure Domain Name System (DNS) Deployment Guide,pp ES1-3,available at 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-81-2.pdf 

(Last visited, May,26,2021) 
113 Id. 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-81-2.pdf
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ȴ 

(4) DNSṆ ᾼ ֤ έ чDNSỄ֤ ⁄ ḖȲ

DNSṆ Џᵂ ҒἨἴ ὢ ȴ 

DNS ᾼғכ ἤ ȲѝԈԝ ד DNS ᾼ

╓і∂ Ȳᶦ Ӑ╓і ֯DNSṆ ᾼ ῶ ᶙ

ἤϱậ ӂ Ȳṳ∂ ֽᴶ’ DNS ֤ ᴻὢ ɎDNS Name 

Serverɏȴ ὑDNS ᾼ∂ Ҕ╗ȸ 

(1) ╟ ᾼṆ ׄԓ ạȲẂֽ ᵂṆ ế ӣ

ᶧ Ɏpatchingɏȳ ᶧ Ɏprocess isolatingɏѿц

Ɏtoleranceɏȴ 

(2) ’ DNS ӻ ᶧɎtransactionɏ ȲẂֽDNSḆ

֤ έ ế цԍ ạᾼDNS ᾼ Ȳ ṿ

ӣ ὑԚṹ ᾼ ứṝԌ ҅ Ɏhash-based message 

authentication codeɏẃ’ ӻὔȴ 

(3) ṿӣ ὑ‍ ᾼ ᴯ Ɏdigital signaturesɏ

ԓ МԉᴶDNS ᾼ ֤▲ ֫ ȴ 

ὑDNS ֤ᴻὢ иȲ⁄ №ᴻὢ ᶶậᴻὢ ֯

DNS҉ẦứɎ DNS Security Extensions, SECɏᾼ ẁ▲

П∂ ȴ 

3. ׄԓ ɎNIST SP 800-153ɏ 

ɎWireless Local Area Networks, WLANsɏⱢὑ

צ ֮ вᾼ֢ Ҡ ᾼ Ȳ

ᶾ ɎRadio Communicationsɏӻ ȴḕϚ WLANᾼׄԓ

ἤ ӐϱậḟὑḕϚ WLANᾼ аԈȲҔ╗ⅎљכ ȳ

ậ ɎAccess Point, APɏѿц ӻ ɎWireless Switchesɏȴ

ѿ ᾼׄԓἤᴖṕȲד ὑẔ҃֝ ₤ᾼ ȲWLANѻ ѿ

―ᵓἤⱢѻȲ֪ױẔὔὑṿӣᾼ ἤȲṿẔׄԓἤ ᵅ

WLAN ᾼЛ ҒȲֽᴶṮ WLANᾼḃ ếẔ҃ ₤
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ᾼ ḃ ȲϷ ḆҒ ȴNIST SP 800-153’

⁄ɎGuidelines for Securing Wireless Local Area Networks, 

WLANsɏ WLANᾼׄԓἤȲҔ╗ẒЄ ֣ȸWLANᾼׄԓ

ɎWLAN Security ConfigurationɏȲѿц WLANᾼׄԓ

ɎWLAN Security Monitoringɏȴ 

(1) WLANᾼׄԓ  ( WLAN Security Configuration) 

NISTⱢ ∂Ӵ WLANᾼׄԓἤ ȲЛ ᴕ

WLANӐṝᾼׄԓἤȲϷ ᴕ Ẕֽᴶ Ẕ҃ ᾼׄ

ԓȴӦὑ WLANᾼ Ṇ Ɫ ứ в ȲӼҠ ᴟ

Ẕ҃ Ȳ ứ ҵᾼⅎљ П ᾓȲ

WLANиⱢẁҵ ếв ṿӣẒ ȲṳѹҬбה ⅎљ

ứẁҵ ṿӣП WLANȲѹҵ ếв ṿӣᾼ

WLANЛ ἒױФ ȴҫҵȲ ֝ צ ȳ

WLANȲѿцֵ ȲẂֽ ῤȳњ ᾼ

Ɏdual connectedɏ ᾓȲ Ὑ Ὑֽᴶб Ἠ╥ Ѧᴶ

ᾼ ᾓȴ֯ ׄԓᾼ∂ӴϱȲ WLANⅎљ

ṿӣ Ȳѿц֝ ẞֵ ᾼ ᴩ

ȴ 

(2) WLANᾼׄԓ ɎWLAN Security Monitoringɏ 

Ṽ NIST SP 800-153ѝԈἬ Ȳ WLANᾼ ׄԓӭ

Ẕ҃ ₤ Є דȴ֝ד ὑϚ ȲWLANד

ὔ Ȳṳ ⱢϚ ᾼ Ἠ Ȳ М

ϤἨḆḂ в ȴẂֽצ Ȳḃ ῏ⱢϠ צ

ϱᾼ☼ ȲẔӇ צ ȲἨ╥ ᾼ

Ṇ ȴ ╥ WLANȲḃ ῏Ҭ ὑ в

ᵛҠ ᴩḃ – ȴצṷḃ ῏ꜙᴟҠѿᵓӣ ⇔ ᾼứ

֣щ Ɏdirectional antennasɏȲᵛҠ צ ḃ Єᴟ

WLANᾼ Пҵȴ 
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ὑ WLAN ắᾼḃ ₤ ȲҠиⱢѻ ḃ ɎActive 

attackɏ ḃ ɎPassive attackɏẒ ȴѻה ḃ Ɫӑ

ᾼϚѠȲ ѻ ҏ ȳḆḂἨ╥М WLANᾼ Ȳ

Ẃֽ ɎMasqueradingɏȳ ɎReplayɏȳ Ḃ

ɎMessage modificationɏȳ  ḃ ɎDenial of  service, DoSɏȷ

ḃ ⁄Ɫӑ ᾼϚѠȲ WLANᾼ Ȳᴖḃ

῏Л ѻ ҏ ȳḆḂἨ╥М WLANᾼ ȲẂֽ

ɎEavesdroppingɏȴ 

4. ‒ԉ ⁄ɎNIST SP 800- 207ɏ 

‒ԉ▐ ɎZero Trust Architecture, ZTAɏ╥Ϛ ὑ ‒

ԉ ⁄ᾼԍ ׄԓ▐ Ȳ֯סṮ ҵ♪ṳ ạԍ в

ᾼ ֣ Ɏlateral movementɏȴ ▐ ╥Ϛ ᾃὑ ’ ᾼ

ׄԓẕ ȲẔ› ╥Ἤצ ꞋӇ ᴷȲЛԛצ

‒ԉᾼṿӣ῏ȴ ϱȲ֯ иׄԓἤ ȲἏἏ…ѿɦвɧ

ɦҵɧẃ ╥ᵡ‒ԉȲϚ ᾼԍ Ἠ ὑҵ

Ṯ ȲϚӎ Ϥв Ȳ ṝԌ ᾼṿӣ῏ ậ׀

Є ȴ֪ױȲӑ ᾼ ֣ Ϛ᾿╥ ṩ ᾼ

Є╚ ПϚȴ֯ ‒ԉ ἘМȲ Лԛצ‒ Л‒ ᾼ ꜜȲ

Ẃֽ Лԛ֪в Ἠҵ Пᵑᴖצ‒ԉἨЛ‒ԉᾼ ᾓȲϷЛԛ

צ ‒ԉᾼṿӣ῏Ȳᴖ╥Ṽ Л֝ᾼ‒ԉᵒ Ṽ Ȳ ᴖḟứ

ד ȴ 

(1) ‒ԉ Ӑ ⁄ȸ 

SP800-207ѝԈӦNISTӔה Ӂὑ20208דѣȲ Ḗԉᴶ

‹ậ׀֯ ▲ṿӣ῏╥ᵡצ Ȳṳ ϠѿϯϝЄ

⁄ȸ 

ȶ Ἤצᾼ ẃ ὢ ᵂ╥ ȴ 

ȶ Л ԉᴶ ᴯ ᾼ Ꞌ ắẞ’ ȴ 

ȶ ὑ ᵑԍ ᾼ׀ậ ḖȲ ѿḕװ Ɫ
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ҟ Ҡȴ 

ȶ ᾼ׀ậ ὑⅎљ ᵑȳ ӣὢ Ȳѿц

Ḗ׀ậ ׄҠ ẞᾼᾭ ȲѿцҠ Ҕ╗ᾼᴩⱢἨ

ἤȲҟ ḟứȴ 

ȶ ԍ Ἤצ צ ד ᾼӔ ἤ ׄ

ԓᾭ ȴ 

ȶ ֯б ᾼצậП›ȲἬ׀ ᾼṝи ᵑ ạȲ

╥Ṽ Ὠ ḟứȲṳѹ ȴ 

ȶ ԍ Ҡ ן צ ȳ ▐ ȳ Ȳѿ

ц ᾼ ᾓȲṳӣ ṷ ẃ ׄԓᾭ ȴ 

(2) ѿ ‒ԉכ∕ ȸ 

NIST SP 800- 207∂ ╟ ZTA ᾼԍ ȲẔв Ϡ

ϱ ⁄ȲӼ ᴕѿϯ ᴩ ȸ 

ȶ ԍ ӣ Л Ɫ ἤ‒ԉ ȴ ậ׀

Ở ֝ḃ ὑԍ֯׀῏ МȲѿ ׄԓҠᴩᾼ

Ѡה ᴩ ȴ 

ȶ ϱᾼ Ҡ ‍Ӧԍ Ἠצ ȴ 

ȶ Ἤצ Ꞌ‍Ệ Ҡ‒ȴ֣֯ԍ Ḗ СП›Ȳ

ḕ Ӈ  ╜ ɎPolicy Enforcement, 

Point, PEPɏ ᴷẔׄԓᾭᾓȴ 

ȶ ṳ‍Ἤצԍ ὑԍ׀ ᾼצ ╟ϱȴԍ

Ἠצ ᾼ Ҡ ᵓӣ Ɏᵛ‍ԍ ɏ

ᴩ Ӑ ế ὢ ȴ 

ȶ ԍ ЛҠᶙԓ‒ԉẔ ȴ 

ȶ ֯ԍ ế‍ԍ ╟П ᾼ ếЏᵂ☼

ẓצϚ ᾼׄԓ ếᾭ ȴ 

5. ᴩ ӣ  ᾼׄԓἤɎNIST SP 800-163ɏה

   ᴩ ӣ ɎMobile applications or appsɏⱢה ѿ
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цӑẃ ẞᾬ ȳP2MМ Ю Ȳ⁯ϷⱢ ắὢ ᾼ Ἠ

╥ӣљ ẃׄԓ Ȳ ӣ ɎApplications, Appɏה ♂/ ⇔

ɎvulnerabilityɏҠ ӣẃ ậ ȳ ạӣљᾼ ȳ

ȴ 

APP ♂Ҡ֪ Ϣ צ Ἠ ᶮכȲAPP ἨⱢ о

ӣ ᾼғה ἤȲ ᵅ ӣ ᾼׄԓἤȲѿה юכӐế

APPϱ▐ᾼ Ȳ ♂APP♂ ȴAPPכ ᾼכ Ȳậ

ḟὑֵ ֪ ȲẔМҔ╗ APPҠậ ᾼ ȴҫҵȲԊ

ᶾ ȲҔ╗Ẃֽ WI-FIȳ ה Ɏcellularɏ ῤ

ᴩ ᾼ ӣ ȲϷ−Ҡה ẓצ− ᾼ Ȳ֪ⱢẔ

Ɫ֯ᶾ ϱҠᵂⱢ ṿӣᾼ ЮɎVectorɏȴ ױ

APP֪Ẕ ἤ Ɫᵅ ӣȲᵀ ẘ ᵓӣȲϷ

Ӣ ȴⱢϠ ю ᴩ ӣ דה ᾼ ֯ Ȳ

ậ ᶧȲѿ ’ ᵍắ ♂– Ȳ сׄԓ‒ԉȲ

Л ♂Ɫצ Ἠ Ȳ ὑṶ› ᴩṮ  ȴ֯NIST SP 800-163

▲ᴩ ӣ  ᾼׄԓἤɎVetting the Security of Mobileה

ApplicationsɏМȲ ӣ ԓᾼׄה ḖɎApp Security 

Requirementsɏȳ ▲☼ ɎApp Vetting Processɏȳ ѿц ♂

ᾼи ɎApp Testing and Vulnerability Classifiersɏȳ ▲ᾃ Ṷ

ɎApp Vetting ConsiderationsɏȲϚ᾿ẞ ӣ ᾼה ▲Ṇ ɎApp 

Vetting Systemsɏȴḕ ◕Ṽ ֥Ϛ ἤἨ ἤ Пׄԓ

Ḗ Ɫ› Ȳ┬ ▲☼ ứЏẓȲ ᴩ ӣ ᾼׄԓἤה

ȴ 

6. ᾬ ᾼׄԓἤɎNIST SP 800-213ɏ 

12ѣȲNISTӁϠSP 800-213ד2020 ѝԈȲẔ

◕ ḇὑ ד2021 2ѣ 26ѡȴ ‚֯ס ᾬ ׄԓȲ

һ NISTв ᵫПNISTIR 8228цNISTIR 8259 ṆԝדФ Ȳ

ѻ Ɫ ṩ ẁ ╓ ȲṳӦ ᾼṔ⇔ᴕ Ṇ ᾼׄԓ
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ἤȲ ҏ ṩ ֯ ᾬ ᴕ ᾼẓ ȴṼ

NIST SP 800-213∂ Ȳᴴ ᾬ Ȳ ֯ ᾬ

ϯԝẓ ȸ 

(1) ᾬ Ἤ ẃᾼֻ ╥Ш ȹֽᴶᵓӣһȹ 

ן (2) ṷ ȹ 

(3) Ӧ ṷᶾ  ȹ׀

(4) ֯ ṷ֮ ԚṹếˍἨ  ȹ׀

(5) ẃᴞᾬ ᾼ ṷ ϮѠԚṹếˍἨ  ȹ׀

(6) ╥ᵡ Д Ẕ҃ ᵂἨṆ ғ ȹ 

(7) ᾬ ╥ᵡ ẃЛҠ ắᾼ ἨṿẔЛ

֥ ׄԓ Ḗȹ 

(8) ᾬ ╥ᵡצБ῀ᾼׄԓếˍἨ Ṃ ♂ȹ 

(9) ֯ ậׄԓ ạ Ȳᾬ ╥ᵡ֯׀Ҡ ṓᾼ╚ ȹ 

ҫҵȲױ Ϸצᵗὑ ɞᾬד2020 ׄԓᾎɟ

ɎIoT Cybersecurity Improvement Act of 2020ɏ ḖȲᵛ ẁᾎ√

╓ứᾼᾬ ȳ ậἨṿӣ╓⁮ȲⱢ ṩ╜Ἀ∂Ӵ ᵅ

ׄԓ цד ╓іȴ ᾎ ḖȲ ṩ╜Ἀ Ɫѿ╜Ἀ

  Пᾬ ạứ ȲֽὨ ṿӣ╜Ἀ Ἤ Ἠ

ậᾼᾬ Ȳӑ ׂNISTạứᾼ Ἠ╓іȲ⁄Л

ȳ ậἨṿӣ П€ּפȴ 

 Ғị 

‒ ɎInternational Telecommunication UnionȲITUɏ Ӂ

Пԓ ׄԓ╓ ɎGlobal Cybersecurity Index, GCIɏ… ׄԓ

ᾎ҆ȳᶾ ȳ оȳ∂ ϩц ֥ᵂ Ѡ ֢

ׄԓᾼכ ⇔ȴṼ ד2018 ׄԓ╓ ᵫɎ2018 Global 

Cybersecurity Index (v3)ɏ╓ҏȲԓ GCI֤›ϫ֤П Ȳ Ғị

ᵛ ֤ 6֤ ȲḆ╥Ṹы֮ ֤ 1֤ П ȲяẔ֯ ׄԓᾎ
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ạứѠ Ɫכ 114Ȳ ӱ Ғị֯ ׄԓṮ ᾼḟї ᶙ ἤȴ 

Ғị ᴞנ ד2005 ỞȲ Ӵכ ׄԓѻ ṳ ֵ

ׄ╜ ȲẔМ Ӵכד2015 Ғị е⅍ᾼ ׄԓᶝ

ɎCyber Security Agency of Singapore, CSAɏȲ Ғị ׄԓȲҔ

╗’ ╟ɎCritical Information Infrastructures, CIIɏȳ

Є ḃ ṶԈȳạứ ׄԓᾎ ȳ╜ ⁄ȳ

ׄԓẦ֥֝ᵂṶừȲц   ᾼ ׄԓ Ȳ҉

и ׄԓᵛ ׄԓП 115ȴ ᶾדּ Ḕ Ғ

ị ֣ ᾼ֝ ȲϷ Ӣ ẃ ֵ № Ȳ Ȳױ Ғị

Ḉ ὑ הӔד2016 Ӂ CSA ứП ׄԓ

ɎSingapore Cybersecurity StrategyɏɎϯ ɦ2016ד ׄԓ ɧɏȲ

Ԍױ ד2016 ׄԓ ӑẃ Ғịᾼ ׄ╓ ⁄Ȳѻ

ҏ 4 ׄԓќ▀Ȳиᵑ╥ȸ1.∂ ἤᾼ ╟

ɎCritical Information Infrastructures, CIIɏȳ2. Ḇׄԓᾼ Ὲ ȳ3.

҉ ♄ϩᾼ ׄԓӢ Ṇ ȳ4.о ֥ᵂ ᴴ …116ȴ 

ẔМ֯∂ ἤ CIIиȲ Ғị╜Ἀ CII ѿц ׄ

ԓῂ Ɏcybersecurity communityɏ֥ᵂȲӼ 4 ֣ њ оCIIП

ׄԓȸ 

1. ∂Ӵ ὢ ᾼ’ ȸ ╟ CII’ Ȳ о CII ᾼ

Ȳṳѹ Ғׄԓ ɎSecurity-by-Designɏ

⁄ѿ ḟCIIϱ ẁ ᾼ ׄԓ ȴ 

2. с֫ № ᾼ ϩȸ ∂ӴḆֵᾼ ׄԓṶԈ

ɎNational Cyber Incident Response Teams, NCIRTɏȳ

оḳ ⌠ ɎDisaster Recovery Plansɏѿц ═

                                         
114 ITU, Global Cybersecurity Index 2018, pp.16.28,(2018), available at https://www.itu.int/dms_pub/itu-

d/opb/str/D-STR-GCI.01-2018-PDF-E.pdf(Last visited:Apr. 19, 2020)  
115 ∑ Ȳɖ ׄỂ 45 ɗ Ғịӣ ⇔ ׄ Ȳ ề?Ȳ iThomeȲ2016

ד 10ѣ 19ѡȲhttps://www.ithome.com.tw/news/109141 Ɏ ∟ ѡȸ2021ד 4ѣ 17ѡɏȴ 
116 CSA, Singaporeôs Cybersecurity Strategy, pp.4-5, (2016), available at https://www.csa.gov.sg/-

/media/csa/documents/publications/singaporecybersecuritystrategy.pdf (Last visitedȸApr, 17, 2020) 

https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2018-PDF-E.pdf
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2018-PDF-E.pdf
https://www.ithome.com.tw/news/109141%20（最後瀏覽日：2021
https://www.csa.gov.sg/-/media/csa/documents/publications/singaporecybersecuritystrategy.pdf
https://www.csa.gov.sg/-/media/csa/documents/publications/singaporecybersecuritystrategy.pdf
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ɎBusiness Continuity Plans, BCPɏȴ 

3. Ғ ׄԓᾙ ѿцӴᾎ▐ ȸ ạứ ׄԓᾎȲ Ḗ

CIIἬצϢц ’ẔṆ ׄԓȲṳѹ‚ CSA

֥ᵂṳӦ CSAẁ ׄԓ Ȳб CSA  ѿц

ắ Ѡ й֥ᵂȲц ḟ ׄԓṶԈȴ 

4. ṿ╜ἈṆ ḆҒׄԓȸ Ӧи ╜Ἀ ᶾדּ ᴟ ׄ

ԓ ȲҒ ╜Ἀ ᾼ Ɏcyber situational 

awarenessɏ ׄԓṶԈП 117ȴ 

ȲⱢױ Ғị ׄԓ Ȳ Ғị╜Ἀὑ ד2018 3ѣ

ׄԓᾎɎCybersecurity ActɏȲ ᾎ֯ס о ╟ὂ

ḃ ᾼṮ ȳ CSA Ṯṳ֫ ׄԓ№ ṶԈȳ

ׄԓ ᾼԚṹ ạȳⱢ ׄԓὢ ẁ ∂Ӵ ⇔ ạᾼ▐ 118Ȳ

с Ғị CII ׄԓ ȴ ׄԓᾎМὙ CIIПἬצϢП

ᵓ ȲҔ╗ CIIПἬצϢ ẁ CIIПד С ׄԓ ȳ

CIIП ׄԓṶԈ֫ ȳứ ᴩ CII ׄԓ ᴷȲ

ѿцCIIἬצϢӼҠ֣ CSAҏӨ Ȳ֝ Ȳ ᾎ С CSAỪ ֵ

ϩȲҔ╗ Ӂ ’ CIIἬצϢὑṮ CII ׄԓ ậП ╟

⁄ ᴩ ȳ ▲ц Ṯ ׄԓṶ╝П ϩȳ ׄԓ

ȲױҵȲ ᾎӼ ׄԓὢ ẁ ц Ϣ∂Ӵ ׄԓὢ

Ḗ ạȲ ԉᴶϢЛ ֯ ϯ ᴩ ẓ П ׄ

ԓὢ 119ȴ 

ҵȲױ ὑ ׄԓᾎ ứȲCSA ׄԓ 120 Ӂ ὑ CII

ἬצϢⱢ ’ CII ׄԓἬⱢП ╟ ⁄Ȳ о CIIПἬצϢ ׄ

ԓṮ П ȴ ȲCSAṼױ ׄԓᾎὑ ד2018 Ӂɦ

                                         
117 Id. at 8-9. 
118 CSA, Cybersecurity Act, available at https://www.csa.gov.sg/legislation/cybersecurity-act (Last 

visitedȸMay. 3. 2021) 
119 Id. 
120 Ṽ ׄԓᾎ ứȲ  Ҡỗԉе Ϣ ἨӦ   Пᾎứ Мᾼе Ϣ ԉ ׄԓ

ȴѻ Ғị ׄԓȲҔᵶ CIIП ׄԓ ȴ 

https://www.csa.gov.sg/legislation/cybersecurity-act
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╟ ׄԓ ⁄ɧɎCybersecurity Code of Practice for Critical 

Information InfrastructureɏɎϯ ɦCII ⁄ɧɏ121Ȳ CII ⁄

ӣ Ἤצ ПCIIȲѻ CIIПἬצϢ֯ ’ẔCIIП

ׄԓἬӇ ╟П ᵅ ⇔’ ╜ ȲCII ⁄М ứֵ CII

ПἬצϢ П ԉ Ṷ ȲҔ╗ȸ ḖCIIἬצϢ ׂᴟюḕẒ

ד ᴩCIIӴП ׄԓ ȳ∂Ӵ ׄԓ ▐ц ׄ

ԓṮ П╜ ц╓ Ѡ ȳ CIIᴩ ἤ ᴷ ȳ

ạứ ׄԓṶԈ ṳ∂Ӵ ṶԈ Њ ɎCyber Incident 

Response Team, CIRTɏ▐ ȳạứ ׄԓ ׄԓ Ԛ

ṹ ᶧȳạứɦ ═ ɧɎBusiness Continuity Plan, BCPɏ

ɦḳ ɧɎDisaster Recovery Plan, DRPɏȲѿц ׄԓ

ȴױҵȲ ὑCIIПἬצϢ ẁ П Ѡ€ּפМ ׄԓ

ḖȲ ᵍẁ ậȳ׀ ȳ ȳ׀ ᵂCIIПד ׄԓ

ȴ֝ Ȳ CII ⁄ ԈAɎANNEX AɏȲϷ ᶾ Ṇ

ɎOT SystemɏПCIIἬצϢ ứד ׄԓ Ḗ122ȴ 

OTṆ БכⱢѡ Ӣ♄ế ᾼּדᶾ ȲֽṼ OTṆ

ӻ ế ȲⱢ ẁ ѿц֝Ḕ Ȳ ẁẁѬ

Ẕ҃ Ӑὢ ȴᵀ Ὼד ᶾ ɎITɏế OTṆ П ᾼ ѡ

ȲOTṆ ПCIIἬצϢ ѡ ᾼ № ȴ֪10ד2019ױ

ѣȲ Ғị╜Ἀ Ӂ OTṆ ׄԓ ɎSingaporeôs 

Operational Technology Cybersecurity Masterplan 2019ɏɎϯ ɦOT

ׄԓ ɧɏȲ ֯ס с Ӑ     ׄԓἤ

№ ϩȲ ӣ ⱢЏ ạṆ ɎIndustrial Control 

                                         
121 Ϛᾪɦ ╟ ׄԓ ⁄ɧὑ ד2018 9ѣеӁȲ∟ и ѝ ᴩ

ṳ ҉  AɎANNEX AɏȲ֪ױ ∟П ϡᾪɦ ╟ ׄԓ ⁄ɧὑ

ד2019 12ѣӢ ȴӐѝіӣПв Ɫ ϡᾪ ∟ᾼᾪӐȴ 
122 CSA, Codes of Practice Standards of Performance, available at https://www.csa.gov.sg/-

/media/csa/documents/legislation_cop/cybersecurity-code-of-practice-cii-dec-2019.pdf (Lsat visitedȸApr, 

22, 2021) 

https://www.csa.gov.sg/-/media/csa/documents/legislation_cop/cybersecurity-code-of-practice-cii-dec-2019.pdf
https://www.csa.gov.sg/-/media/csa/documents/legislation_cop/cybersecurity-code-of-practice-cii-dec-2019.pdf
https://www.csa.gov.sg/-/media/csa/documents/legislation_cop/cybersecurity-code-of-practice-cii-dec-2019.pdf%20(lsat
https://www.csa.gov.sg/-/media/csa/documents/legislation_cop/cybersecurity-code-of-practice-cii-dec-2019.pdf%20(lsat


145 

 

Systems, ICSɏПOTṆ ѿцOTṆ ПCIIἬצϢ123ȴⱢ ҒOTṆ

ᾼ ׄԓȲOT ׄԓ ᴩ 4 Ȳ о

Ϣȳ ѿцᶾ ֣П ׄԓἤȴ4 иᵑⱢ124ȸ 

1. о OTṆ ᾼ ׄԓ ȸӦ CSA 125 ẁПМ ᴟ

ׄԓ ȲCSA ẁЛ֝ П

Л֝№ ѿцḃ ֣ Ɏattack vectorsɏПּדᶾӂ Ȳṳ ẁ

῏ ѡ ׄԓЏᵂᾼ ȴ Ӧ ׄԓϢ

Иᾼ ȲCSA ḕד 70֤ᴟ100֤ᾼOTפּ ׄԓ

Ȳ∂ӴḆֵׄԓѹẓ ϩᾼ OT ɎOT communityɏ

126ȴ 

2. ∂Ӵ OT ׄԓԚṹ иέМїȸCSA Ṹы֮ ԓ ἤ

ɎGlobal Resilience Federation Asia Pacific, GRFAPACɏ֥ᵂȲ

ὑ ד2019 10ѣ OT ׄԓ Ԛṹ иέМїɎOT 

Cybersecurity Information Sharing and Analysis Center, OT-ISACɏȴ

OT-ISACכ ẃᴞ╜ἈȳCIIếOT ᴩ ȲOT-ISAC כ

ᴩ῀ ӻ☼ṳ ậ Ӑᾼ OT ׄԓ Ṿ ế ȴ֝

Ȳ שׁ Ἠ ȲOT ϢЂҠѿ

OT Мᶶ ᾼ№ ế ╟ȴױҵȲOT-ISACҠ

ẁẃᴞ ẁ צ OT ᾼ ṶԈ Ȳ֝

ȲӼᵓӣ ᵉХЄ☺ᾼ7,000ֵ ᾼ ế ῀ Ȳ

ҒịOT ׄԓᵓ …ϢиṹҠᴩᾼ 127ȴ 

3. Ғ OT ׄԓ╜ ☼ ȸṼ ׄԓᾎ ứȲCSA

ׄԓ CIIПἬצϢ ӁCII ⁄ȴ֝ Ȳ2019ד

11ѣ ϚԌ ԈɎANNEX AɏȲ ẁOTṆ ПCIIἬצϢ

                                         
123 CSA, Singaporeôs Operational Technology Cybersecurity Masterplan 2019, pp.1,14-16, (Oct. 01, 

2019), available at https://www.csa.gov.sg/-

/media/csa/documents/publications/ot_masterplan/csa_ot_masterplan.pdf  (Lsat visitedȸMay, 5, 2021) 
124 Id. at 3 
125 ὑ Ɫ֯סӴȲכד2017 с╜Ἀ CII  ὂ № ᾼ ȳ ѿц ϩȴ 
126 CSA, supra note 123, at 30-31. 
127 Id. at 32-33 

https://www.csa.gov.sg/-/media/csa/documents/publications/ot_masterplan/csa_ot_masterplan.pdf
https://www.csa.gov.sg/-/media/csa/documents/publications/ot_masterplan/csa_ot_masterplan.pdf
https://www.csa.gov.sg/-/media/csa/documents/legislation_cop/cybersecurity-code-of-practice-cii-dec-2019.pdf%20(lsat


146 

 

ׂП ׄԓ ⁄ȴ Ԍ Ԉ ὑ OTṆ ᾼ ◕

Ɏnetwork segmentɏȳ ה Ɏpatch managementɏȳ

═ ֣П ׄԓ ḖȲẦᵗOTṆ ПCIIἬצϢ

ẓ צ ѹ ế № ᾼ ϩ128ȴ 

4. ӣ ᶾ ẁṆ ἤȸⱢ OT ׄԓ ḟѠ ᾼ

ЛṜȲOT ׄԓ Ғị OT ᾼ

ḟѠ ȲẦᵗ ṿӣ῏Ḃ ׄԓȲṳ ᾼ

ׄԓ ḟѠ ȴCSAὑ ד2018 ҏԚ֝ ɎCo-innovationɏ

ѿц Ἐ ɎPOCɏ Ȳќ═ І  ‚

ḟѠ ᾼ Ӣ129ȴ 

ҵȲOTױ ׄԓ Ϸ OT ὢ ẁ῏

֯ ◕ ╟ ׄԓȲṿ ₇ Ṇ в∂ Єᾼ ׄԓ ╟ȴ

OT ׄԓ ᵂⱢ Ғⱶ ϩⱢOTṆ ПCIIἬצϢ∂Ӵẓ

צ ἤ ׄԓ П 130ȴ 

CIIOTṆ П’ ҵȲ ᴯ о ⇔ ẃ Ȳ Ὲ

ᾼׄԓϷכⱢ Ғị╜Ἀᾃ ᾼϚ Ȳ Ȳױ Ғịὑ202010דѣ

Ӂɦ2020דḆׄԓᾼ Ὲ ɧɎSingaporeôs Safer 

Cyberspace Masterplan 2020 ɏɎϯ ɦ2020ד ׄԓ ɧɏȲ

Ԍ ׄԓ ѻ Ṽ ד2016 ׄԓ 2ќ▀ Ḇׄ

ԓП Ὲ Ɫ Ȳ ҏϮ 131Ȳѻ ϮѠ њȸ’

ї ᴯ ╟ᾼׄԓȳ’ Ὲ ♄ ᾼׄԓȳ Ӗ

ׄԓ ӣ ϩȴ 

1. ’ ї ᴯ ∂ ᾼׄԓȸ Ғị╜Ἀ ׄԓ

ɎSecurity-by-Designɏȳ ậ ἤ ᴷ ɎVulnerability 

                                         
128 Id. at 32-33 
129 Id. at 36-37 
130 CSA, Singaporeôs Operational Technology Cybersecurity Masterplan 2019, available at 

https://www.csa.gov.sg/news/publications/ot-cybersecurity-masterplan  (Lsat visitedȸMay, 6, 2021) 
131 CSA, Singapore's Safer Cyberspace Masterplan 2020, p.15, (Oct. 06, 2020), available at 

https://www.csa.gov.sg/-/media/csa/documents/publications/safer-cyberspace-masterplan-2020.pdf (Lasted 

visitedȸMay. 25, 2021) 

https://www.csa.gov.sg/news/publications/ot-cybersecurity-masterplan
https://www.csa.gov.sg/-/media/csa/documents/legislation_cop/cybersecurity-code-of-practice-cii-dec-2019.pdf%20(lsat
https://www.csa.gov.sg/-/media/csa/documents/publications/safer-cyberspace-masterplan-2020.pdf
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assessmentsɏ № ɎThreat Huntingɏ Ṯ ’

▐ ȴ֝ Ȳ ҏ5G ׄԓ Ȳ ẁ ‒ ׄԓ

с5G ׄԓᶾ ῀ ᾼ ȴױҵȲḆ ֵ

ׄԓἤɎMulti-Tier Cloud Security, MTCSɏ Ȳ ẁ

ὢ ẁ῏Ἠṿӣ ὢ Пԍ ὢ ׄԓἤ ᴕ

132ȴԛ῏Ȳ Ӧ ẁ П ׄԓ ạ 133

ɎCybersecurity Labelling SchemeɏȲ ᵗ ῏ ᴷ

ẁП ׄԓ ᵑȲ֝ Ȳ ԍ ᵓӣ ᴯṝԌ

ɎNational Digital Identity, NDIɏֽmyInfoSingPass Loginᵂ

Ɫԍ ὢ ⅎљПṝԌ ạȲ’ ԍ ӣ ԓׄה 134ȴ 

2. ’ Ὲ ♄ ᾼׄԓȸ ∂Ӵ ן иέ ᾼ

֥ӂ ɎCyber Fusion PlatformɏȲṿ CSAѿ Ԓ

Ȳ ᵫᵛ Ӣᾼ ♄ Ȳ ♄

ᾼ иέ ϩȴ֝ ȲCSA ∂Ӵᾬ № иέӂ

ɎIoT Threat Analytics PlatformɏȲṿ CSAѿ ԓ ᾬ №

ᾼ ᴩиέȴױҵȲ∂Ӵ ӢϤЀɎCyber Hygiene 

PortalɏȲ ϤЀ ֯ CSAᾼ Ȳṳ ẁ ׄԓ╓⁮ȳ

ЏẓҔѿц ▲ ЏẓȲṿԍ ṿӣ῏ҟ ᴷ҃ ᾼ

֤ȳ‒ ѿц ᾼ ᾭᾓȲ‚ṿԍ ᵍὑ ḃ ȴԛ῏Ȳ

CSAⱢׄԓᵛὢ ɎSecurity-as-a-Service, SaaSɏ ḟѠ

Ϛ Ṇ ȲⱢṿӣ῏ ׄԓἤȲ’ ṿӣ῏ᵍὑ

№ 135ȴ 

3. Ӗ ׄԓ ӣ ϩȸⱢԍ ῏ȳԍ ȳ

                                         
132 Microsoft Build, Ғịֵ ׄԓἤɎMTCSɏ Ȳhttps://docs.microsoft.com/zh-

tw/compliance/regulatory/offering-mtcs-singapore Ɏ ∟ ѡȸ2021ד 5ѣ 25ѡɏȴ 
133 … Ғị CSAạứᾼ ׄԓ Ȳ ạ ₇ ֥ᾼ ԈҠӨ ҳ (Level 

1~4)ȲӦɦ / ɧ ҌӨ ȴhttps://www.intertek-

twn.com/FrontEnd/newseventsview.aspx?lang=C&no=1962Ɏ ∟ ѡȸ2021ד 5ѣ 26ѡɏȴ 
134 CSA, supra note 131, at 18-29. 
135 Id. at 30-41. 

https://docs.microsoft.com/zh-tw/compliance/regulatory/offering-mtcs-singapore
https://docs.microsoft.com/zh-tw/compliance/regulatory/offering-mtcs-singapore
https://www.intertek-twn.com/FrontEnd/newseventsview.aspx?lang=C&no=1962
https://www.intertek-twn.com/FrontEnd/newseventsview.aspx?lang=C&no=1962
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ׄ ɎCISOsɏ ׄԓ ṝӉ  П Џ

ẓҔȲֽ CSA ׄԓМїɎNCSCɏ֥ᵂ ҏ

ϩᾼ ЏẓɦExercise-in-a-boxɧɎEiaBSGɏȲӉ Ϛ

ׄԓᾼ ẁԍ ֯ẔМ ѿ Ẕ֫ ֢ ḃ П

ϩȲṿԍ ᾼ ḃ ẓ Ḇֻᾼ ϩȴԛ῏Ȳ

CSA Ẕ GoSafeOnline ῂ ɎGoSafeOnline 

Community Outreach ProgrammeɏȲ Ӗ ὑ ᴯ П♄

ẁ ׄԓ∂ ȲҔ╗ ׄԓΩ ♄ ȳ ֯

Ϣדכ ῏ ד ׄԓ ῂ ♄ Ἠ Ȳѿц Ϥ

Ɫ Ӣ ׄԓ ȴױҵȲ Ғị╜ἈϷ ֯ 2021

4ѣד ҏSG ׄԓ‒ԉ ɎSG Cyber Safe TrustmarkɏȲ

ԍ ӣױ ὙẔБ Ԓ ׄԓ ╟ȲⅎљҠṼ

П ᵑ ӻὔПԍ 136ȴ 

Ғị╜Ἀ═ ὑЭɎ2021ɏד Ӂ ạứ ׄԓ╜ ȲЭד 3

ѣȲ Ғị ц ɎMinistry of Communications and Information, 

MCIɏΩӁӔ֯ạứCIIẁ ɎCII Supply Chain ProgrammeɏȲ

ẁ CSAȳCIIПἬצϢцẔẁ Ȳ ẁ П ׄԓ ᾼ

∂ ☼ ╟ȴҫϚѠ ȲὑЭד 3ѣ SG ׄԓ ɎSG 

Cyber Safe ProgrammeɏȲSG ׄԓ ד2020╥ ׄԓ

ᾼϚ ԌȲ֯ס с Ғịᾼ ׄԓѬӂ137Ȳ ҏֵ

ׄԓ ╟ ЏẓȲҔ╗ ԍ ῏ȳᶾ Џ ẁ

ׄԓЏẓҔɎCybersecurity ToolkitsɏȲṿԍ ῏ Џ ϤϠ

ׄԓ № Ȳѿцԍ ᴞᶺ ᴷẔ ׄԓᾭᾓЏẓ

ɎTools for Enterprises to Self-Assess their Cybersecurity PostureɏȲֽ

ɦExercise-in-a-boxɧɎEiaBSGɏ ЏẓȲṿԍ Ҡצ ׄԓ

                                         
136 Id. at 42-51. 
137 CSA, Speech by Dr Janil Puthucheary, Senior Minister of State, Ministry of Communications and 

Information at the MCI Committee of Supply Debate 2021, (Mar.02, 2021), available at 

https://www.csa.gov.sg/news/speeches/mci-cos-2021-sms-speech (Lasted visitedȸMay. 27. 2021) 

https://www.csa.gov.sg/news/speeches/mci-cos-2021-sms-speech


149 

 

ṶԈПЏẓȴҫҵȲCSAϷ ҏSG ׄԓ‒ԉ 138Ȳ’ ԍ

ׄԓȴ 

ЄὂᴖṕȲ ҒịЛ ׄԓד ╜ ᾎ Ȳ

CIIȳ Ὲ ᾼׄԓȳẞ ׄԓӢ Ṇ њȲԓ ἤ

’ ҒịП ׄԓȴױҵȲӼ ֥ᵂȲ∂Ӵԓ ׄ

ԓ Ȳ Ӊ ᵓצ Ғị П ׄԓ ȴ 

ҵȲױ Ғị ֣ Ȳ֢הᾬ ᾼ ӣϷ

ẃ ֵаȲẔМȲᾬ ’ ׄԓ Ɫכ П≡ȴ

ⱢױȲ Ғị ᶝɎInfocomm Media Development 

Authority of Singapore, IMDAɏὑ20203דѣ13ѡ Ӂᾬ ׄ

ԓ╓⁮ɎInternet of Things Cyber Security GuideȲѿϯ ɦᾬ ׄ

ԓ╓⁮ɧɏȴױԌᾬ ׄԓ╓⁮Ӧ Ғị IMDA Ғị CSAԚ֝ạ

ứṳᶙכе ȲѿẦᵗԍ цẔẁ ֯ ȳ ȳ ╟ц

ᾬ Ṇ Ȳẓצ ╓і ḟ ׄԓ 139ȴ 

ᾬ ׄԓ╓⁮ѻ ὑṆ ᾼׄԓ∂ Ȳ ẁᾬ

῏ɎIoT developersɏȳᾬ ẁ ῏ɎIoT providersɏѿцᾬ ṿӣ

῏ ɎIoT usersɏ ὑ ᾬ Ṇ ╟ Ɏimplementationɏ Ἠ

Ɏoperationalɏ ◕ ᾼ ׄ ԓ ∂ Ɏbaseline security 

recommendationsɏȴᾬ ׄԓ╓⁮Ӽ Ὑᾬ ῏ȳẁ ῏ ṿ

ӣ῏֯ᾬ Ṇ ӢỄ П Ȳᾬ ῏ѻ

◕П ȳ ȳ ȳ ֥Ɏintegrateɏế ȴᾬ ẁ ῏

⁄ ◕П ȳќ Ɏsupportɏȳ ȳḆ ᶰ ȴᾬ

ṿӣ῏ѻ ╟ế ◕ȴ ᾃ ᾼ╥Ȳ֯ᾬ Ṇ ᾼ

ӢỄ вȲ ғ ᾼ ϤȲҠ ҏ ֵ ╟ế

                                         
138 CSA, SG Cyber Safe Programme, available at https://www.csa.gov.sg/programmes/sgcybersafe (Lasted 

visitedȸMay. 28. 2021) 
139 Info-communications Media Development Authority, Internet of Things(IoT) Cyber Security Guide, 

https://www.imda.gov.sg/-/media/Imda/Files/Regulation-Licensing-and-Consultations/ICT-

Standards/Telecommunication-Standards/Reference-Spec/IMDA-IoT-Cyber-Security-Guide.pdf  (Lasted 

visitedȸOct. 9. 2021) 

https://www.csa.gov.sg/programmes/sgcybersafe
https://www.imda.gov.sg/-/media/Imda/Files/Regulation-Licensing-and-Consultations/ICT-Standards/Telecommunication-Standards/Reference-Spec/IMDA-IoT-Cyber-Security-Guide.pdf
https://www.imda.gov.sg/-/media/Imda/Files/Regulation-Licensing-and-Consultations/ICT-Standards/Telecommunication-Standards/Reference-Spec/IMDA-IoT-Cyber-Security-Guide.pdf
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◕ 140ȴ 

Ԍᾬױ ׄԓ╓⁮ѿ Ғị ᶾ ỗ ɎInformation 

Technology Standards Committee, ITSCɏTR 64ɦ2018ד ᾬ

ׄԓ╓⁮ɧɎGuidelines IoT security for smart nationɏɎϯ ȸTR 64ɏ141

Мᾼ ἘⱢ Ȳ ẁ ׄԓד Ἐȳ№ ∂ Ɏthreat 

modelling checklistɏ ẁ ᴞᶺ Ɏvendor disclosure checklistɏ

142ȴ 

Ṽ TR 64М ҏᾼҳ ᾬ ׄԓ ⁄ȲҔ╗ ׄԓ

ɎSecure by defaultsɏȳ Ṯ ɎRigour in defenceɏȳ ἤ

ɎAccountabilityɏц ἤɎResiliencyɏ143Ȳᾬ ׄԓ╓⁮ ֢ ⁄

ứ֢ ׄԓ∂ Ḕ ȲⱢᾬ ṿӣ῏ ῏ ẁᾬ ╟

◕ᾼׄԓ ∂ Ȳṿӣ῏ ῏Ҡ ậ ṷׄԓḔ Ȳ

’ᾬ Ṇ ᾼ їׄԓ ᵑȴ֢ ᾬ ׄԓ ⁄ϯПׄԓ∂

Ḕ ֽϯȸ 

1. ẁᾬ ṿӣ῏ц ῏֯ ╟Ɏimplementationɏ ◕ᾼׄ

ԓ ∂ 144ȸ 

(1) ׄԓȸ 

A. ӣ Єᾼ ȸ ЄᾼҒ ғ ’ᾬ П

ᾼ ӻ ׄԓἤȲᾬ ׄԓ╓⁮∂ б ṿ

ӣ ᶾ ṳ Ṿ Ѡה ᾼ ֯ᾬ Ṇ

ȴ 

                                         
140 Id at 4. 
141 TR 64Ю ᾬ ɎIoTɏṆ ᾼ Ӑׄԓ Ἐếӣ Ȳṳ ӱẔ ӣȴ֝ Ю ᵑ loT

Ṇ № ế ♂ᾼ Ѡᾎ ẁ ὑֽᴶ ᾬ ᴩ№ ∂ ȴױҵȲ ứҳ Ӑᾼׄԓ

⁄Ȳѿц Ὑד ᾼ ӣȴ ẁֽᴶи ᾬ ׄԓ ḖцẔ֯ќ ׄԓ Ḗ ᵑѠ ᾼ

ṿӣἤȴhttps://www.imda.gov.sg/regulations-and-licensing-listing/ict-standards-and-quality-of-

service/IT-Standards-and-Frameworks/Internet-of-Things (Lasted visitedȸOct. 13. 2021) 
142 IMDA, supra note 139. 
143 Info-communications Media Development Authority, Internet of Things(IoT) Cyber Security Guide 

Annex A Foundational Concepts, https://www.imda.gov.sg/-/media/Imda/Files/Regulation-Licensing-and-

Consultations/ICT-Standards/Telecommunication-Standards/Reference-Spec/IMDA-IoT-Cyber-Security-

Guide-Annex-A.pdf  (Lasted visitedȸOct. 12. 2021) 
144 IMDA, supra note 139, at 7-9. 

https://www.imda.gov.sg/regulations-and-licensing-listing/ict-standards-and-quality-of-service/IT-Standards-and-Frameworks/Internet-of-Things
https://www.imda.gov.sg/regulations-and-licensing-listing/ict-standards-and-quality-of-service/IT-Standards-and-Frameworks/Internet-of-Things
https://www.imda.gov.sg/-/media/Imda/Files/Regulation-Licensing-and-Consultations/ICT-Standards/Telecommunication-Standards/Reference-Spec/IMDA-IoT-Cyber-Security-Guide-Annex-A.pdf
https://www.imda.gov.sg/-/media/Imda/Files/Regulation-Licensing-and-Consultations/ICT-Standards/Telecommunication-Standards/Reference-Spec/IMDA-IoT-Cyber-Security-Guide-Annex-A.pdf
https://www.imda.gov.sg/-/media/Imda/Files/Regulation-Licensing-and-Consultations/ICT-Standards/Telecommunication-Standards/Reference-Spec/IMDA-IoT-Cyber-Security-Guide-Annex-A.pdf
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B. ’ ẓ ἤᾼ ȸ ἤ Ҕ╗ ȳ ȳ҅

ȳ Ɏfirmwareɏȳ Ϣ ȳ Ϥ/╓҆ц

Ɏsensing dataɏ Ȳ׀ậẓ ἤП ’ Ἠ

ẃ ȲṳṮѦ Ḃȳ ḂἨ֣ӑ

῏ ȴᾬ ׄԓ╓⁮∂ ▲ẓ ἤ ᾼ

ἤȲṳṮѦӑ ῏ Ἠ ḂȴἬצ ᾬ

ᾼ Ғ ȴ 

(2) Ṯ ȸ 

A. ᴩ№ ∂ ɎThreat modellingɏȸ№ ∂ ᵗὑצ

ᵑṆ ᾼ ȳṆ ᾼׄԓ ḖцṆ Ҡ

ᾼ№ ȴ֪ױȲצ ᾼ ⁄ҠὙ Мӣὑ ’

ᾼв ȴ№ ∂ Ҡ ᾼḃ ЊоȲṳ

Ẕ ᾼ ♂ȴᾬ ׄԓ╓⁮∂ ╟ ◕ῴ

ӣ№ ∂ Ȳṳѹ ὙὙ ᾼ вᾬ ᾼ

ӣ ȴ 

B. ∂Ӵ‒ԉ ɎRoot-of-Trustɏȸ‒ԉ ẁϠṮѦ Ḃᾼ

Ȳӣὑ ׀ ’ ᾼ ȲṳⱢẔ҃ׄԓ ạ

∂Ӵ Ệᾼ Ȳ ‒ԉ Ḇ ᾼׄԓ’ ȴᾬ

ׄԓ╓⁮∂ ‒ԉ Ӧ Ṇ Ԉ∂Ӵ ṿ

ӣȲẂֽᾬ ếᾬ ӂ Ȳ֪ ӂ

Ҡ ѻ Ɏhostɏ ṳ ᴩẓ ἤᾼ ȴ 

C. ׄԓ Ầ ȸṆ ṿӣ Ầ Ȳ

֝ ’ Ӕ ᾼ Ầ ׄԓᾪӐȲ’ צ

ᾼ ȴᾬ ׄԓ╓⁮∂ Ҡ ṿӣ ᾼ

Ầ ṳ ᾼ ׄԓ ạȴ 

(3) ἤȸ 

A. ╟ ᾼ׀ậ ạȸ֯Ṇ ᾼ ӢỄ МȲ׀ậ

Ṇ ắẞ ạѿц Ȳ Њо ᴩⱢ῏ᾼ
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ȴ Ɏdefaultɏ ᾼ Ɫכ ᵓӣ

ᾼ ♂ȴֵ ṝи ɎMulti-Factor Authentication, 

MFAɏ ẁ ɎinitiatorsɏṝиḆ ᾼ’ ȲҒ

ἤц ю ȴᾬ ׄԓ╓⁮∂ ╥

Ɏcyberɏ Ȳ ὑ ȳ Ɏnetworksɏѿц

Ӈ ╟ ᾼ׀ậ ạȴ 

B. ẁ Ɏaudit trailsɏȸᵛṿ ᾼ ậ׀╟ ạ

╟Ȳ╝ ӣȳ ạ Ь╥ ֯ Ȳ

ױ֪ צ ╥ ᾼȴᾬ ׄԓ╓⁮∂ Ἤצ

ậ׀ ḆḂṆ נּ

Ɏloggedɏȴ 

(4) ἤȸ 

A. ṮѦ ȸᾬ Ṇ ὔắ ḃ Ȳḃ ῏

ѿцắ ═ ֣ᾬ / /Ṇ

ḖȲ ᴖ Ṇ ц Ṇ ᾼṿӣἤȴᾬ ׄ

ԓ╓⁮∂ Ṇ ậ ạȲṮѦֽ DDoSᾼ ḃ

ȴ 

2. ẁᾬ ṿӣ῏цᾬ ẁ ῏֯ Ɏoperationalɏ ◕

ᾼׄԓ ∂ 145ȸ 

(1) ׄԓȸ 

A. ṿӣ Ệᾼ ȸ ᾼ ֽṿӣ῏ᾼ ᵑѿц

Ϛ᾿ Ɫ╥ὔắḃ ᾼ ♂ȴᾬ ׄԓ╓⁮∂

ᵍṿӣ ᾼ Ȳ Ṇ ṿӣ ᴖצϩᾼ Ȳ

ṳ о ⇔ ⇔ѿц ׂ Ṿ ȴ 

(2) Ṯ ȸ 

A. и ᾬ ԍ ȸ Ϛ Ϥ –

Ɏcompromisedɏᾼ ὔṿḃ ῏ Ϥԍ ᾼṆ

                                         
145 Id at 9-10. 
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ȴᾬ ׄԓ╓⁮∂ ◕╥Ӈ ᾼȲṿᾬ

и Л֝ ȲҠѿ ᾼ Ẕ҃ԍ ᾼṆ

ѿц иȴṮѭ ᾼ ḟѠ

Ҡ ֮֯ḕϚ ╟ȴ 

(3) ἤȸ 

A. ∂Ӵ ᾼ ȸἬצ Ҡ ṳ

ᴩⱢ῏ᵓӣȲṿ ḃ Ϥ– ᾬ Ṇ ȴ

ᾼ Ҡ ṿӣ ֣Џ ḂȲ ᴖ ᾬ

Ṇ ȴ ѹӑ ᾼṮѭה Ἠ Ϥ

ᴩⱢ῏Б῀ᾼҠᵓӣ ♂ȴ֪ױȲ ᾼ

╥ ’ Ṇ ׄԓᾼ ȴᾬ ׄԓ╓⁮∂

ᾼ Ҕ╗ ∂ӴṮѭ ᾼḆ ҉Ȳ֯

ᾼӢỄ М ȳ Ṯѭ ᾼ

ᾪӐȲṳ═ Ḇ Ȳ ᴩ׀ậ ạȴᾬ ṿӣ῏

ᾬ ẁ ῏ IMDAȳCSAỪѠ Ӂᾼ ῀

∂ Ȳ ᾬ ICTṆ ᾼ ♂ ḃ ȴ 

(4) ἤȸ 

A. ẓ ϩȸ֯ᾬ ẓϚứ Ȳᾬ Ṇ

Ɫḃכ ӭ ȴ Ḇֵ ᾼḃ Џẓ Ȳḃ

῏ ᷄ẞϤ–Ṇ ᾼѠᾎȴ֪ױȲ ֻ ḃ ∟⌠

ᾼ ȲяẔ ḃ ῏Ϥ–ᾬ Ṇ Ϣ Ṇ

П ȴᾬ ׄԓ╓⁮∂ ậứ Ṇ ԌȲ

ѿцứ ᾼḳ ȴ 

B. ᴩứ ᴷȸᾬ Ṇ ╥ ѹ ᾼṆ ȲӦὑ

№ ӼЛ ᾼ֯ оȲ֪ױứ ᴩ Ἠ ♂

ᴷ ᵅׄԓ ȴᾬ ׄԓ╓⁮∂ ứ ᴩᾬ

Ṇ ᾼ Ἠ ♂ ᴷȴ֝ Ȳ№ ∂ Ϸ ᵂ

Ɫ ♂ ᴷᾼϚ иȴ 
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ҵȲᾬױ ׄԓ ᵫӼ ẁ№ ∂ Ɏthreat modelling 

checklistɏ∂ ȲѿᵂⱢṆ ῏№ ∂ ᾼ╓іȲ ṳ ’№

∂ ╥ᵡẓṆ ἤѹӔ ᾼ ᵂȲ֝ Ȳ№ ∂ ⁄ӣὑиέ

Ṇ ♂ № Ȳṳ № ᴩ Ԓ ᶧȲԛѿ֥ ᾼ

ᶾ ḟׄԓ ȴҫϚѠ Ȳᾬ ׄԓ ᵫ ẁẁ ᴞᶺ

Ɏvendor disclosure checklistɏ∂ Ȳӣѿꜜứᾬ ẁ ῏ ᾃ

ᾼׄԓғ ὢ Ȳṿᾬ ṿӣ῏֯ Ȳ ѿ ᴷ ѩ Л֝

ẁ ῏ ẁᾼᾬ ḟѠ Ṇ ᾼׄԓἤ146ȴ 

Ғị╜Ἀ Ӂᾬ ׄԓ╓⁮Ȳ…ѿ ẁ ῏ ѿ ᾬ

Ṇ ᾼׄԓἤ ᵅṆ ẃҠ ᾼ№ ♂Ȳ֝ Ȳ ᾬ

ẁ ῏цṿӣ῏Ҡ ֽᾬ ׄԓ Ӑ ⁄ȳӣὑ ᵑ

ᾼׄԓ ᵑȳ ᾬ Ṕ⇔ԝ № ᵑȳᾬ ṓᾼḃ

ᵑȳṆ Л֝ӢỄ ᾼ№ ֪ ѿц№ ᴷ

ȴ ȲIMDAױ ԍ ẁ ӣᾬ ׄԓ╓⁮Ȳṳὑ

ᾬ Ṇ ◕ᵛᴕ Ṇ ᾼ ׄԓȲỞὑ ’ ᵍ

ὑ ׄԓ№ Ҡ ẃᾼ 147ȴ 

  

Ȳד2011 ӣ Ϛ҅ᾼ ╟’ ɎCritical 

Information Infrastructure Protection, CIIPɏȲṳὑ2013ד ׄԓ

֥ἤӴᾎ ȲӦ ỗ ѿц ҵӻếׄԓ ҅ῶὑ֝2דѣ

ҏ Ṇ ׄԓ╓҆∂ Ɏon the proposal for a directive of the 

European Parliament and of the Council concerning measures to ensure a high 

common level of network and information security across the Unionɏȷ֝דȲ

ⱢϠ ’ ׄԓȲἋі еӁПד2016 Ṇ ׄԓ╓҆

                                         
146 Id at 11-17. 
147 IMDA, IMDA Launches IoT Cyber Security Guide to Help Enterprise Users and Vendors Secure IoT 

Systems, https://www.imda.gov.sg/news-and-events/Media-Room/Media-Releases/2020/IMDA-Launches-

IoT-Cyber-Security-Guide-to-Help-Enterprise-Users-and-Vendors-Secure-IoT-Systems (Lasted visitedȸ

Oct. 12. 2021) 

https://www.imda.gov.sg/news-and-events/Media-Room/Media-Releases/2020/IMDA-Launches-IoT-Cyber-Security-Guide-to-Help-Enterprise-Users-and-Vendors-Secure-IoT-Systems
https://www.imda.gov.sg/news-and-events/Media-Room/Media-Releases/2020/IMDA-Launches-IoT-Cyber-Security-Guide-to-Help-Enterprise-Users-and-Vendors-Secure-IoT-Systems
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ɎDirective on Security of Network and Information Systems, NIS DirectiveɏȲ

Ӂ ᾼ ׄԓ Ȳ֤Ɫɦ Ὅȳׄԓ Ҡ ᾼ Ὲ ɧ(The 

cybersecurity strategy ï An Open, Safe and Secure Cyberspace)Ȳῶ ҏ

ὑ ׄԓ ᾼ Ṯȳ ѿц ᾼ ȴ 

ᴟ2020דȲ ỗ Ӧ 2020ɎHorizon 2020ɏȲ᷾Ϥ

3800 аȲќ═ֵ Ȳ’ ╟ᵍắ ᾼ№

Ȳṿ₨ӀḆҒ ếׄԓ148ȷ2020ד 12ѣ ỗ ӑ

ẃ ᾼד10 ᴯ Ȳ ҏɦ ᴯϫד ׄԓ ɧɎThe EU's 

Cybersecurity Strategy for the Digital DecadeɏȲѿќ═ ᾼ ᴯӑ

ẃɎShaping Europe's Digital Futureɏȳ ☺ ɎRecovery Plan for 

Europeɏế ☺ׄԓ ɎEU Security Union StrategyɏȲṿ ҠҒ

Ԛ֝ὂ ḃ ѿц ׄԓ П ϩȲ ’ е

Ӗ ԍ Ꞌ ֯Ҡ‒ ᾼ ׄԓ М149ȴ 

(Ϛ) Ṇ ׄԓ╓҆ 

Ṇ ׄԓ╓҆ɎThe Directive on security of 

network and information systems, NIS Directiveɏ(ϯ NIS╓҆)Л

Ɫ ᴯ ϚӀ ( European digital single market)ᾼ

ӭПϚȲӼⱢ Ϛ ֥ἤᾼ ׄԓӴᾎȲ֯ס с

╟ᾼ ׄԓȲṳ ’ כ ẓ Ϛȳ

ᾼ Ṇ ׄԓП Ӑᾎ√ ▐ᾼӭ ȴ 

Ӧὑ цṆ ᴩȲ֪֯ױ‚

в ₇ȳὢ ếϢ ᾼ ☼ Ȳ᷊ Ϡ ᾼṔᴥȴᴖẓ ϱ

ἤ ᾼ цṆ Ȳ ὑ ᾼ ᵂᴟ ȴ֯ϱ

ԈϯȲNIS╓҆Ҡצᵗὑ ’ цṆ ᾼ ☼

                                         
148 Ȳɢ 3,800 аѿ’ ╟ᵍắ № ɣȲ08/24Ȳ

2020Ȳ<https://intlfocus.ncc.gov.tw/xcdoc/cont?xsmsid=0J210565885111070723&sid=0K2375227172634

95777> 
149  Stli Ȳ ɢ ỗ ҏ ɞ ᴯ ϫ ד ׄ ԓ ɟ ɣ Ȳ 01/2021Ȳ

<https://stli.iii.org.tw/article-detail.aspx?no=55&tp=1&i=180&d=8602> 
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ׄԓ150ȴ 

NIS╓҆ӴᾎӭᾼⱢᶦ ╓҆ᾼ Ȳѿ

в Ԛ֝ᾼ ц Ṇ ᾼ ⇔ׄԓȲḂ в ᾼ

ᵂȴNIS╓҆ứ ᾼ Ṇ ׄԓȲ ╓֯Ҡ‒ԉѹ ԓ

ᾼ ѿц Ṇ ᾓϯȲ ѿ ’Ẕ Ṇ ׄԓ

ѿ Ѧ Ẕ ȳ׀ ȳ П ȲἨ῏ ד ὢ ẁἨ

╥ ц Ṇ ậП׀ ἤȳᶙ ἤѿцҠӣἤ151ȴ 

NIS╓҆ ᾼ Ɫ֢כ П ὢ

Ɏoperators of essential servicesɏц ᴯὢ ẁ ȴᴖ ứᾼ

 Ҕ╗ ȳ ȳ ᴩ ȳ  Ӏ ╟ȳ

 ȳ ╟ѿц ᴯ ╟ ȴᴖ NIS╓҆в

ѿϯ ֽ֣ϯ152ȸ 

1. ֢ Ӈ ạứ֢ᴞᾼ ׄԓ╜ ȸᵛ

Ḗ Ꞌ ạứϚ ц Ṇ ׄԓᾼ

╜ (v NIS╜ )Ȳ Ɫ ế ц Ṇ ׄ

ԓᾼ ▐ȴ ḖẔ ạứП ╜ ԚиⱢ 7

Є ӭȴҔ╗ȲϚȳ ц Ṇ ׄԓᾼ ╜

ԒṶ ȷϡȳ כ ц Ṇ ׄԓ╜ Пӭ

ѿц ԒṶ ᾼ ▐ȲҔ╗╜Ἀ Ẕ҃ד

ᴩⱢ῏ᾼṔᴥ ԉȷϮȳ ὑ ц ׄԓᾼ Ṯȳ

֫ ц⌠ ד ╟ȲҔ╗еҨ   ֥ᵂᾼ ứ ȷ

ҳȳ Ӵ ц Ṇ ׄԓᾼ ╜ ד ᾼ Ṏȳ

ׄ ᾼ сѿц ȷХȳ ц Ṇ

ׄԓᾼ ╜ ד ᾼׁשṅ ȷгȳ ᵑ

ᾼ ᴷ ȷϝȳ֢ ṳ вᾼ

                                         
150 Enisa, ñDIRECTiVE(EU) 2016/1148 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL 

concering measures for a high level of security of network and information systems across the Union ò, 

Official Journal of the European Union,(2016), p.1 
151 Id. p.13-14 
152 Id. p.2-30 
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ὢ Ȳṳ∂ӴϚԌ ȴ 

2. Ғ ᾼ ׄԓᾼ֥ᵂ ѿц

֥ᵂȸ֯ס∂ӴϚ ֥ᵂЊ Ȳѿќ═ṳ‚ כ

ᾼ ֥ᵂ ӻ☼Ȳṳ∂Ӵϡ῏ ᾼ‒ԉ ‒їȲ

’ ѻ ѿц Ϛ ᴩẔ Ȳѹ

ׄԓṶ╝ Њ ᴩ ֥ᵂȴ ϚḔṕПȲ

כ֢ Ӈ ֯Л  ᾎ ᾼ› ϯȲ╓֤Ϛ

Ϛ Ȳ Ầ ц ׄԓד ᾼ

Ȳѿц ᾼ ֥ᵂȴᴖ כ ╓֤

Ϛ Ἠֵ ѿц Ṇ ׄԓᾼ ѻ

ѿцϚ Ϛ ȴᴖ ϷҠ╓֤Ϛ

Ἠֵ צ ȴ כ ╓֤Ϛѻ Ȳ⁄֝

ѻ Ӽ Ɫ Ϛ ȴ 

3. ∂ӴϚ ׄԓṶ╝ Њ ȸ… ∂Ӵ ׄԓ

Ṷ╝ Њ Ȳ ׄԓṶԈ ᴩ Ȳ

ṳ֣ד ᵓ …Ϣ ẁ ׄԓ ѿцṶԈ

ᾼ ȳ ῀ѿц Ȳṳѹ ׄԓṶ╝

Њ Ȳ ׄԓ ṶԈ ẁ ṶԈ

ᾼ֪ циέ ȴҫҵȲӼ ׄԓṶ╝ Њ

ẁ ֢ ӻ ׄ Ἠ ׄṶԈПד

ᾼӂ ȴ 

4. ∂Ӵ ὢ Ɏoperators of essential servicesɏ

ѿц ᴯὢ ẁ ᾼׄԓц Ḗȸ… Ϥᾼ

Ɏ ὢ ѿц ᴯὢ ẁ ɏ

ҏẔ П ѿц ὑẔ֯ ׄԓᾼ Ḗ

ȴ 

֯ NIS╓҆МȲ ὑ ὢ ᾼ ứ ѻ Ҕ

ᵶѿϯ 3 ԈȲиᵑⱢϚȳ ẁҠ ═ῂ Ἠ ♄ П
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Ӑὢ ȷϡȳԊ Ἠ Ṇ ẁ Пὢ ȷϮȳ ὢ ᾼ

ẁὔắẞ ῏ȴ Ϡ ὑ ὢ ᾼ ứ

צ ứПҵȲNIS╓҆Ӽ ᴯӀ Мᾼ ᴯὢ ẁ Ϥ

ȴ ᴯὢ ẁ Ҕ╗ ϱӀ ȳ і ѿ

ц ẁ ὢ ᾼ ᴯὢ ẁ Ȳṳѹẓצ ἤ ȴ 

NIS ϱ Ẓ῏ᾼ ѿц ḖȲѻ ѿϯϮצ ȲҔ╗: 

Ϛȳ ậ ╟ ѿц ׄԓ ȷϡȳ ὑ

ѿц ׄԓṶԈ ậ ᾼ Ṯ ╟ѿц ѿц

ׄԓṶԈᾼ ЊоȲ ’ ὢ ѿц ᴯὢ

ẁ Ҡ═ ẁὢ ȷϮȳ ὢ ѿц ᴯὢ

ẁ ֣ ѻ ѿц ׄԓṶ╝ Њ ᵛ

ẓצ Є ᾼ ѿц ׄԓṶԈȴ 

Ӑ╓҆ ὑ ᴯὢ ẁ ᾼ ȲӼ ẞ ὑ ᴯὢ

ẁ צ ὑ ѿц ׄԓᾼ ╟ѿц ц ׄ

ԓṶԈ Ӣ ҏ ῀Ȳṳ ẔṆ ѿц ╟ᾼׄԓἤȳṶԈᾼ

ч ȳ ᾼ═ ȳ ׄ ♂ᾼ ȳ ѿц

֪ Ϥᴕ ȴ 

ҫҵȲⱢ ᵍ ὑ ὢ ц ᴯὢ ẁ

כ ᾼ ╜цᴩ╜ ȲNIS╓҆ ứẔ ѿц

ᾼ ד Ȳṳ ╟ ╟ᾼᶾ ԝⱢᴕ ȴᴖ ⱢϠ

ד М ₤153цЊ₤154 ᴯὢ ẁ ᾼ Ȳ ὑ ₤ц

Њ₤ ᴯὢ ẁ ᾼ ⁄ ὑ ứПҵȴ 

ᴖṕȲ֯ϱ Ẓ῏ᾼ ϱȲNIS╓҆ ц ὑ

╟ ѿц ᴯὢ ẁ П ⇔ ᵑȴӦὑ

╟ ẁПὢ ȲἏἏⱢ ═ ῂ ц ♄ ᾼ

                                         
153 ỗ ɎEuropean Commissionɏᾼ∂ Ȳ ₤ԍ …╓ ЏϢ Ɫ 10ϢѿϯȲѹד

Ἠ ֯ 200 аѿϯᾼԍ ȴ 
154 ỗ ɎEuropean Commissionɏᾼ∂ ȲЊ₤ԍ …╓ ЏϢ Ɫ 10-50ϢП Ȳѹד

Ἠ ֯ 200 ᴟ 1000 аᾼԍ ȴ 
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їȲ֪ױẔ ắ ⇔Ӽ ὑ ᴯὢ ẁ ȴצ ὑױȲ

NIS╓҆ Ɫ ὑ ╟ ᾼ ⇔ ὑ ᴯὢ

ẁ ȴᴖ ὑ ᴯὢ ẁ ⁄ ậ Ɫ ᾼ ḖȲ

ѿц ׄԓᾼ ȴḆ ϚḔṕПȲӦὑ ᴯὢ ẁ

ẓ ἤ Ȳ֪ױȲ ậḆⱢ ϚПᵂᾎȲѹ

╟П ‚ ד ╟ᾼ ╟ȴ 

5. ∂ӴЛ֝ ⇔ᾼ ѿц ׄԓ ạ⇔ȸ…╓

╟ ѿц ᴯὢ ẁ

ὑ ѿц ׄԓṶԈᾼ ạҒѿ Ὑ ᵑȴ

ẂֽȲ ὑ ╟ ᴖṕȲ֣ѻ Ἠ

ׄԓṶ╝ Њ ᵛ ѿц Ṇ ׄԓṶ

ԈП ȲⱢ Ẕ ẁПὢ П═ ẓ Є ῏ȴ֪

Ȳᵒứױ ѿц ׄԓṶԈ╥ᵡ Ӣ Є Пᴕ

֪ Ɫϯԝ 3 ȲҔ╗ȸɎ1ɏắ ὢ М

ᾼṿӣ῏ ȷɎ2ɏ ׄṶԈᾼ═ ȷɎ3ɏṶԈ

Ἤắ ᾼ֮ иӁȴ 

ὑ ᴯὢ ẁ ᴖṕȲ֣ѻ Ἠ ׄԓṶ╝

Њ ᵛ ѿц Ṇ ׄԓṶԈП ȲⱢ Ẕ ẁП

ὢ Ɫẓ ῏ȴ֪ױȲᵒứ ѿц ׄԓṶԈ╥ᵡ

Ӣ Є Пᴕ ֪ Ɫϯԝ5 ȲҔ╗Ɏ1ɏắ ᾼṿӣ῏

ȲяẔ╥Ӑṝὢ …Ԋ ὢ ᾼṿӣ῏ȷɎ2ɏ ׄṶԈᾼ═

ȷɎ3ɏṶԈἬắ ᾼ֮ иӁȷɎ4ɏ ẁὢ ắ 

ᾼ ⇔ȷɎ5ɏ цῂ ♄ ᾼ ⇔ȴ 

ϱ NIS╓Ἤ 5Є ֣ȲҠѿכҏ ὑ ц

Ṇ ׄԓᾼ Ȳѿц ὑ в Ӏ ᾼ ᵂП ἤȴ

Ӧὑ ҟὑ ὢ ѿц ᴯὢ ẁ Ь ѽ

ὑ ѿц ׄԓṆ ᾼ ц ḖȲѹӼ ᾎ

ᾼѠה∂ӴϚ ԓ ѹצ ᾼ ӣ֥ᵂ ạȴ֪ױȲNIS
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╓҆ᾼ ӁҠצ צ ѿц ׄԓᾼ╚ Ȳṳ֯

ϱ ∂Ӵȳ ὑ ׄ Ḗᾼ ᵅ ȳ ᾼ

ӻ☼ ֥ᵂȲѿц ὢ ѿц ᴯὢ ẁ

ᾼԚ֝ׄԓ Ḗ Ȳ‚ ֯ ᾼ ѿц ׄԓ

ᾼ ׄṮ ѿц ϩȴ 

(ϡ) ϯϚ҅ Ṇ ׄԓ╓҆ɎNIS 2ɏ 

1. NIS 2 ╓҆￼  

ֽ֝› ἬцȲ2016ד еӁϠ Ṇ ׄԓ

╓҆ɎThe Directive on security of network and information 

systems, NIS Directiveɏ(ϯ NIS╓҆)ȲẔЛ Ɫ ᴯ

ϚӀ ( European digital single market)ᾼ ӭПϚȲ

ӼⱢ Ϛ ֥ἤᾼ ׄԓӴᾎȲ֯ס с

╟ᾼ ׄԓȲѿ ’ Ϛȳ ᾼ

Ṇ ׄԓП Ӑᾎ√ ▐ᾼӭ ȴ ᴖȲ ⁯

֯ ᾼ ᴩϱ Ϡ ֵᵺ Ȳ כ в Ӏ ὑЛ֝

ϱ ᾼи Ȳ ᾎϚ ѹ Ϛȴ 

ҫϚѠ Ȳ ᴯо ᶾᾼṣדּ Ȳ №

ḃ ѡ Ȳ╠צᾼ NIS╓҆Б ᾎ ֥ ›ѿцӑẃ

ᾼ ׄԓ ȲẂֽϚȳ ḃ Ɫԓ  כ Ɫᶶ

ᾼӜ ᶮהПϚȴ ӭ› ȲẞЭɎ2021ɏדԓ

ᾼכ ᾼ57ȴדаȲⱢ2015ר200ּ

ϚḔṕПȲԍ ѿӂᶁḕ ה11ּ ắϚװ ḃ Ȳ

ὑ ᾼӂᶁḕד2016 ה40ּ ắϚװ ḃ ȷϡȳ

ḃ ᾼ ҒȲԓ ׄԓᾼќҏӼ═ Ғȴӭ

›ԓ ׄԓӀ ᾼӀ פּ аȲר1500ּ ӑẃὑ

ד2023 ᴟ2080ּרаȲṳὑ2026ד ᴟ4000ּרаȷ

Ϯȳ ԓ ′ῐᾣᾼЄ☼ᴩȲҒ Ϡԓ ῂ ᾼ ᴯо

₤ᾼ֝ Ȳ⁯ϷҒ ᴯ Ȳ ԓ ׄԓ
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ṶԈᶶ Ғȴ ☺֑ Ӽ ӱȲ ᾼ

♄ Ӕ ҒȲ ׄԓ БכⱢ ᾼ

Ԛ֝ ȷҳȳ ᾬ ד ᶾ ᾼ Ȳ ᴟ2024ד

᷾Ϥ 223 ᾬ ᵂⱢṿӣȲṿ ≈ᴕ֯

ׄԓ ѡ ᾼ╚ ϯȲ ֽᴶҒ ὑẔеӖѿц

ԍ ᾼ’ Ȳѿᵍὑắẞ № ḃ 155ȴ 

ϱȲ ỗ ( European Commission) ὑ2020ד 12

ѣ 16ѡ֯еӁϠ ᴯϫד ׄԓ ɎThe EUôs 

Cybersecurity Strategy for the digital decadeɏᾼ֝ ȲⱢ ֪

ӑẃѡ ᾼ№ ѿц ḃ ᾼ  ȲӼ ҏ NIS╓

҆ᾼ Ӕ ɎRevised Directive on Security of Network and 

Information Systems, NIS 2 DirectiveɏȲіϤḆ ᾼ ╟

ѿцḆҒ ᾼ ᾎ ḖȲẂֽ ᾼ Ϛạ Ȳѿц

Є NIS 2ᾼ Ȳѿậ҅ ᾼצ NIS╓҆Ȳ ᴖ

Ғ ׄԓ ḖȲṳ ϚḔ ḟ  ᶾ(Informationדּ

and Communications Technology, ICT)ẁ ᾼׄԓ ѿц

֝ צ ḖḆֵ  ếẔ҃ ậ ╟Ȳѿ

ᾼ ׄԓѬ 156ȴ 

2. NIS 2 в  

ד2016 Ӂᾼ NIS╓҆ Ḗ ’

╟ếὢ ᾼẁ Ȳ ậ ᾼׄԓ ╟ ṳ֯

ӢṶԈ ═’צ ἤṳ֪ ȴ֪ױȲẔ ҳЄӭ Ȳ

Ҕᵶ ׄԓᾼ ȳṮ ḃ ȳ ׄԓṶ

Ԉѿц ю ׄԓṶԈᾼ 157ȴ 

                                         
155 European Parliament, BRIEFING EU Legislation in Progress :The NIS 2 Directive,pp.1-2, available at  

https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/689333/EPRS_BRI(2021)689333_EN.pdf 

(Last visited: Oct.23,2021) 
156 Id.at 1-9. 
157 REDSCAN, NIS2: what organisations need to know about proposed changes to the NIS Directive, 

available at https://www.redscan.com/news/nis2-what-organisations-need-to-know/ (Last visited: Oct.23, 

2021) 

https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/689333/EPRS_BRI(2021)689333_EN.pdf
https://www.redscan.com/news/nis2-what-organisations-need-to-know/
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NIS 2 ⱢϠ֪ Ὼדẃᾼ ׄԓ ѿцӑẃᾼ╚

(Ҕ╗5Gʒ ᾼׄԓ)Ȳѿ оNIS╓҆ᾼЛṜȲиᵑὑ ϩ

о(Greater capabilities)ȳ֥ᵂɎCooperationɏȳ ׄԓ

 (Cybersecurity risk management)ҏ ᾼ ⁄Ȳ

ṳ ϚḔ Є ᾼ Ȳв ֽϯ158:  

(1) ϩ о 

֯ס҆╓ᾼNISצ╠ ׄԓ ϩȴNIS 

2⁄ ҏѿϯẒ ᾼѠ ȲҔᵶϚȳ ӁḆҒ ᾼ

╟ế ᾎ ╟ȷϡȳạứᴩ╜ ứȲҔ╗

ὑ ч ׄԓ ế П ȴ 

(2) ֥ᵂ 

ᾼצ╠ NIS╓҆֯סҒ ᾼ֥ᵂȴᴖ NIS 2╓

҆⁄ ҏϮЄḂ Ѡ ȲҔ╗Ϛȳ∂Ӵ ☺ ֚

ᾼ (European Cyber crises liaison organisation 

network , EU- CyCLONe)Ȳѿ Ầ Є

ׄԓṶԈế֚ ȷϡȳҒ ᶝ ᾼ

Ԛṹ ֥ᵂȲѿҒ ֥ᵂЊ ᾼᵂӣȷϮȳ∂Ӵ

ԓ ♂П ♂ἶ Ầ ạȴ 

(3) ׄԓ  

ᾼצ╠ NIS╓҆ ҏ Ӑὢ ɎOESɏế ᴯὢ

ẁ  (DSP)Ӈ ậ Ȳṳ ЄṶԈ ῀

Ẕ ᶝȴNIS 2╓҆⁄ ҏҳЄ ᾼѠ ȲҔ╗ȷϚȳ

ϚṆԝ ╟Ғ ׄԓ ḖȲҔᵶṶԈ ế֚

ȳ ♂ ếἶ ȳ ׄԓ ѿцצ ṿӣ

Ғ ȷϡȳҒ ᶾ(ICT)ẁדּ ᾼ

ׄԓȷϮȳԍ ׂ ׄԓ ╟

                                         
158  European Commission, Revised Directive on Security of Network and Information 

Systems(NIS2),available at https://digital-strategy.ec.europa.eu/en/library/revised-directive-security-

network-and-information-systems-nis2 (Last visited: Oct.23, 2021)  

https://digital-strategy.ec.europa.eu/en/library/revised-directive-security-network-and-information-systems-nis2
https://digital-strategy.ec.europa.eu/en/library/revised-directive-security-network-and-information-systems-nis2
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П ԉȷҳȳ оṶԈ П Ȳṳ ☼ ȳв

ế ῶ ҏḆ ᾼ ứȴ 

(4)  

NIS 2Ϡ о ϩȳ֥ᵂѿц ׄԓ

ҏ ᾼ ⁄ȲḆ ϚḔ ṳ ЄẔ ᾼ ȴ

ẂֽȲ╠צᾼ NIS╓҆ Ӣ’ (Healthcareɏȳ

(Transport)ȳ ᴩế  Ӏ ╟ɎBanking and 

Financial Market Infrastructureɏѿц ᴯ ╟

(Digital Infrastructure)ȳѬᾼẁ (Water Supply)ȳ

(Energy)ѿц ᴯὢ ẁ (Digital Service Providers)ȴ 

NIS 2 ⁄ ЄẔ ᾼ ȲẂֽ еԚ І

Ἠ ὢ ᾼ ẁ ɎProviders of Public Electronic 

Communications Networks or Servicesɏȷ ᴯὢ ȲẂֽῂӻ

ὢ ӂ ế Мїὢ (Digital Services Such As Social 

Networking Services Platforms and DATA Centre Services) ȷ

Ѭế ᾬ (Waste Water and Waste Management)ȷ█ṷ

₇ᾼ ȲẂֽ ȳ ếо ₇(Manufacturing of 

Certain Critical Products such as Pharmaceuticals, Medical 

Devices, Chemicals)ȷ ╜ếᶶ ὢ (Portal and Couriers 

Services) ȷ ᾬ(Food)ѿцеԚᴩ╜(Public Administration)ȴ 

ᴖṕȲNIS 2 ╓҆ᾼӭ ╥ᶦ ṿẔ Ḇ

ѹḆԓ Ȳ֪ױȲNIS 2╓҆ Ϡ ṳ ЄẔ ᾼ

ҵȲӼ ҏ: ╟ ạ ȲҔ╗ ᶝḆ ᾼ

╟ѿцḆ ᾼ ᾎ ḖȲṳ֯סẦ ᾼạ

ạ⇔ȷḆ ᾼׄԓ ḖП ᾼ ╟ȲҔ╗ṶԈ ế֚

ȳ ♂ ếἶ ȳ ׄԓ ếҒ ᾼצ ṿӣȷ

Ԛṹ ֥ᵂȲҒ › NIS ֥ᵂЊ ֯ ứ ᶾ ế

╜ Ѡ ᾼᵂӣȲṳ ∂Ӵ ☺ ֚
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ɎEU-CyCLONEɏȲ Ғ ᶝП ᾼ Ԛṹ

֥ᵂȲṳҒ ֥ᵂȲὑ Є ׄԓṶԈ

ế֚ ᴩẦ ȷ ♂ἶ Ȳ∂ӴϠϚ ▐Ȳṳӣὑ

Ầ ♂П ♂ἶ Ȳṳ ∂ Ҍῶȷ

Ḇׄԓᾼẁ …Ȳ Ḗ ᵑԍ ḟẁ ếẁ

…Мᾼ ׄԓ Ȳѿ ḟẁ ᾼׄԓ Ȳṳѹ

ӼҒ ☺ ICT ׄԓ159ȴ 

ӭ›Ȳ ỗ Бὑ2020 7 ד ѣ 7 ѡ Ϡ ὑ  

NIS ╓҆ᾼе Ȳѿן ֢ꜜ ὑẔ ╟ếӑẃ ֯

о П ṓȴ Бὑ 2020 10 ד ѣ 2 ѡ ḇ160Ȳӑẃᾼ

ᶺ ȴ 

(Ϯ) ᴯϫד ׄԓ  

ד2020 12ѣ 16ѡȲ ỗ еӁϠ ᴯϫד ׄ

ԓ ɎThe EUôs Cybersecurity Strategy for the digital decadeɏȲᵂ

Ɫ ☺ᾼ ᴯӑẃɎShaping Europeôs Digital Futureɏȳ 

☺ Ɏthe Commissionôs Recovery Plan for Europeɏȳ2020ẞ

ד2025 ☺ׄԓ ɎEU Security Union Strategy 2020-2025ɏȳ

ҵӻ ׄԓ╜ ᾼԓ Ɏthe Global Strategy for the EUôs 

Foreign and Security Policyɏѿц ☺ 2019-2024ɎThe 

European Council Strategic Agenda 2019-2024ɏẻ ᾼ

161ȴ 

ᴯϫד ׄԓ Л Ɫ ҟ ׄԓ ᾼ

Ἃ ȲӼ ỗ ѻ ὑ20199דѣ֯ ☺ ῶ⁸⇔ד

                                         
159 REDSCAN, NIS2: what organisations need to know about proposed changes to the NIS Directive, 

available at https://www.redscan.com/news/nis2-what-organisations-need-to-know/ (Last visited: Oct.23, 

2021) 
160  europarl.europa.eu, REVIEW OF THE DIRECTIVE ON SECURITY OF NETWORK AND 

INFORMATION SYSTEMS, available at https://www.europarl.europa.eu/legislative-train/theme-a-europe-

fit -for-the-digital-age/file-review-of-the-nis-directive (Last visited: Oct.23, 2021) 
161 European Commision, ñThe EUôs Cybersecurity Strategy for the digital decadeò, JOINT 

COMMUNICATION TO THE  EUROPEAN PARLIAMENT AND THE COUNCILò(2020),p.4 

https://www.redscan.com/news/nis2-what-organisations-need-to-know/
https://www.europarl.europa.eu/legislative-train/theme-a-europe-fit-for-the-digital-age/file-review-of-the-nis-directive
https://www.europarl.europa.eu/legislative-train/theme-a-europe-fit-for-the-digital-age/file-review-of-the-nis-directive
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ѝ װ ҏ ☺ ᴯϫדɎEuropeôs Digital Decadeɏדẻ

ȴ 

ҟᾼ ׄԓ ѿ∂Ӵ ὍȳҠ ׄԓᾼ Ɫ їȲ

ѿ ẞ ἤɎAchieving cyber resilienceɏȳ Ἁ ю

Ӝ ɎDrastically reducing cybercrimeɏȳ ׄԓ Ṯ ╜

ɎCommon Security and Defence Policy, CSDPɏȲ Ṯ

╜ ϩȳ ׄԓ ҏԍ ἤếᶾ ἤ

ɎDeveloping the industrial and technological resources for cyber-

securityɏѿцⱢ ∂ӴϚ ᶙ ᾼ Ὲ ╜ ế‚

ї Х ӭ ȴ162 ᴖȲӦὑ ѿц Ṇ ᶾᾼדּ

ᶶ Ȳ ẃ ֵᾼ ד П ╟ ὑ Мᾭ Ȳ

ᴖ ╟ ắᾼḃ ḆҒכ ᾼ∟ὨȲᴖ

ᾼ∟Ὠṳ‍Ἤצ Ἠ╥ԍ ꞋṜѿ Ҁ ѿц ׄԓἬ

ẃᾼ╚ ȴ֪ױȲ ᴯϫד ׄԓ ֯ס ḟ ҟ

ׄԓ ᾎ֪ Э ׄԓ ПЛṜȲṳ Ӵ∂ױ

Ϛ Ḇׄԓᾼ ѷꜜȲ‚ ᴯ ᾼ ȴ 

Ȳױ֪ ᴯϫד ׄԓ ȳ᷾ ╜

ҏϮЄѻ ȲҔ╗: 1.ἤȳᶾ ѻ ế ɎResilience, 

Technological Sovereignty and Leadershipɏȷ2.∂ӴṮ ȳ  ế

ϩɎBuilding Operational Capacity to Prevent , Deter and 

Respondɏȷ3. Ғ ֥ᵂ‚ ԓ Ὅ Ὲ ɎAdvancing a 

Global and Open Cyberspaceɏ163ȴ 

1. ἤȳᶾ ѻ ế ѿϯ ӭ ȲҔ╗164ȸ 

(1) ἤᾼ ╟ếὢ ɎResilient infrastructure and 

critical servicesɏ: ⱢṼ Ṇ ׄԓ╓҆

                                         
ṅἬȲɢⱢϠשׁ√ᶾᾎדּ 162 ’ ׄԓȲ ᵉ ᾼ ׄԓ ɣȲ07Ȳ2013Ȳ

<tli.iii.org.tw/article-detail.aspx?no=64&tp=1&d=6261>  
163 European Commision, ñThe EUôs Cybersecurity Strategy for the digital decadeò, JOINT 

COMMUNICATION TO THE  EUROPEAN PARLIAMENT AND THE COUNCILò(2020)p.5,13,19 
164 Id.p.6-14 
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ɎDirective on Security of  Network and Information Systems, 

NIS Directivᴖ Ḇ ᾼ ╟Ȳѿ ȳ

ᴩѿцѻ ᾼ ϩȲ ю в Ӏ ᾼЛϚ Ȳ

ᴖḂ Ṇ ᾼׄԓȲṿ ╟

ὢ צ’ ἤȲṳ ᶾѡדּ֯ ѣ ȳ ׄṶԈ

ҏЛ ᾼ ᾓϯȲЛắ ׄ№ ḃ ȴ 

(2) ∂ӴϚ ☺ ׄԓל ɎBuilding a European Cyber 

Shieldɏ: Ɫ ∂Ϛ ӦϢЏ ɎAIɏѻ П ׄ

МїɎAI ïenabled Security Operation CentresɏȲѿц

ᵍ ḃ ȴ 

(3) ׄ ԓ ᾼ ╟ ɎAn ultra-secure 

communication infrastructureɏ: ╦ ╥ыῈ

ᾼϚ ȲẔ ẁׄԓѹẓכӐ ᾼыῈ ϩȲ

ѿ ’ цẔ ẓׄצԓᾼ ╟П ȴ

ԛ῏Ȳ Ӽ ỗ Ԛכ Ȳ І

╟ɎQuantum Communication Infrastructure, 

QCIɏȲⱢ ᾼе   ẁϚ ԓ ׄԓᾼҒ

Ѡה Ȳѿὂ ḃ ȴ֪ױȲ І

╟ ẒЄ ȲҔ╗ ᾼ֮צ.1 ԏ

ȲҠ ᴩ ȷ2. Ἥ › ȲẔҠ ыῈ

╦П ц ֮ ɎҔ╗Ẕ ҵ Ёɏȴ֪

Ȳױ ∂ ϱ ׄԓᾼ ╟ȲҠ ế

ϚḆҒׄԓᾼҒ ѠהȲṳ Ϛ ’

ế ᾼ Ȳה₤ ’ ᾼׄԓȲṳ’

╟ᾼׄԓȴ 

(4) ’ ϯѷ҅ᴩ ɎSecuring the next generation of 

broadband mobile networksɏȸ ֯ ׄ

ԓᶝɎEuropean Union Agency for Network and Information 
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Security , ENISAɏᾼќ═ϯȲὑ ד2020 1ѣ 5G

Џẓ ɎEU 5G ToolboxɏԚ֝∂ӴϚ ὑⅎ ȳԓ

ᾼ5G ׄԓѠᾎȲѿ ỆẔ5G ϩȲṳ∂ӴӘ

ѹֵаᾼẁ ȴ 

(5) ׄԓᾼᾬ ɎAn Internet of Secure Thingsɏ: ֯ Эᾬ

ᾼ ⁫ ϯȲ ѿц ׄԓ ♂ ἬЛ֯ȴ

Ȳױ֪ ỗ ᴕ ӣ ⁄ȲḂ в

Ӏ Ἤצ ₇ѿцד ὢ ᾼ ׄԓἤȴ֪ױȲ

⁄ạứᾬ ᾼ Ȳѿ

ḟ ♂ ȲҔ╗ ᾼ ᵂ Ḇ Ȳѿц֯ ₇

ḇṿӣ Ȳ ’Бᵔ ϢếẔ҃ד ȴ 

(6) ᶙ ԓ ׄԓɎGreater global Internet securityɏ: 

DNS ὑԓ ׄԓ МПṿӣ ᾓȴ ỗ

ԓ DNSṆ ᶙ ἤѿцҠӣἤᾼ ᾓȲ

∂ӴϚ ≡ Ȳṳ Ẕ ȳENISAȳẒ

DNS ᴻὢ ֵѠᵓ ד ῏Ɏmulti-

stakeholderɏԚ֥֝ᵂȲѿ ’ԓ DNSҠѿӔ ᵂȴ

ԛ῏Ȳ ỗ Ӽᶦ еԚᾼ ☺DNSέ ὢ

Ɏa public European DNS resolver serviceɏᾼ Ȳ∂

ӴϚׄԓᾼ Ȳṳѹ ӦDNS4EU Ȳ∂ӴϚ

Ὑȳ ֥ ׄԓ ȳ ѿц Ṃ’ ᾼ

DNS ȴ 

(7) Ғ ᶾẁדּ ᾼ֯׀ ɎA reinforced presence on the 

technology supply chainɏ:  2021ᴟ2027ד ֵ

ד ▐ Ɏ2021-2027 Multiannual Financial 

FrameworkɏⱢ ׄԓ ᴯ ₤ ẁ   ќ═ȴ֪

Ȳױ ѿ Ӧֵד ▐ ᾼẦᵗȲ Ẕ

ѿц ᴯẁ ϱ֯ ᴯּדᶾѿц ׄԓᾼ
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ц ϩȲҔ╗ ế ȳϯѷ҅ ᶾ

ɎNext generation processor technologiesɏȳ ׄԓ ậ

Ɏultra-secure connectivityɏѿц6G ȴҫҵȲ

ỗ Ӽ ạứ  ᾼ ׄԓׁשṅ Ȳ ᴩ ׄ

ԓᾼׁשṅ Ȳṳ═ ENISAế Europel

ׄԓᾼׁשṅȲѿцќ═֯ ɎHorizon Europeɏ

вᾼ ῏Ȳׁשṅϯѷ҅ ᾼ

ѿц П Ȳѿ ᶾ ᾼ Ṃ’ ׄԓȴ 

(8) еӖᾼ ׄԓᶾ ɎA Cyber-skilled EU 

workforceɏ: ⱢϠ еӖᾼ ϩ Ȳṳѹ

ȳᵮіѿц ᴰ ṃᾼ ׄԓϢИȲṳѹ ׄ

ԓế ᴩ᷾ Ȳѿ ὂ ׄԓᾼ ϩȴ֪ױȲ

ᾼ ᴯ Ṏᴩ ɎThe Revised Digital 

Education Action PlanɏȲ ™ ȳד ϢѿцМЊԍ

ɎSMEsɏ ὑ ׄԓᾼ Ȳ֝ ЅἤеӖ

דּ ȳּדᶾȳЏ ȳ ɎSTEMɏ165ᾼ ṎȲѿ

еӖᾼ ᴯᶾ ϩȴԛ῏Ȳ ֢ ׄ

ԓד Ἠ ȲӼ ֥ ȲדФ֥ᵂȴ 

2. ∂ӴṮ ȳ  ế ϩ ѿϯ ӭ ȲҔ╗166ȸ 

(1) ∂ӴϚ ֥ ᴯɎA Joint Cyber Unitɏ: ỗ

ѿцẔ ֥ᵂԚ֝כӴϚ ᾼ ֥ ᴯȲ

ᵂⱢ вЛ֝ ׄԓ ֥ᵂᾼӂ Ȳѿ Є

ṶԈѿц№ ᴩẦ ȴҒ ֢

ׄԓṶԈѿц№ Ҡѿ ᴩ Ṯȳ

Ѧѿц ᾼ֥ᵂȴҫҵȲ ֥ ᴯЛ ṳЛ

                                         
165 STEM ╥҅ῶּד (Science) ȳ ּדᶾ(Technology) ȳ Џ  (Engineering)ц (Mathematics)֢ ѝ

ᾼ ֿӕ ȴ STEM Ṏ╥ ֥ԓ ᾼ Ṏ Ȳѿ Ӣ ῂ ц ԓ ֪≡

ᾼ ȳּד цּדᶾ Ἤ ẃᾼ ế╚ ȴ 
166 European Commision, ñThe EUôs Cybersecurity Strategy for the digital decadeò, JOINT 

COMMUNICATION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL(2020)p.14-20 
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ѿϚ ҵᾼ Ӵ ӴȲᴖѹӼЛכ

ׄԓ Ἠ Ẕ҃ ῏ᾼ ȴ 

(2) ḟ Ӝ ɎTackling cybercrimeɏ: Ӧὑ╥ᵡ צ

֫ Ӝ Ɫ ’ ׄԓᾼ ֪ ȴ֪ױȲ

ᾎ  П ᾼ֥ᵂ ӻ☼ȲҠ▲Ὑế

Ӝ ῏ȴẂֽȲ ☺֑ ɎEuropean Union Agency 

for Law Enforcement Cooperation, EuropolɏБếENISA ∂

Ӵ֥ᵂ …ȲԚ֝Ӊ Ӝ ȴҫҵȲ DNSᾼ

Ȳ Ϸ DNSцП Пȴ 

(3) ׄԓҵӻЏẓ ɎEU cyber diplomacy toolboxɏ:

ׄԓҵӻЏẓ Ȳ ὑ ꜙЄᾼ ḃ

ȲẂֽ ╟ȳẁ ȳӖѻ ạ ᾼ

ḃ Ȳ ᴩ Ṯȳ Ѧȳ Ҁѿц ȴ 

(4) с ׄ ԓ Ṯ ϩ ɎBoosting cyber defence 

capabilitiesɏ: ═ ϩὑ ׄԓṮ ϩ

ᾼ ȲяẔ╥ ᶾ ᾼ ế ӣȲẂֽϢЏ ȳ

Ғ ѿц І Ȳṳ ϚḔ ҉и ӣ

֥ ᵂ ɎPermanent Structured. Cooperation, 

PESCOɏế ☺Ṯ  ɎEuropean Defence Fund; 

EDFɏȴ 

3. Ғ ֥ᵂ‚ ԓ Ὅ Ὲ ɎAdvancing a Global 

and Open CyberspaceɏȲҔ╗167:  

(1) ‚ ֯ ׄԓᾼ ȳ ѿц▐ ᾼ Ԓ֮ᴯ

ɎEU leadership on standards, normsand frameworks in 

cyberspaceȸ ’Ẕ֯ ׄԓᾼ Мᾼ

֮ᴯѿц ϩȲѿ ’ Ϯ ᴩᾼ ᾼ

ד ȴ֪ױȲ֯ϢЏ ȳ ȳ І

                                         
167 Id.p.20-24 
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Ɏquantum computingɏ ѿ ц І Ɏquantum 

communicationɏᾼᶶ ϯȲ ϩὑạứ ֥

ᾼ ᶾᶾדּ ếἏ Ṇ ᾼ Ȳ

’ Ҡ ═ԓ ἤ Ὅἤȷṳ֝ ’

ᶾ ЬѿϢⱢӐѹᾃ ṂȷṳѹӼҠ֥ᾎȳׄԓ

֥ ȴ 

(2) ֥ᵂ ᴴѿцֵѠᵓ ד ᾼ֥ᵂɎCooperation 

with partners and the multi-stakeholder communityɏȸ

Ғ ц Є Ẕ҃ ѿц Ϯ ᾼ Ȳ

ṳ‚ ӻ☼ѿц֥ᵂȷ Ԛ֝ ᾃП ׄԓ

Ȳ ḖԚ֝Ӵ ѿц Ԛכ ȴ 

(3) Ғ ԓ ὑ ׄԓᾼὂ ϩɎStrengthening global 

capacities to increase global resilienceɏȸ ᴖṕȲ

ẦᵗẔ֥ᵂ ᴴ ׄԓ Ȳ‚ ԓ ᾼ

ׄԓ Ȳ∂ ׄԓᾼὂ ϩȲṳ ὑ Ӝ

ѿ ▲ѿц Ȳ֝ Ҁц ׄԓἬ ᾼכ

№ ȴ 

ᾼẃ Ȳ ᴯϫד ׄԓ Ɫ ӑẃ10ד

ᾼ ᴯ╜ ПϚȴᴖ ᴯϫד ׄԓ Пӭᾼ

֯ὑ ḟ ҟ ׄԓ ᾎ֪ Э ׄԓ ПЛ

ṜȲṳ ӴϚ∂ױ Ḇׄԓᾼ ѷꜜȲ‚ ᴯ ᾼ

ȴ֪ױȲ ᴯϫד ׄԓ ѿ ȳ᷾ ╜ Ɫѻ

Ȳ ἤȳᶾ ѻ ế ȷ∂ӴṮ ȳ  ế ϩȷ

Ғ ֥ᵂ‚ ԓ Ὅ Ὲ ẃ ׄԓᾼ ԓ ȴ 

(ҳ) GDPR ὑWHOIS ᾼ  

Ӧὑ ȳᾬ ȳЄ ᶾᾼᶶדּ Ȳṿ

ᶾⱢדּ Ϣ ’ ẃϠד ѿἏḆֵᾼ Ȳ

Ϣ ’ ⁄Ɏthe EU General Data Protection Regulation, 
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GDPRɏȲ ’ ậϠד ᾼ ứȲҔ╗ ὑצ Ϣ

ᾼ ȳ ѿцᵓӣȴ֯׀ GDPRᾼ ϯȲ ϱ ὑ

ICANNᾼ WHOISɎԓ ֤ Ҍ▲ Ṇ ɏ ϱȲ

ậ е ᾼ ⇔ ỞצἬ Ȳ ᴖ ẞ ICANNᾼ WHOIS

Ṇ ᵂȴ֪ױȲ   ᾼṔ⇔ȲӐ ᴩDNS

╜ έȲשׁ Ӈ ᴕ Ю ᴟҵ Ȳ WHOISȳGDPRѿц

ISOứПד ⇔ȴ 

WHOISⱢԓ ֤ Ҍᾼ▲ Ṇ Ȳ ϱֽ֝ӭ Ȳв

ҔᵶϠԓ ֤ ᾼ Ϣ ᶾ ứᾼד ȴ֯

GDPRỮӑ ╟›Ȳὑ WHOISҠ▲ ֤ ד Ϣᾼ

е ȲẂֽ І‒ ȳ ѿц ֮ᵿ ȴӼᵛȲ

Ϡ Ἠ֮ ᾼ ֤ɎCountry Code Top-Level Domain, 

ccTLDɏ ὑ е ᾼ ᴞᾼ֢צ ҵȲӦICANN ᾼ

ӣ ֤ɎGeneric Top-Level Domain, gTLDɏӇ е ֤

Ϣᾼở֤ȳ֮ᵿȳ ѿц І‒ ȴ 

ᴖȲ GDPRᾼӔה ╟Ȳ ICANN נБֵװ

’ ד ᴯ ᵫ ᾎȲ ICANN ⱢWHOISצḂ

ᾼ ḖȲ Ẕῂ в֢ᵓ … ὑֽᴶḂ WHOISỞ

ᾎ Ԛכ ȲṿICANN ȳgTLDҌ ắ Ҍ

ᶁҠ чGDPRᾼҽ ȴ 

ױ֪ ICANNϯ ạứ gTLD ╜ ᾼ ӣ ֤ќ

ɎGeneral Names Supporting Organization, GNSOɏ Ṷ Ȳὑ

ICANN62 ḟ Ӵכ ӣ ֤ Ҍ

ɎEPDP on the Temporary Specification for gTLD Registration Data, 

EPDPɏȴӦEPDPЏᵂЊ ὑ20188דѣ њ ᴩȲṳὑ2019ד

2ѣᶙכ Ϛ ◕ᾼ ᴩЏᵂȲṳὑ֝ד 5ѣӦ ICANNṶ ḟ

Є иᾼ в ȴ 5ѣ20ѡȲICANNԓד֝∟ ╟

gTLDҌӭ М ╜ ɎInterim Registration Data Policy for 
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gTLDsɏȲ Ở ה◕ ╟ RDS╜ (v WHOIS╜ ) ᾎȴ 

ICANN֪ GDPR╟∟ ὑWHOISᾼḂ ȲICANN

֯ ȳ ׀ ᵓӣד ứȲắ Ҍ ֣ ҌϢ

ᾼ ȳắ Ҍ ᴟ Ҍ ᾼ ѿц Ҍ

цắ Ҍ ᴟ ҅ Ѡᾼ Ȳ ҏ∂ ȴ

ẔМ ὑắ ’ ᾨ ᾼϚ ∂ Ȳᵛắ Ҍ

ᾼ ҌϢ ȲẂֽ ֤ ҌϢἬ ᾼ ȳ ȳ

ᶾ Ϣ ɎẂֽở֤ȳ ȳ І Ԉ‒ ɏ Ȳ

ᶁѿ ἤ ȴ֪ױȲ ҌϢҠѿצ Л ẁϱ ד

ц Ϣᾼ Ȳѹ ҟ WHOIS ᾼ ҌϢ Ϣ

Ɏadminɏ ᶙԓậ ȲЛ ԛСѿ ȴ ᵛȲWHOISᾼ

Ҍӭ ӑẃ Ḇ Ẕғ ȲẔ Ҍӭ ὢ ҌϢᾼἬ

֯ ȲѹӑẃϷע/א ѿ ֤ І Ԉ‒ Ἠ ῶ ậ҅

ҌϢᾼ І Ԉ‒ Ȳ֝ ֤ І Ԉ‒ Л Ҡצ

ҌϢ П Ϛ ἤȴ 

 EPDPϚ ◕ᾼЏᵂᵫϚ◕ ∟Ȳ ϡ ◕ᾼЏᵂБὑ

ד2019 5ѣ ȴ ϡ ◕ЏᵂѻסⱢ∂Ӵ о׀ậ ה

ɎStandardized Access Mode, SAM)Ȳ ᵛ ἏἬ ᾼ Ϛ׀ậ

ɎUnified Access Model, UAMɏȴה Џᵂ ◕ᾼѻ ӭ …ѿ

ẓ֥ ṶӦᾼ ḖȲ ẁד ᾼ Ҍ ᴯȲ∂Ӵ

о ạȴṳѹȲ∟ Ϸ Ẃֽ׀ậ Ҡה ᾼᾎ√ ȷ

ֽᴶ ạἨи ṿӣ῏ȷ ậ׀/ ᾼ☼ Ѡהȷֽᴶ ṿ

ӣ῏ᾼ (Accreditation)/ɎAuthenticationɏ ȴ 

ҫҵȲEPDPϷ Ϛ ◕ỮӑצԚ ѹӑ ḟᾼ Ȳ

ὑ ϡ ◕ ᴩ∟ ᾼ ȴẂֽȲ╥ᵡ и ҌϢⱢᾎϢἨᴞ

Ϣȷе Ҍ М╥ᵡ ӱ  / privacy/proxyὢ ẁ

ȷ╥ᵡ ҌϢἬ֯₨Ӏ ȴ 

EDPDẒ ◕ᾼЏᵂв Ȳ Ϛ ◕ᾼԉ ѻ Ɫ ᴷ
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ӣ ֤ɎgTLDɏ Ҍ Ɏᵛ WHOIS ɏᾼ Ȳ

’Ẕ ֥ GDPRᾼ ȴ ϡ ◕ѻ ╥ạứ о ‍

е Ҍ Ṇ ᾼ╜ ȴ 

Ӧὑᴕ Ӑ ֯ DNS ѿцἏ∟Ҡ Ю ᴟ

WHOISȲ ᴕ ד ạᶁ ֥ ISO27701ѿц GDPR

ᾼ ȲѠҠ∂ӴϚ йѱ DNSᾬ ᾼ ạȲѿ ֥

֢ ϱ ὑ ׄԓ ᾼ’ Ḗȴ 

 ʌ  

ᶺ Ɫ ѻϩ Ȳ╜Ἀ  ѿẃ֯Є₤ ╜

ϱȲӼד ϩὑ‚ ѷ҅ᴩ ӣὢ ⁫ Ȳ

Ȳױ֪ ϯѷ҅ ᾼ Ȳᶺ ֯ ׄԓᾎạϱҠԒӦᶺ

ׄᾎạц ‒ ᾎạ ֣Ғѿ ȴ 

(Ϛ) ׄԓ ᾎ 

ׄԓ ᾎɎѿϯ ׄᾎɏ╥ᶺ ׄ ᾼ

ᾎạȲѻ ӭᾼ֯ὑȲӦ╜Ἀ ẁ Ȳ ֥Ӗ ц ϩ

Ȳ сԓӖ ׄԓ Ȳѿ сᶺ ׄԓ Ȳ╜ἈϷ

∂Ӵ ׄԓ ᶾ ȳד ὢ ạП ȴ

ׄᾎᾼ Ɫе ц ứ‍е Ȳе ⁄

ϱᵛ╓╜Ἀ֢  Ȳᴖ ứ‍е ⁄ѻ ╓ ╟

ẁ῏ȴ 

ṅשׁ ⱢȲ֯ϯѷ҅ ‒ ᾼ ϯȲ ‒ ῏֯

∂ ᾼṔᴥϱȲᵛ―ὑӑẃ ῂ ᾼ ȲϷЬ ═ ᷊

ЛҠἨ ᾼṔᴥȲẔ ╟ ẁ῏ᾼ ἤϷ ḆⱢ сȴ

Ṽ ׄᾎ 16 ứȲ ╟ ẁ῏ ֣ѻ ҏ

ׄԓ Ȳѿ ’Ẕ ׄ ϩȷṳṼ ׄᾎ 18Ȳ

֪ Ҡ Ӣᾼ ׄԓṶԈȲ ứ ц ạȴ 

ITUἬ ҏПϯѷ҅ МȲ ‒ Л ẁ
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‒ ὢ ȲḆ ₣᾿ ӣ ֥Ȳ֪ױ ῂ П

Ȳѩ ‒ ḆⱢ Ȳ ‒ Ɫ

╟ȲӑẃЬӇ ắ ׄᾎᾼ Ȳѿ ȳ ╟

ᾼ ׄԓȴᴖ֯ӑẃᾼ ׄ ᾃᾼ ȲϷ‍ ╓ֽ4GἨ

5G ᾼ ứᶾ ὢ Ȳᴖ… ‒ ȳϢ ѿц

иᶁ דצ ᾼ ׄ Ȳ ṕПȲ ὑ ‒

╟ᾼ≈ Ȳ ֯ ֣ᶾ ᾼ їȲ ֣ѿὢ ἤȳ

ἤẃ ᴷȴ 

╝ӑẃȲẂֽ ׄᾎ╟ᴩ ⁄ 6 ԝҏ13Ṷ Ȳ Ḗ

῏Ӈ ὑ ׄԓ МȲ∟ ᾼ ᴩ ╟ᾭᾓȲṳ

ắӭᾼṶ ѻ ᾼ ȲϷӇ Ḃ ҷ ЛṜП Ȳ

Ҡ ╥ ὑ ῏Ṷ ἤᾼ ׄ ḖȲϷ

▐ ḆҒ ѿὢ ⱢӐɎServices BasedɏᴖḂ ȴ 

(ϡ) ‒ ᾎ 

ɦ ‒ ᾎɧⱢᶺ ạᾼ ᾎ ȲẔ

ὑ ‒Ṷ П ׄӼדצ П ȴ ‒ ᾎὑ 15Ὑ

ɦéṿӣ ‒ éП ‒Ṷ é ứ ׄԓ éɧȲ

ṳὑ 37ᴟ 45 צ ‒ цׄԓ Ṷ Ȳ

ׄԓ ԉԝⱢ ῏ ȴӑẃѻ ᵛ ױ ‚

‒ ῏ ׄṮ ԉȴ 

֝ױ Ȳ ‒ ᾎӦὑЄ ⇔ ‒Ṷ ạȲ

ὢ ᶾ ᾼ Ȳ ‒Ӏ Ϸ ȴד

ὑ ‒ᾎȲ ‒ ᾎЄ ᵅӀ Ϥ  Ȳб ‒ ῏

ḆЄᾼצ Ὲ Ẕ҃ ᴩ ֥ᵂȲẂֽ ῏Ҡ

ӣ╠צ ῏П ╟Ȳṳ ֥ᴞṝП ẁ ₤ ὢ ȴ

Ȳױ֪ ὑϯѷ҅ ᶾ ᴖṕȲ ‒ ᾎᾼ Ҡ‚כ

Ḇֵ› ᾼ₣᾿ ӣὢ ᾼ ῏ ‒ ῏֥ᵂȲṳᵓӣ

▐ ẁὢ ȲЛ֝₣᾿ ӣ ῏ ‒ ῏ᾼ֥ᵂȳἨꜙᴟ
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₣᾿ ӣ Ɫכ῏ ‒ ῏Ȳ ṿ ׄԓ ḆҒ Ȳ֪

ⱢЛ֝ᾼ ῏Ἤ ắ ạᾼ ⇔ϷЛ֝Ȳӑẃ֯ ׄԓ ϱ

ḆⱢ оᾼ ȴ 

ẔװȲ ›₣᾿ ӣᾼ йѱᾼ ӣȲБҠῴḔ

ẞֽӐ Ϛ ᾼ Ȳ ᾼ ֥ȳֵаᾼὢ

ӻФ ᾼ ḖȲᶁṿ ▐ ḆⱢ ȲЛ ὑ ∂ ―

’ ֥ׄԓ Ȳꜙᴟ֯ӑẃᾼ ϱȲϷӇ ═ Л ᾼ

ׄԓҒѿ ᾃ Ḇ ȴ 
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 ϯѷ҅ ‒ Ṇ ׄԓц Ф ׄԓ  

 ϯѷ҅ ‒ Ṇ ∂ Ḗ 

Ӧ› Ҡ ẞȲITUἬ ҏᾼNetwork 2030Б ҏϯ

ѷ҅ ᾼ Ӑ Ȳѿц ֽᴶ֪ ᶮ ᶾ

ἷ Ἤ ҏᾼ› ╜ ▐ ᶾ ȴὑ ‒ Ȳ

ӑẃ ═ ╟ IPоȳAIоȲᾬ ȳ

Ӧ ἤɎmobilityɏ ҒȳỆ ȳᴩ ȳϞᴟыῈ ᶾ

֥ᾼѠ֣ Ȳ╝֯ ᵑ ϱȲ ᾼE.164צ╠֯╥

E.212ᾼ═ ṿӣ оȲἨ╥ ₤ ֽ NDNɎNamed 

Data NetworkɏȳDOAɎDigital Object Architectureɏ/DOIɎDigital 

Object Identifierɏ ᾼ ҏȲẔ Ḗ ғ ᶁⱢϠ֪ ӑẃ ἤ

═ ȴẔМȲ ὑ ᵑ ᾼ ֤Ṇ ɎDomain Name 

System, DNSɏ ‒ ɎInternational 

Telecommunication Union, ITUɏȳICANNɎThe Internet Corporation 

for Assigned Names and Numbersɏ Ɫ֪ ӑẃ

Ḗᾼ ȴ 

Ӑ DNS ᵂⱢϯѷ҅ ‒ Ṇ П ֪Ȳ

ẔϚⱢ ᵂᾼ Ȳẓ Єᾼ Ễ֤Ὲ ȷẔϡ

ⱢDNSἬẓ ᾼד ἤȲὑ ∂ ц ⇔ ȲẔϮϷ╥ѻ ᾼ

֪Ȳ֯ὑDNS֯ DN/IPᾼ ạ╥ѿṝԌ ⱢМїᾼ ᵂ

ȲҔ╗ ֤П ᵑ/έȳ׀ ȳ ҌȲ ҟITU-T X.1255ѝԈ

ứ ṝи ▐ɎFramework for discovery of identity 

management informationɏדῺȲ╝Ҡ֪ 5G о ᾼ

ḖȲ֝ ϷҠ֪ ᾬ ПЄ ᵑȲ ᴞ о

ạȴ ᴖDNSạᾼ ᵂᵅἋ ᾼἤ ȲӼ Ẕכ Ở

ׄԓἤ ᵅȲ֪֯ױӑẃ Єѿц֢ ὢ Ғ

ֵа∟Ȳ Ḇֵᾼׄԓ№ ȴ֪ױȲ֯ 5G ׄԓП֝
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ȲӼ о DNSᾼṆ ׄԓȲѿᵓὑᶙ ӑẃѿ DNS ᵂⱢ

ᾼ ȴ 

╝Ӑ ֯ DNSׄ ԓἤ ḖȲẔϚ֯ὑ Ṯ ֯П

ׄ ♂ắẞᵓӣȲ ṿ ậȲⱢױȲ DNSᾼ▲

֫ ҒϱׄԓṮ Ȳ’ DNSѻ П ᾼ Ȳṳ

ẃ в ᾼҠ‒⇔ȴ ׄԓ Ṇ ɎInformation 

Security Management System, ISMSɏ Ȳ ὑ ׄԓṮ ᾼ

☼ Ḃ Ѡ ȲӐ ᴕ ISO 27001ׄ ὑ ׄ

Ṯ ᾼ╓і ▐ц ạ ╟ȴISO 27001СὙ ᾼ ☼ ȲẔ

ȳ ᴩȳ▲ ȳᴩ П ᶧҠ ẁӐ ∂Ӵ ׄ ạП

Ȳ ᵑṆ № ц∂Ӵ ạȲạứ ếḂ ╟Ȳ

ѿ о ׄṮ ȳ’ Ȳṳѹ ӣὑ֢ ₤ ȷᴖⱢ֪

DNSṆ Пᶾ ȳ ȳׄԓ ӣᴟ о ᾬ

ӣᾼ ȲӐ ⁄ ᴕẔ҃ᶾ Џ ạṆ ȲẂֽ

IEC62443 Ȳ ӦЏ ᴞ оế ạṆ ׄԓ Ầᵗ Ἤצ῏ȳ

Ṇ ֥ ȳ ₇ẁ ᴩ ▲ ц Ȳ Ṇכ Ἤ

ᾼׄԓ Ḗȴ ᵂ Ὑȴ 

֯ Ὑ DNSṆ ׄԓֽᴶṮ ҵ ḃ Ȳ ᵍғ ᵂ ẞ

ȲП›ȲӐ Ԓ DNS Ṇ ∂ П

ᾼ ׄԓ Ḗ ᴩ ȸ 3GPPὑ ד2018 ӁП TS 33.501 

v.17.2.1TS 33.811ѝԈȲ 5G Ṇ ȳ5G йѱᾼ ֯

ⱢԒȴ 

ȲӐױ צ╠ ϯѷ҅ ׄԓ Ḗ ҏ Ȳ

έ5Gשׁ ȳ5G йѱȳ ὙDNS ◕ᾼ ׄ Ḗ ד

ᾼ ḟѠ ȴԛ῏ȲⱢ֪ ϯѷ҅ Ṇ ∂ ȳѿц

ӑẃП ӣП ׄԓ Ṇ ϤȲӐ ᴕ ᴩ ׄ

ạȲẂֽISO 27001ѿцIEC 62443Ȳ IEEEᾼDNS

▐Ȳѿ ӑẃױDNS ạὑẒ П ӣ Ȳ
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ᴖ ứ ȳ ᵑ ׄ ȳ ᴷ ׄ ȳ ҏ

ṳ ứ ᶧȲׁש ҏ ӣὑϯѷ҅ ‒ ╓і ▐ȴ

Ӑ ҏП╓і ▐Ȳ ῴḔ ứⱢ֪ ӑẃᾬ

₣᾿ ӣП Ȳֽ5G ц5G йѱќ ȴ 

ṕПȲ 5G ȳ5Gйѱцӑẃᾼᾬ ȳ

ӣ Ȳ∂Ӵד иέȳ Ὑȳ Ḃ П╓і

▐Ȳ ẁ╜Ἀ ԍ ֯ ẁ Ἠỗҵ ᴕȲṳ

ԝϤּ֥פ Ḗȴ 

צ╠  ϯѷ҅ ׄԓ Ḗ  

в╠צ Ữӑԓ ἷ ᴟỆ ȳᴩ ыῈ

ᾼӴ ȳԓ ᷾ ᶾ ӣӼỮӑכ Ȳᵀ ◕5G

ᶾ ϢЏ ȳᾬ ӣБѡ Ȳᾬ ᾼЄ  כ

ṿ Ғϫ ᴟᴍ ȲᵀϷӦὑ Є ҒȲӑ

ẃ ᴴ ₤ ׄԓ ȴ֯₣᾿ ӣ ȲҔ╗ ₨

Ӏȳ ȳ ȳ ӻ ȳ ɎAugmented 

Reality, ARɏȳ ɎVirtual Reality, VRɏ Ꞌ╥ӑẃᾬ ᶾ

П ֯Ѡ֣ȷԍ Л ὑ ᾼᴞ оṆ ȳ

ȳAR/VRӣ Ȳ ὑ ȳ׀ ȳׄԓᾼ ḖϷ

5G ἤ П сȴ 

ṕПȲ5G ҅ᾼ ׄ Лԛ‭ ὑ ῏ Ṃế

ȲḆ ὑԍ ꜙᴟ╜Ἀ П ᾙ Ɏdata governanceɏ

Ӣ ȴ5G ҅ᾼ ғ оɎNFVɏ ứ

ɎSDNɏᶾ Ȳ5G ї БצɦIPоɧ ȷҒϱֵ Ṇ

ᾼ ȳDNS−צҠ ᵂⱢ ậɎwireless accessɏ ạᾼ

ȲӐẃ Ӣὑ П Ϸ ẞ ‒ Ȳ╝

ѿἏὑ ᾼ ׄ ȲӑẃϷҠ Ɫכ ‒ П ׄ

ȴֽᴶ ᵑ ֯ᾼ ׄ№ ȳ∂Ӵד ПṮ ạ ắẞ֢

ȲҔ╗ ȳּר ȳ ȳѡӐ ҏ 5G ׄ ᵫȲ



179 

 

שׁ 5G/B5Gׄ ц ╟Ȳѿ ’ ԓᾼ ᴯ ȴ 

Ẕ ╥5GἨB5G ׄԓȲꞋ∂Ӵὑ4G ׄԓП

Ȳ 5GП ᶾ ἤ╥4G ҅ṳӑ ӢȲ ȲӐױ Ṽ

ᶧ Ὑ 5G ȳ5G йѱᶾ ׄԓ ḖȲṳ ḟѠ ῴ

Ḕиέȴ 

(Ϛ) 5G ׄԓ 

5G ׄԓПᶾ ḖȲ3GPP ᶾ -ὢ Ṇ

ϮЊ ɎTechnical Specification Groups- Services &Systems Aspects, 

TSG-SA3ɏὑ2018ד ӁПTS 33.501 v.17.2.1ѝԈɎϯ 33.501

ѝԈɏ Ȳ R15ȳR16ֵװ ḆӨ ɎChange Request, CRɏȲ

ὑЭɎ2021ɏד 7ѣ Ӂ ᾼ R17ḆӨ ѝԈȴ33.501ѝԈ

П в ѻ 5GṆ П ׄԓ▐ Ȳѿц5GṆ ᴩ

ᾼׄԓ ᶧ ứᶾ Ȳṳ ẁד П5G ׄ ᵂⱢ ҉

Ὑȴ 

ὑ ׄԓ▐ Ȳ5GṆ Ҕ╗ 5G ї ȳ5G

ɎNew Radio, NRɏȲ33.501ѝԈ 5GṆ иⱢ

ɎTransport Stratumɏȳ Ἤ ɎHome Stratumɏ ὢ

ɎServing Stratumɏц ӣ ɎApplication Stratumɏ ṓ 3-4ȴ 
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3- 4ȳ ׄԓ▐  

ẃ ȸ3GPP, TS 33.501 

▐ М֢ ᶁצἬ Пғ аԈ ғ Ȳ֢аԈ…ὑ

3GPPẔ҃ᶾ ѝԈứ ȷӼצғ аԈᾼ ╥ Ȳᵀ

ὑ֝ϚṆ ȲẂֽ ὑ5G ї ᾼ иғ аԈȲ ╥

ӣљӂ ғ ɎUser Plane Function, UPFɏ ֯ Ȳ и

╥ ậế ἤ ғ ɎAccess and Mobility Management 

Function, AMFɏȳ ׀ ғ ɎNetwork Repository Function, 

NRFɏȳׄԓ ’ ҅ ɎSecure Edge Protection Proxy, SEPPɏ

аԈ ὑὢ ȲẔ҃Ṇ П ṓῶ3-4ȴ 

ῶ 3- 4ȳ5G Ṇ Ὑ 

ѝ  ѝԓ  Мѝ Ὑ 

ME Mobile Equipment  ᵛṿӣ῏  

USIM 
Universal Subscribe

r Identity Module 

ӣṿӣ

῏ ᵑ

ҔᵶIMSIɎἨSUPI
168ɏȲцẔ҃ṝи

                                         
168 Subscription User Permanent IdentifierП ȲⱢ 5GӘϵṿӣ῏ ӱȲẔ ᴿὑ LTEМᾼ

IMSIȲⱢ’ SUPIȲ Ӧ SUPI Ӣ SUCI( Subscription Concealed User Identifier )Ȳᶮכе Ȳ

ẞ ᾼṿӣ῏ṝԌ’ ȴ 
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ѝ  ѝԓ  Мѝ Ὑ 

 Џẓȴ 

AN Access Network ậ  
ṿӣ῏ Ҡ ậᾼ

ȴ 

SN Serving Network ὢ  ὑṿӣ῏ ᾼ  

HE Home Environment Ἤ  

Ҕᵶṿӣ῏ ȳ

ᵑ ế П

Ȳᵛṿӣ῏

П ȴ 

ᴕ ȸӐ  

ҫϚѠ Ȳ33.501ѝԈ ▐ М֢ғ аԈП ᵂ Ȳה

ứ ҏ6 ׄԓ ἤȲ ᵂׄԓ Ɏsecurity domainɏȲҔ╗ȸ 

A. ậׄԓɎNetwork access securityɏȸṿ

ɎUser Equipment, UEɏҠ Ȳׄԓ ậ ὢ ȴ 

B. ׄԓɎNetwork domain securityɏȸṿ

ׄԓ֮ӻ ‒҆ ɎSignaling Dataɏếṿӣ῏ӂ

ɎUser Plane DataɏᾼϚṆԝғ ȴ 

C. ṿӣ῏ ׄԓɎUse domain securityɏȸ ’ṿӣ῏ ậ

ế ὢ ᾼϚṆԝғ ȴ 

D. ӣ ׄԓɎApplication domain securityɏȸ ’ṿӣ῏

ὢ ẁ῏П ᾼ ׄԓ֮ ᾼϚṆԝғ ȴɎЛ֯

ѝԈױ ɏ 

E. ὑὢ Ṇ▐ ׄԓɎSBA domain securityɏȸSBAМ

ᾼϚṆԝғ ȲҔ╗ ғ Ҍȳ ế Ȳѿц

SBAЮ ᾼ’ ȴ 

F. Ҡṓ Ҡ ПׄԓἤɎVisibility and configurability of 

securityɏȸᵫ῀ṿӣ῏ϚṆԝׄԓғ ֯צ ᴩȴ 

ֽᴶ ϱ ֢ғ аԈПׄԓ ḖȲѿцғ аԈ ᵂП

ׄԓȲⱢѝԈв ПẒЄ їȴἬצᾼғ аԈꞋ ӣПׄԓ

ḖⱢȸ ḃ ɎBidding Down Attackɏȷὢ
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ȷṿӣ῏ ȷὢ ֣ ậ ȷб ӑ

П ≡ὢ ȴ 

Ϡ֢ғ аԈӐṝПׄԓ ḖȲғ аԈ ᵂПׄԓҠи

ⱢȸUEᴟ3GPPứ ϯП5G Ṇ ȳUEᴟ‍3GPPứ П5G

ї ậȳѿцẔֽ҃Ф Ɏinternetworkingɏȳ ֵ ὢ

ȳ йѱ ׄԓȳ йѱ ᶧ ׄԓ ᶧ ȴ 

ϯѷ҅ ‒ Пғ ПȲṼ Л֝ᾼṿӣᶾ

цὢ ḖᾼЛ֝ иⱢ Ȳ Ҡѿ ẁ

ғ Ȳ ẞᵅἋ ȳ ȳ ếЄ ȷ

⁄ оế йѱẃќ═ֵ оȳ ếᵅכӐ

ᾼὢ ȴ Ȳ5Gױ ׄԓἤׁשṅҠѿиⱢẒ ֣ȸϚ╥

ׄԓἤɎ5G ɏȲ Ӧ֢ ᶾ ẁҒ ȳ ȳ

и ế ғ Ȳᵛ 3GPPὑ 5Gׄ ԓἬứ П 

▐ȷϡ╥ ׄԓἤɎҔ╗5G ȳὢ ѿц

ӣ ɏȲ ὑ ғ оɎNFVɏế ứ ɎSDNɏ

ПׄԓἤȲẂֽ ế׀ ғ ɎAuthentication Server 

Function, AUSFɏȳ ế  Ầ ɎAuthentication and Key 

Agreement, AKAɏȳ ғ аԈȲ֯ ׄ№ Ἠḃ Ӣ

ᴩׄԓἤ ȲױҵӼѿц ’йѱ Пׄԓἤȳ ȳ

о№ ȳ ᶧᵖ═ Ȳ 5G Пׄԓ ȴ

ṕПȲ֯5G ׄԓ ạМȲҠ  AUSќ═5G-AKA ạȲ

ӦӐ֮ ᶙכ ṝи ȲӦױḂ 4G ׄԓ ạᾼ

ȲӼ╥Ἇ∟ с5Gׄ ԓἤП ȴ 

֯ ϱȲӦὑ ᾼ ὍἤἬі ᾼ ḃ ếӑ

ậ╥Ẓ׀ ѻ ╚ ȲҠ Ғ ế ạ ḟȴ֯

ϱȲ ᴩ оếйѱѿќ ὢ Ȳ⁄֯׀Ϯ ѻ

ᾼׄԓ╚ ȸϚ╥Ԛṹ і ᾼ ҵ♪ȷϡ╥ ȳ

ếẦ ᾼ ♂ȷϮ╥ҵ ׄԓ№ Ȳֽ  ḃ ɎDoSɏȳи ה
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  ḃ ɎDDoSɏếМ Ϣḃ ɎMITMɏ ҵ ḃ ȴ  

ᾼẃ Ȳ5G Ṇ ֯▐ ϱẓ Є ҉ ἤғ Ȳ

ѿ֪ ӑẃ֢ ֯ ӣὢ ȲẂֽ Ϥ ậ П ạ

ӂ и Ȳṳѿὢ Ɫ ᾼ ї ▐ ɎService-based 

Architecture, SBAɏȲ ӣ йѱѿц ᾼ ᾼה

ἤȴ֯ ׄṮ ϱȲ5G ׄԓ ∂Ӵ Ϛᾼṝи ▐ Ҡ

ẁ ᵑế ᾼ Ṃ’ ạȲѿ ’ ᶾ Ȳ

ҵȲױ 5G йѱҠ ṳ оׄԓἤȲ ᴖṮ №

ᴟẔ҃ йѱȲ ’ắẞḃ ᴟ ᵅȴ 

Ἤ йѱȲⱢϚ ẁ ứ ϩế ᾼ

Ȳᴖ йѱ ɎNetwork Slice Instanceɏ╥ӦϚ ғ

֥ɎNetwork Function Instancesɏ Ἤ Ɏֽ ȳ

׀ ɏ ╥Ȳכ כ йѱП כ Ԉ169ȴ5G

йѱⱢ5G ӢП ἤȲҠѿ Ԛṹ֝דᾼ5G ╟ẃ

ẁ оὢ Ȳד ᴖṕϷ ẞ № ᾼғ Ȳ ᴖ

йѱᶾ Пׄԓἤ ֯№ Ϸ ֝Ḕ ȴⱢ 5G ᴩ

ᾼ йѱ ᾼׄԓ ȲӐ ѿ 3GPP TR 

33.811 v15.0.0ѝԈɎϯ ȸ33.811ѝԈɏ170Ɫ Ȳ

йѱׄԓἤ ҏᾼ ֯№ ȳׄԓ Ḗ ḟѠ

ȴṳѿ ІЏ ɎInstitute of  Electrical and 

Electronic Engineers, IEEEɏ Ӂᾼɦ5G йѱȸׄԓἤ ɧ

ѝԈⱢ Ȳ йѱ֯ӢỄ Ҡ ᾼ ֯ׄԓ

№ ׄԓ Ḗȴ 

 

                                         
169 3GPP, 3rd Generation Partnership Project;Technical Specification Group Services and System 

Aspects;System architecture for the 5G System (5GS);Stage 2, (Release 17), TS 23.501 v17.2.0(2021-09), 

https://www.3gpp.org/ftp/Specs/archive/23_series/23.501/23501-h20.zip (last visitedȸOct. 4, 2021) 
170 3GPP, 3rd Generation Partnership Project;Technical Specification Group Services and System 

Aspects;Study on security aspects of 5G network slicing management (Release 15), TR 33.811 v15.0.0, 

https://www.3gpp.org/ftp/Specs/archive/33_series/33.811/33811-f00.zip (last visitedȸAug. 31,2021) 

https://www.3gpp.org/ftp/Specs/archive/23_series/23.501/23501-h20.zip
https://www.3gpp.org/ftp/Specs/archive/33_series/33.811/33811-f00.zip
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(ϡ) 5G йѱׄԓ 

3GPP ὑ 33.811ѝԈ ҏ4 ὑ йѱׄԓ ᾼ

Ȳѿц 5 ḟѠ ȴ› ᾼ 4 иᵑ ҏ ֯ᾼй

ѱ ḃ Ȳ ֽϯȸ 

1. ӑ ậ׀ ɎexposureɏЮ ȸ Ю ׄԓ

Л Ȳ ḃכ ῏֯ӑ ϯ׀ậɎaccessɏ

ғ Ȳṳ ∂ Ɏsignificantɏ ᾼ

йѱ ἨѿЄ йѱ ᴖ

ȲἨ ḂẔ҃ⅎљᾼ йѱ ȲṿẔὢ

ᵑɎService Level Agreement, SLAɏҷ 171 ȴ 

2. ’ й ѱ ᾼ Ɏsupervisionɏ ῶ

ɎReportingɏȸ ’ йѱ ᾼ Ἠἤ ῶᶙ

ἤȲ Ἠἤ ῶ ẞ Ḃ⁄ і ЛӇ ἨЛ

ᾼ йѱ Ḃ Ȳ ἨḂ Ӕ֯

ᵂᾼйѱȴ֝ ḃ ῏Ҡѿ ᵫ ᾼ Ȳ

ậӔ֯ ᵂᾼ йѱ ᴩ ᾼḃ 172 ȴ 

3. ’ йѱІ ᾪɎNetwork Slice Subnet Templateɏȸ

йѱ ᾼ Ɏon-boardingɏ ∂ М ṿӣ

ẞ йѱІ ᾪȲ֪ױȲ ’ йѱІ ᾪᾼ

ᶙ ἤȲ֯ ȳ ѿц ׀ М Ḃ йѱІ

ᾪȲ йѱᾼ ԈЛӔ ἨЛכғȴױҵȲ

йѱІ ᾪ ѿὙ ᾼѠהɎin clear textɏ׀ậȲ

⁄ḃ ῏Ҡậ צ йѱ ᾼ Ȳ ᴖṿӣ

ḃ Ӕ֯ ᵂᾼ йѱ 173 ȴ 

4. Лׄԓᾼ йѱἤ ɎcapabilityɏẦ ȸ ὢ

                                         
171 Id at 8-9. 
172 Id at 9. 
173 Id at 9-10. 
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ⅎљ Ḗⅎ оП йѱȲṳ ӦẔ йѱ

ᾼ ה Ӣ צ ֯ ȴ йѱἤ ἤ ѿ

оᾼѠה ⅎљׄԓẦ Ȳ ’Ầ ᾼׄԓṳṿה

ׄԓ ה оȴ֪ⱢȲ йѱḥצѿ оᾼѠה

ᴩׄԓ’ Ȳйѱ Ҡצ ắẞ ḃ ȲẂֽȸ

М Ϣḃ Ḃế йѱἤ 174 ȴ 

ҫϚѠ Ȳ33.811ѝԈϷ › 4 ᾼ ֯

ҏ5 ḟѠ Ȳ ֽϯȸ 

1. ɎexposureɏЮ ᾼׄԓ ᶧȸ֯ ‒ԉ

вɎtrust domainɏȲӦ ᾼׄԓ╜ ḟứ’ Ю ȷ

֯ ‒ԉ ҵȲ⁄ ᴩ ὢ ғ

ɎCommunication Service Management Function, CSMFɏ

йѱ ғ ɎNetwork Slice Management Function, 

NSMFɏ ᾼדФ ȳ ׄԓἤẦứɎTransport 

Layer Security, TLSɏד Пׄԓἤ Ɏprofilesɏȳ

ὢ ғ ɎCommunication Service Management 

Function, CSMFɏᾼйѱ ὢ Ḗᾼ ׄԓ ḟ

Ѡ 175ȴ 

2. ὑ ậ׀ ғ ᾼ OAuthɎ Ὅ ɏȸ ẁϚ

ӣᾼ ȴ֪Ɫה ‒ԉ вᾼ ғ

ɎconsumeɏẔ҃ ғ Ἤ ẁᾼὢ 176 ȴ 

3. йѱІ ᾪᾼᶙ ἤ’ ȸ ứ йѱІ ᾪ

ѿ ứ Ɏe.g XMLɏה ∂Ȳ֯ йѱІ ᾪᾼ

ȳ ѿц ᾼ׀ МȲѿ ᴯ Ɏdigital 

signaturesɏ ẁᶙ ἤ’ 177ȴ 

                                         
174 Id at 10. 
175 Id at 11. 
176 Id at 12-13. 
177 Id at 13-15. 
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4. йѱІ ᾪᾼ ἤ’ ȸ ứ йѱІ ᾪ

ѿ ứ Ɏe.g XMLɏה ∂Ȳ֯ йѱІ ᾪᾼ

ȳ Ɏon-boardingɏѿц ᾼ׀ МȲѿҒ

Ɏencryptionɏ ẁ ἤ’ 178ȴ 

5. йѱ ғ ᾼׄԓἤ ᶧȸ ᴩ

и йѱṳ ᴟẔ‒ԉ вᾼ ғ Ἠ֯Ϛ‒ԉ

вП ғ Ẕ҃ ғ ẁᾼὢ Ȳ

ẁ йѱ ὢ ῏Ɏnetwork slicing 

management service consumerɏѿцד ῏Ϛ ׄԓ

ᶧȴֽȸ Ἠ ᾼ’ ȲἬצ йѱ ғ

ќ ѿц ᴩTLSȴױҵȲ йѱ ғ ᾼ Ȳ

йѱ ὢ ῏ ắẞ ỞҠ׀ậὢ Ȳ

ṿӣ Ὅ ɎOpen Authorization, OAuthɏ179ᵂⱢ

ạ180ȴ 

йѱӐṝ֯ׄԓ ҵȲϷ йѱ

ПӢỄ Ҡ Ӣᾼ№ ד ᾼׄԓ ḖȲѠ ḕϚ

◕ йѱᾼׄԓἤȴӐ Ӽ ᴕ IEEEҏᾼɦ5G й

ѱȸׄԓἤ ɧȲ 5G йѱ֯ӢỄ ׄԓɎlife-cycle 

securityɏМȲҳ ◕иᵑ֯׀ᾼ№ ׄԓἤ Ḗ181ȸ 

1. ◕ 

◕ᾼѻ ḃ ╥ йѱ ὰɎnetwork slice 

templateɏȲ ֽ йѱ ὰ Л ȳ ẞ ḂἨ ᴩ

Л Ȳ― Ӧױ ∂ᾼἬצйѱȲ №כ ȴ Ϡ

Єᾼѻ ḃה Ҡ ὰᶙ ἤҵȲв ϷҠ

                                         
178 Id at 15-17. 
179 Ὅ ɎOAuthɏ╥Ϛ Ὅ Ȳб ṿӣ῏ ϮѠ׀ậ ṿӣ῏֯ ϱ ᾼṂ׀

Ɏֽדѱȳ ѱȳ ϢɏȲᴖ ṿӣ῏֤ ế ẁ ϮѠȴ 
180 3GPP, supra note 170 at 17. 
181 IEEE AccessȲVol 8., available at https://ieeexplore.ieee.org/abstract/document/9099823 
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כ ҵ♪ȴẓ ᾼ ᶾ Ҕ╗Ҡ Ṯ ὰ

ᾼ ạȲֽ Ӧ Ầ Ɏcryptographic protocolsɏ

йѱ ὰ֯ ế ϱᾼ׀ ἤȳᶙ ἤế

ἤɎauthenticityɏȲѿц ӣᵛ ׄԓиέɎreal-time 

security analysisɏ йѱ ὰᾼӔ ἤȴ 

2. ׄ ȳ ◕ 

ϡ ◕ᾼѻ № Ҕ╗֯ П›Ἠ й

ѱἨḆḂйѱ Ȳױ ◕ᾼḃ Ɫ ӣ Юה

ɎApplication Programming Interface, APIɏȲϤ–῏Ҡ Д

йѱᾼׄ ȳ Ἠ ȴẓ ᾼ ᶾ Ҕ╗ Ӧ׀

ậế ᵂ ѿᶙ APIᾼׄԓ’ ạȲẂֽṿӣ

ׄԓἤẦứɎTransport Layer Security, TLSɏ182ὑ ֣ṝ

Ԍ ȲἨ Ὅ ɎOpen Authorization, OAuthɏ183

ᴩὢ ḖП ȴױҵȲ Ϛ ◕ ẞᾼϚ Ғ ᶾ

ếᵛ ׄԓиέ֯ ϡ ◕Ь  ӣȴצ

3. ᴩ ◕ 

ױ ◕ ֵ ᾼ№ ȲҔ╗  ὢ ɎDoSɏȳἤ

ḃ ȳ ế Ṃҵ♪ȲᴖAPIЬ ױ╥ ◕ᾼѻ ḃ

ȴױҵȲ ד ᾼ№ ȲẂֽӑ ᾼ Ḇ

ḂȲϷ ֯ ᴩ ═ Ӣ ᾼ№ ȴ ›Ϛ ◕ᾼ

ᶾ ױ֯ ◕Ь צ Ȳױ ◕ḆҒ йѱ

ᴩ ἤếᶙ ἤᾼ Ȳẓ ᾼ ᶾ ѻ ѿйѱ

ṮѦи  ה ὢ ɎDDoSɏḃ ȴ 

4. ᶰ ◕ 

                                         
182 ׄԓἤẦứɎTLSɏ╥Ϛ ׄԓẦứȲӭᾼ╥Ɫ ẁׄԓц ᶙ ἤ’

ȴ ֵ ӣ цה Ȳֽ GoogleȳFacebookȳWikipedia ꞋѿױẦứẃ∂Ӵׄԓ Ȳ

Ȳӭ›БכⱢׄԓ ᾼЏ ȴ 
183 Ὅ ɎOAuthɏ╥Ϛ Ὅ Ȳб ṿӣ῏ ϮѠ׀ậ ṿӣ῏֯ ϱ ᾼṂ׀

Ɏֽדѱȳ ѱȳ ϢɏȲᴖ ṿӣ῏֤ ế ẁ ϮѠȴ 
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֯йѱ ᶰ ᾼѻ № Ɫ֯ ᶰ Л ᾼ

Ȳ ϡ № ⁄╥Л ֮ Ἤі

ᾼDoSḃ ȴẓ ᾼ ᶾ Ҕ╗ Ȳѿц

ғ ế ᾼ ὍɎde-allocationɏȲ ᵍһ Ϛ᾿

ὑז ᾭ ȴ 

5G йѱб 5G ╟ ⇔ ♄ ӣȲṳ ẁ֢

оὢ Ȳ֪ױȲֽᴶ ’ оὢ ᾼ ẁ╥ׄԓҠ‒ ᾼȲ

йѱᾼׄԓἤכⱢ‍ ᾼϚ ȴӐ ֯ 33.811ѝ

Ԉ ɦ5G йѱȸׄԓἤ ɧѝԈ∟Ȳ Ԓ Ɫ йѱᾼ

ׄԓ Л ᾃὑ ᵂМᾼ йѱȲᴖ╥ ᴞ йѱᾼ

∂ȳ ᶰҟ ȲḕϚ ◕ᶁ֯׀Ϛứᾼ№ ׄԓ

ḖȲ֪ױȲ ẒԌѝԈҠѿῴḔ йѱ֯ḕ ◕ᾼ

֯ ׄԓἤȴԛ῏ȲӐ ẒԌѝԈ∟ ⱢȲ й

ѱ Ю ậ׀ Ɫכ ḟᾼ йѱׄԓ Ȳֽ 33.811

ѝԈ ẞӑ ᴖ׀ậ ғ Ȳ і ḃ ῏ḃ

йѱ ᴖ ȷᴖɦ5G йѱȸׄԓἤ ɧѝ

ԈӼ╓ҏ֯ йѱׄ ȳ ц ᴩ 2 ◕ȲAPIכⱢḃ

῏ᾼѻ ḃ ȲẒԌѝԈᶁ ӱḃ ῏ ӑ

ậ׀ ғ Ю Ἠ╥ APIȲ і ḃ ῏ ḃ

ᴖ Ḃ йѱᾼ ғ ȴⱢױȲӐ ∂ йѱ

ᾼׄԓ о׀ậ ғ Ю Ἠ╥ APIᾼׄԓṮ

ạȲ TLSἨ╥OAuth ạ’ йѱ ẞ ᾼׄԓ

ἤȴ 

ҫϚѠ Ȳ33.811ѝԈϷ ẞȲӦὑ йѱ ᾼ ∂

ᵂ ṿӣẞ йѱІ ᾪȲ֪ױ ’ йѱПׄԓἤȲ

ᵛ Ԓ ’ йѱІ ᾪᾼᶙ ἤ ׄԓἤȴⱢױȲӐ

∂ йѱІ ᾪҠṿӣ ᴯ ἨҒ ᾼѠהȲ’

йѱІ ᾼᶙ ἤ ἤȴ 
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(Ϯ) ᾬ ׄԓ ᾓ Ḗ 

ἷ ṅשׁ ὑ ṅשׁד2021 ▲Ȳ֪ ᶾ כ

ӣ Ḇ ֵаᾼ ￼ ϯȲᴟ2025דԓ ᾼ צ

ẞ 750 Ȳ ӢῺ 75ZB ȴ

ҒȲᾬ Ӣ ẁ ֢ ᾼ ׄ Ϸ П сȲḃ

ҏЛ ȲẔњᾎЏẓӼ═ ȲѿцḆֵ ׄ ♂ ȴ 

ὑ ếד ⅎḃ ṶԈ ȲҒ ϱс

ẃ ╟ ׄ ế ȲѿцҠ Ḇ ᾼ IoT

ׄᾎ Ȳԓ ᾬ ׄӀ ═ צ’ ⁬ᾼ ȴ 

ᾬ ₣᾿ Ȳ ϢЏ Ӵȳᴞ о ц

ос Ȳӑẃ ậȳ׀ ᾼכ ᵂМ ӢḆ

ЄП ҷȷױҵȲ ȲҒ ד ὍᾼῈ

ἤȲ ᾼ ׄḆҒ ֥Ȳѹ ׄ Ϣṝׄԓ

ἤ Ẕ ẓ Ṝ Ȳ╝ ᴩ IoTׄ ѿ

Ɫ ᾼ₣᾿ ӣ ȴ 

ӭ› ṓᾼIoTЄׄԓ╚ Ҕ╗ȸ ȳ ѽḆ ȳ

’ ЛṜȳ ЛṾ ȲṤЭЬӑ צ ᵌὢȴ 

ҵȲױ ᾬ ӂ ֪Ɫ צ ӣן ᾼ

ếԚṹ ᴖ ắԍ ‌ Ȳ ᴖȲ Єᾼ ϷכⱢḃ ῏ᾼ

ӭ ПϚȴ֪ױȲ ᴩ ׄṮ ֢Є ὢ ẁ

ɎCloud Service Provider, CSPɏᴖṕȲЛ ╥ ȲϷכⱢ

оẔᴞṝ ₇ὢ ᾨϩᾼњ◕ȴẂֽȲMicrosoftҏᾼAWSӂ

ȲẔ ֯ὑɦ ɧếɦ ɧẒЄ ֣ȷAzure Sphere

ẓ ‒ԉ Ɏrootɏȳ Ṯ 7 ἤȲṳὍ ֮ˍỰ

е Ȳה ẁԍ ITɎRemote IT, RITɏȳ ӣITɎHome 

IT, HITɏ ḖȷGoogle⁄ ӣẔ ӣẔ ᴯӂ П

֥Ȳ ᵑ ὑҒ   Ӏ Ȳṳᴕ ѿẔӂ ᶾ Ἃᴼᴟ

Ӣ ȴ 
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ᴖ ׄ ẃכȲ ᶾѿדּ ẒЄ и IoT

ếӑẃ 5G ׄ ȲCheck Point╥ ֯ Іᾬ

ɎShadow IoTɏ ᾼ Ṯ ȴ ֢ Ȳ› ᾼ

֥ȳ ᾼṝи Ȳѿц ᾼ Іᾬ ⱢẔ╠צ

═ оᾼṮ Ȳ ᴖ ᴞṝ ᴖֵצа ȴ Іᾬ

ᵛ╥Check Point▲ṿӣП ἘȲⱢ Іᾬ ɎShadow 

IoT Devicesɏᾼ Ȳ ᵂ ІȲ…֪ ֯ в

ᾼ IT Л῀ ᶮϯ ҵ Ȳѹ֪Ẕᴔ ȲἨ֯׀ ᾎ

ᾼ ׄ ♂ȷἨ╥ԍ ẃᴞЛ֝ẁ ȳ ₤ Ȳԍ

ױ І ᾼ ϩצ 184ȴ AIṥ Єὢ

Ȳѿцᴭ ԓ ᾼ ׄṮ ȲϷ צ Ϛ ẞԓ Ϟ

ᴟϱϯ ȲҒ Ṇ ᾼṮ Ӽ ∂Ӵạ⇔Ȳ

ᾼӂה֥ ḟѠ Ḇắ‌ ȴ 

ῶ 3- 5ȳᾬ Ӣ ֢ ׄ  

ᾬ Ӣ  ѻ ἤ ֯ №  

ᴩ App · ⅔ /Ὅӂ  

·  

· ю  

· Лׄԓᾼṿӣ῏Ἠ

ϮѠ  

 · еԚ ȳṂϢ

ȳ ֥  
· Codeȳ ╜  

Ṇ  
· 2G/3G/4G/5G 

· LPWAN 

· Wi-FiȳBluetooth 

· Лׄԓ  

 · ֵа Ầ  

·  

· ἴ ὢ /и  ה

ὢ  

· ᾎἨЛׄԓḆ  

· ᾼ  

                                         
184Yahoo! Ȳ Check Point: 90%еҨצЛׄԓᾼ Іᾬ Ȳ2020/7/31Ȳhttps://tw.news.yaho

o.com/check-point-90-%E5%85%AC%E5%8F%B8%E6%9C%89%E4%B8%8D%E5%AE%89%E5%85

%A8%E7%9A%84%E5%BD%B1%E5%AD%90%E7%89%A9%E8%81%AF%E7%B6%B2%E8%A3%9

D%E7%BD%AE-160452338.html( ѡ ȸ109ד 11ѣ 10ѡ) 

https://tw.news.yahoo.com/check-point-90-%E5%85%AC%E5%8F%B8%E6%9C%89%E4%B8%8D%E5%AE%89%E5%85%A8%E7%9A%84%E5%BD%B1%E5%AD%90%E7%89%A9%E8%81%AF%E7%B6%B2%E8%A3%9D%E7%BD%AE-160452338.html
https://tw.news.yahoo.com/check-point-90-%E5%85%AC%E5%8F%B8%E6%9C%89%E4%B8%8D%E5%AE%89%E5%85%A8%E7%9A%84%E5%BD%B1%E5%AD%90%E7%89%A9%E8%81%AF%E7%B6%B2%E8%A3%9D%E7%BD%AE-160452338.html
https://tw.news.yahoo.com/check-point-90-%E5%85%AC%E5%8F%B8%E6%9C%89%E4%B8%8D%E5%AE%89%E5%85%A8%E7%9A%84%E5%BD%B1%E5%AD%90%E7%89%A9%E8%81%AF%E7%B6%B2%E8%A3%9D%E7%BD%AE-160452338.html
https://tw.news.yahoo.com/check-point-90-%E5%85%AC%E5%8F%B8%E6%9C%89%E4%B8%8D%E5%AE%89%E5%85%A8%E7%9A%84%E5%BD%B1%E5%AD%90%E7%89%A9%E8%81%AF%E7%B6%B2%E8%A3%9D%E7%BD%AE-160452338.html
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ᾬ Ӣ  ѻ ἤ ֯ №  

 

· ᵅғ  

·  

· ắ ᾼ

 

·  

· ȳ ᴩ  

· ᾎḆ  

Ӣ  

· ₤ȸ ȳ

ᴯ ȳ  

· ᶾ ₤ȸ

ȳ ᴩ ᵫ  

· ṿӣ῏ ἤ 

· ╜  

 ׀ ·

ẃ ȸthalesȷἷ ṅשׁ Ȳ2021/10 

ᴖ֯ ╟ оѠ ȲԒ Ɫ֪

ᴯ ₤ֵ ₤ֽ ӣ ᾼ֝ ȲϷ

ắ ׄᾼḃ № ȴ ẂᴖṕȲ צד2020֯ 86%

╟ɎCritical National InfrastructureɏẔ ᶾ

ɎOperational Techniqueɏ Џ Ṇ ɎIndustrial Control System, 

ICSɏắẞ ḃ Ȳѹ צ ѿϱ╜Ἀכ3 ṿӣᾼ╥ 10

ѿϱד ᾪ OTṆ ȷ2021ד 5ѣּר Є₇כᾒ

Colonial PipelineӼ Ȳ ὧרּ ᾒṆ Ȳ רּ Ϥ ≡

ᾭ ȴῺ ѣ вҵЄ ֽ Sierra Wirelessȳᶛ ȳЧ ȳѡ

ѣԏ ҏ ḃ ITḳ Ȳ ẔӢ ȳᴻ

ὢ ᵂ ӢϚứ ⇔ ȴ 

Ẕ ᾼ ᾬ ד Ȳ֪Ɫ ᴖṕᾬ

Ь╥ ⅎ ὔϤ–Ȳѹṿӣ῏ ὑṮ ᾼϚ ȲЛ Ự

דȲῺױֽ ᷾Ϥ ᴯ ₤ѿӉ Џ Ȳ֯

IT OT ᾼ ϯȲҒ ЏכӐ ȲӼכ IoT

ׄḃ ȴ 

ᶾדּ ᵫ רּ▲ ȳ ȳѡӐԚ 500֤ ᾼ ITế

OTϢ Ȳ ֯כ6 Ꞌד2020 ׄṶԈȲẔМиᵑצ 75%

Ṇכ ȳ43% 4щȴ֯ ׄṮ ╟֢ ⁄
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Л֝ȲẂֽѡӐצ Ԍȳּר ᾃҵ Ṯѭ ế

Ṯ Ȳ ⁄ Ӑṝ ԌȳUSB ׀ Ϥ–Ṯ

(IPS)ȴ 

ᶾ֯דּ ד2021 3ѣἉ Ӂᾼ Џ ׄ ᵫМȲẔ

Ϡϱ цᾼ ᵑ ▲ҵȲ ױ 3 Є Џ

4.0Ԓ ῏ṓ ῀ ȲϚứ ⇔ϱϷ ҏ Џ ׄ ᾓ

╚ ȴ ᵫȲ Џ М OT ד IT Є ֯ὑȸ

ɦ Ҡ Л ɧȳɦׄԓӭ ứɧ ɦ № ӑ ᵑɧȴ

ṷ ẃᴞ ᾼᾬ ὑ Ȳ ᴯ

₤ IT OT Л֝Ḕѹ∟῏ἏἏᴔ ȲἨ Іᾬ

Л Ȳ в Ṯ ὨЬצ Ȳֽ 3-5Ἤӱȴ 

לȲױ֪ ϢⱢ֪ Ȳᾎạ ᾼ Џ ẃ

ϷכⱢ ׄ ⁄Ȳ ֽ NIST CSFȳISO 27001ӑẃ Ҡ

╥Ӊ Є ẁ ᾼ Ӑ Ḗȴ ϱἬ Ȳ ȳМ ד Ӏ

═Ȳד ֝ ắ ⅎḃ ᾼ Ȳ

ᾼ IoTׄ ₇ὢ Ḇắ ӭȲṳ ֣ҵ ȳ‍–Ϥה

(Agentless)ѹ ᵅ ⇔ ᾼ ₇ Ɫ ѻ ȴ 

 

3- 5ȳּר ȳ ȳѡӐ ᾼ ITȳOT ׄ╚  

ẃ ȸ ᶾȷἷדּ ṅשׁ Ȳ2021/10 
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֥ϱ ᾬ ӣ ᾓȲҠ ҏѿϯᵺ

Ḗȸ 

1. ₇ Л Ȳ ứ⇔ЛṜȸᾬ ӣ

Єֵ ϫᴟ ᴍ ȳ ȳ ϩ

Ȳד П ⇔ȳҠ ⇔ȳṿӣ Ễ Ȳṳ‍

ԓ ẞ ᾭ ȴᾬ Ӧצ Ἠ

Ầứ ẞ Ȳᴖ ứ⇔⁄ ᵂ

ᴖứȴЄ иҏ ╝ ᾓП ẂȲ֯ṿӣῴ

Ϛй ꞋӔ Ȳᵀ ᴩϚ◕ ∟ ᵛҏ ╦╝

ᾭ ȲϵᴖϵПṆ ― ПЛӣȴҫҵȲᾬ

ᵂ ἬṿӣП ד ֵȲ֢ П

ẦứЛϚứ ד Ȳ Ғ∟ ᵂц Ḇ

ᵺ ȴ Ṇ Ꞌ ӣ֝Ϛ П Ȳ⁄∟

ϷӇ Ṽ Ȳчᴖ ᾬ ὢ ò ò

▐Ȳ ṿӣ῏ᴖṕṳЛѠ―ȴ 

2. ≈ ὢ Л Ḗȸᾬ ֯∂

ПῴȲЄֵ᷂ἬצҠ П ӭԓ ҟȴѿ

ⱢẂȲ ӭҠҔ╗Ё ⇔ȳῈ ⇔ȳԏ ȳ

ϡ о ⇔ȳᵶ ȳᵶ ȳ ᵶ ȴ ᵂ∟

Ȳ ֵ ӭ Ӗᴖṕṳ ыЄ Ȳᵛṿ

╥ ғ Ȳ ‍ ӥ ‍ Ȳ ạ

И ᵛ ṮѦḳ ȲЛ ὑЊ ᴖṕȲṳЛы

ṷғ ẃẦᵗѡ ᵂ ȴἬѿȲ ᾬ Ở

∟ậן ὢ ӣ Ȳ ֵ ғ ― ậ ȴ 

3. ᾬ ᴩ ӐȲכ ṿӣ῏ ᴖứȸ

ᾬ ӣ ∂ ПῴȲ ֵ Ȳׄ

Ӑכ Ȳῧ ϫᴟ ᴍ а∂ ῴ П ẂἬ֯

ȴ╜ἈⱢϠצֵ ᾬ Ȳֵҙ
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С ȴṆ Ở ᴩ∟Ȳᾬ МἬ

П ᵧ Ȳ כ ṿӣ῏ ᵛ ₇ Ḗ

сȲד ȳ ȳ֮֯ Ӈ ứ

с ȴ֪ױȲᾬ ∟ ц Ь ═ ᷾

ϤכӐȲИ ᾬ ═ ᾼѬצ ȴ ᾬ

ṳӑ ẃ Ȳṿӣ῏ӑӇ ᾬ

 Ӑȴכ

4. ᾬ ὢ Ѭ Л Ȳӑ ẁⅎљ Ṿ ḟѠ ȸ

ӭ› ẁᾬ Ѡ П ֵѿ IT ⱢѻȲ ᾬ

ӣ ֵаȲ ֢ᴩ֢ Ȳ ṷ Лṓ ḕװ

ҏ ṾѠ Ȳ ṓẞᾼ Ẃᵛᾬ Ἤ ẁ

ᾼὢ ⅎљ Ḗצ Ȳ ᾎ й ⅎљ ḟ ȴ 

ҵȲױ ҒȲ ḖϷד

сȲ ᾬ ὢ ЛЄȲ ẁ∟ ὢ ᾼ

ЛṜȲӑẃϷ ѿ═ ẁ ֥ⅎљἬ Пὢ ȴ Ȳӑẃױ

Ҡ ᾼԍ ḟѠ Ɫȸ 

1.  сᾬ ֢ аԈҠ ⇔ц ₇ ȸᾬ ӣ

ṳ‍ Ϛ Ṇ Ȳᴖ╥Ӧ֢ Л֝₇ П

Ԛ֝∂ ᶙכȴ ӣ ԉϚצ Ԍ₇ Ɫᵅ֕Ȳ

ᾬ Пṿӣ ȴ֯ ẁᾬ ὢ П

›ȲӇ с ứ⇔ȲИ ᵅṆ ᵂПЛ―ȴ 

2. ẁ ἤן Ѡ ậ҅ ȸᾬ ∂ ὢ

ӣПן Ѡ Ӈ ẁЄ ἤȲ ╥ ȳ ȳ

ὢ Ȳѿ ȳи Ѡ ᶮהậ҅Ϛװἤ

Ȳṳפּ֥ Ҡẁҵꜜṿӣ ᵡ ẁד

Ȳ ᵅṿӣ῏ Ȳ ṿӣ ȴ 

3. ᾬ оⱢצӣᾼ ȸ П Ȳ

ẁѿ AIȳ ᴯЏẓиέᴖכП Ȳ
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Ầᵗṿӣ῏ ן ȳ ᵅכӐȳ сӢ♄₇ Ȳ

И ṿᾬ ӣ Ӣ Пצ ȴ 

 ᴩ ׄ ạ ᶺ ׄ ṆП ἤ 

ᶺ Ɫ ԓ П ׄ Ṯ ≈ Ȳὑ ╜Ӵᴩכד2016

ׄԓ Ɏϯ ׄ ɏȲԚ 5 ◕ȳ֢Ɫ Пד4

Є ׄԓ ἨѠ 185ȷ ׄԓи ạᾼ ȳ

∂Ӵ ϤȲᴟ ׄ Ԛṹᾼ ◕ἤ ӭ Ȳ═ сᶺ

ׄᶙ ⇔ȴ 

ὑᾎạ Ȳᶺ Бὑ ᴩɦ╟הӔד2019 ׄԓ ᾎɧ

ѿц 6 Іᾎ186ȴ ׄԓ ᾎцẔІᾎὑ ϱד ὑ ҟ

ὑᴩ╜Ễ҆Ȳ ᴯ сȲṳ Ғ ӣ ᴟ ứ‍е

187Ɏɦ ╟ ẁ῏ɧȳɦе Ṷ ц╜Ἀ ᵗП ᾎϢɧ

ПɏȲ ױ о ҵ Ӣᾎ ⱢП ϩ188ȴ 

ὑ╜ ϱȲ ᾎ⁄Ὑứ ׄԓ ԉи ȳ ׄṶԈ

ȳ иṹȳ ׄ ᾎ ạȲ Ӵ ׄᾎ

ạоП Ȳṳ═ ᶺ ╜ ᴩᾎ Ȳếᶺ

ᴯ ȴ 

ᴟ Ȳד2021 ׄ ѿɦӉ ׄԓП ɧⱢ

Ȳ ɦᵮ ԓ ϢИȳ ᴞѻ שׁ ɧȳɦ еṂẦ֝

ᾙ ȳ с ╟ ἤɧȳɦ ӣ › ᶾȳѻדּ ὂ ֯№

ɧцɦ∂ ׄԓ ȳ сӖ Ṯ ɧ ҳ ֣ њȲ

ṳ ֥гЄ ї Пɦ ׄầ ɧ ═ ׄ

                                         
185 ᴩ╜ ׄԓ Ȳ ׄԓѠ Ѡ Ɏ110-113דɏȲ2021דȲ 23ȴ 
186 ІᾎҔ╗ȸɢ ׄԓ ᾎ╟ᴩ ⁄ɣȳɢ ׄԓ ԉ и ᾎɣȳɢ ׄԓṶԈ

и ᾎɣȳɢ ứ‍е ׄԓ ╟ ᶮ ᾎɣȳɢ ׄԓ иṹ

ᾎɣȳɢе Ἤ Ϣ ׄԓṶ ᾎɣȴ 
187 ɢ ׄԓᾎɣ 3 П 6 ȲӼҠṓ https://law.moj.gov.tw/LawClass/LawAll.aspx?pcode=A00

30297Ɏ ѡ ȸ2021ד 10ѣ 19ѡɏȴ 
188 Ὥừ ȳ Ȳɢᴩ╜ ׄԓ ᾎгЄІᾎЮ ц ᾎ ᾎ П ɣȲ2019

שׁ Ȳ2019דȲӼҠṓ https://tanet2019.nsysu.edu.tw/assets/TANET2019_thesis/D3_0

05.pdfɎ ѡ ȸ2021ד 10ѣ 19ѡɏȴ 

https://law.moj.gov.tw/LawClass/LawAll.aspx?pcode=A0030297
https://law.moj.gov.tw/LawClass/LawAll.aspx?pcode=A0030297
https://tanet2019.nsysu.edu.tw/assets/TANET2019_thesis/D3_005.pdf
https://tanet2019.nsysu.edu.tw/assets/TANET2019_thesis/D3_005.pdf
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ȲᵂⱢɦ Ѡ ɧ ɦ5+2 ɧ Є₤ ᴯ

П 189ȴὑɦ еṂẦ֝ᾙ ȳ с ╟ ἤɧѠ

Ȳ╜ἈἋ 5 Ѡ ∂ӴП ׄ Ṯ Ṇ П∂ ὨȲכ

о╜Ἀ ȳ с֢ ׄ ȴ 

ϱἬ Ȳᶺ ӭ›Бצ 5Gʒ ӣ ᾼ

Ȳ֯ᾎạ ῧῺ20ד ṛ֣ᶙ П Ȳ צ ╜ Ầᵗ

ᶺ ȲⱢ֪ ᶺ ◕ ḖȲ ᴩᾎạ

ȴ 

Ӧὑᶺ ׄԓ╜ ᾎạ ᾼ∂Ӵ… ᴕּר

ᶾ ṅשׁ ɎNational Institute of Standard and Technology, 

NISTɏП ׄԓ▐ ɎCyber Security FrameworkɏȲѿц

ISO27001П ׄԓ Ṇ ɎInformation Security Management 

System, ISMSɏ ἘἬạứȴ ᴖ ḥצ Ὼ ד ⁫ ᾼ

ᾬ ד ₣᾿ ӣ ԍ Ȳ ὑ‍ ᾼԍ

Ȳױ ᾼ ד ╓іП Ӣȴ 

ṕПȲׁשṅ ẞ╠צᾼ ׄԓ ᾎạ ϱ ὑ

(1) ԍ (2)ӑẃ Ṇ ֯ ד ᾼ ѽȲ

╝ έשׁ ISO27001:2013ȳIEC62443 Ȳѿцӑẃ

ᾬ ϯ ᾼ аԈ DNSӦ IEEEҏᾼ Ṇ ▐Ȳ

Ẕ ֝Ȳѿ › ׄԓ ד ׄ ╓і

ד ȴ 

(Ϛ) ISO27001:2013 

ISO 27001╥Ӧ ɎInternational Organization for 

Standardizationɏѿц Џỗ ɎInternational Eletrio 

Commission, IECɏԚ֝ ᵉᾼ ׄ Ȳױ Б֯ ϱ

ᾛṿӣȲ֯ס ֯∂ ц ׄԓ Ṇ

                                         
189 ֝ 185ȴ 
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ɎISMSɏ ȲӇ ᾃ ѹЛҠἕ ᾼ Ȳṳ Ӧ ɎPlanɏȳ

ᴩɎDoɏȳ ▲ɎCheckɏцḂ ɎActɏᾼ ѠהɎ

PDCAɏẃ ’Ṇ ═ ᵂṳѹ Ṯ ׄṶԈ ӢἨ╥ ᵅ

ắ ҷᾼ ȴ֯ ISOṆԝ МȲ27000Ɫ Ṇԝᾼ Ȳ

ӣὑ ISMS ȳ֤ ếứ ȷױҵȲẔМצẒ Ҡ ẁ

ȲиᵑⱢ ISO 27001ц ISO 27006ȲISO27001ӣὑϚ ԍ

ȳISO 27006⁄ ӣὑ ȴ 

ISO27001╥ѿɦ ɧⱢ ᾼѠᾎ Ȳứ ׄԓ╜ ȳ

ᶧѿц ᾼ ạ ╟ẃ ȴ֯ ISO27001:2013

вȲ Ӑѝ ḖПҵȲ Ҕ╗14 ạӭ ȷ֯Ṽ Л֝ ạ

ӭ ḖϯȲ иⱢ 114 ạ ╟Ȳв Ὅὑɦ  AɎ ứɏ

ạӭ ạ ╟ɧɎAnnex A (normative) Reference control 

objectives and controlsɏȲẔ ѝ ὑ ISO27002Ȳ…ᵂⱢ

Ϥ ISMSᴩ ᾼ ᴕ ӭȲӣὑ∂Ӵ ׄԓ

Ṇ ṳѹ ᴩ Ȳѿ ’ ᾼ ׄԓ Ṇ ═צ ἤ

ᾼ ᵂȲ Ȳ ҅ῶ ISO27001ȴ 

ѿϯ ὙIEC/ISO27001:2013П ▐ ȴẔ ֽῶ

3-6ȴ 

ῶ 3- 6ȳIEC/ISO27001: 2013 ▐  

0. ЮɎIntroductionɏ 

1. ӣ ɎScopeɏ 

2. іӣ ɎNormative referencesɏ 

3. ӣ ɎTeams and Definitionsɏ 

4. ԓ ɎContest of the organizationɏ 

5. ᵂⱢɎLeadershipɏ 

6. ɎPlanningɏ 
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7. ќ ᵂ ɎSupportɏ 

8. Ϥ ╟ɎOperationɏ 

9. ᴷɎPerformance evaluationɏ 

10. ═ Ḃ ɎImprovementɏ 

ẃ ȸIEC/ISO27001: 2013 

ԒȲ 0 Ю ὙISO27001ПPDCA⁄Ȳ ’ П

ἤȳᶙ ἤȳҠӣἤȲṳ С ᾃѠ‒їȲѹ

ᴕ ISMS Ṇ Пד ֥ȴ 

1 ԝҏISO27001П Ȳ ḖⱢȸ 

ȶ ∂Ӵȳ ᵂ ═ц═ Ḃ вᾼ ׄԓ

Ṇ ȴ 

ȶ ֥ ḖП ׄԓ ȴ 

ȶ ⱢϚ ἤ ḖȲ ӣ֢ Ȳ Ẕᶮ ȳ ἤ

ȴ 

ȶ Л Ӑ ПМ 4 ᴟ 10Ἤ ứПԉᴶ Ḗ

Ṷ ȴ 

2 ɦіӣ ɧȳ 3 ɦӣ ɧὙ Ὑד ứ

ҏᴞ ISO27000ȴ 4 ᴟ 10⁄ ֥ PDCA ԝ֢

Ἤ П ȴֽ 3-6ȴ 
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3- 6ȳISO27001 PDCA  

ẃ ȸBSI 

 ᴖ Ȳԍ Ӧв ȲἨ ϮѠ

ᴩ ISMSПɦ ᴷɧȲ ’ ╥ᵡṼ ׄԓ Ἤ

Ȳ ISMS֥ ᴟ ṳ צ ᵂȷв ϮѠ

П ᵑ ֯ כ ПЛ֝ȲẔ Ḕ ֝ȴв

МȲṼ ׄԓ ╓♆П Ϣ כ ṳạứ

Ɏaudit programmeɏȲѿ ISO27001ѝᶁ ֥

ḖȷⱢ ᴷẓҠ ἤȲ Ṽ ạ ╟ ӭ ᵂ ῶ

ɎchecklistɏȲ Ϣ Ṽ ⁄ᵒứẔ╥ᵡẓ ⇔ Ἠ

ᾼɦЛ ֥Ṷ ɧᴖ Ӵ ҷȲ в Њ כ П

ᴸ Ȳ ҏɦ ᵫɧȳṳạứɦ ҷḂ ɧȲѿ ’ISMS

П═ Ḃ ȴ֯ᶙכ Ϛװ PDCAᾼ ∟Ȳ ᵛҠ ϱ ѝ

Ԉ ֣ ѿ ῴỞ Ȳṳὑדװ Пד‹

ҷ╥ᵡḂ Ȳԛ ᴩדװ⇔П Ȳ═ ᾼ

ׄԓ ӭ ȴ ISO27001ѝ ӭ ⁄П Ȳѿц ᴕ
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֢ ׄ╜ ▐ȳ ȳ ֥П ᴩ Ȳ ֽ

ϯῶ3-7ȸ 

ῶ 3- 7ȳIEC/ISO27001: 2013 ѝ ӭ ⁄П  

ӭ ⁄ ᴩ  

4.1Ϡ ц

Ẕԓ  

ḟứɦв цҵ ɧȲ

Ẕӭᾼצ ѹ Ẕכ ׄԓ

Ṇ Ὠכ ϩ῏ȴ 

ᴩ Пɦ

ц￼ иέɧȲиέ

ҏ ὨП Ȳ

ѿḟứ П

Ԓ ᶧȴ 

4.2 ᾃ֢

ѠП ц

 

ḟứ ׄԓ Ṇ צ

П ᾃ֢ѠȲױ ᾃ֢Ѡ

ׄԓП ḖṶ ȴ 

Ὑԝ в П

ȳ‍ כ ȷ

ҵ Пⅎљȳ

МҶӭᾼṶ ѻ

ȳẁ ȴ 

4.3ḟứ ׄ

ԓ Ṇ

 

ḟứ ׄԓ Ṇ ᾼ

ꜜ ӣἤẃ∂Ӵ Ȳ ѿ

ѝԈо Ѡה ẁṿӣȴ 

ứ IT  Ɏ Њ

ɏȳ Ἢ

їᵂ Ṇ Ȳừ

4.1ȳ4.2Ἤ

Пɦвҵ ɧ

ɦᵓ …Ϣɧ

ᾼ ׄԓᴕ

Ϥ ȴ 

5.1 цἭ  ’ϯԝṶ Ȳ

ׄԓ Ṇ П цἭ

ȸ 

 ̧ ∂Ӵ Ѡ֣֝דП

ׄԓ╜ ц ׄԓӭ ȴ 

 ̧ ’ ISMSḖṶ ֥ᴟ

☼ цἬ ПҠậ ȴ 

 ̧ ’ ISMS ἤП ȳṳ

ạứ ׄԓ

╜ Ȳ ’ISMS

Ϥᾼӭ ứП

כ ׄ╜

ȴ 
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ӭ ⁄ ᴩ  

 Ὠȴכ

 ̧Ɫ‚ ISMSצ ἤ ᴩϢ

╓ ȳќ ȳΩ ȳ═ Ḃ

Ẕ ϩȴ 

5.2╜  ∂Ӵ ׄԓ╜

ȲẔ╜ ừй֥ ӭ ȳ Ṝ

ׄԓד Ḗ Ἥ Ȳ ẁ

ѝԈо Ȳ֣ԓ Ἠ ᾃ֢Ѡ

ȴ 

֝5.1ȴ 

5.3 Ṕᴥȳ

ԉц  

 

’ ׄԓד

Ṕᴥᾼ ԉ Ғѿ╓♆

Ȳѿц ’ISMSПצ ἤ Ҡ

ἤȴ 

֝5.1ȴ 

6 Planning 

6.1֪ ц

Пᴩ  

ISMS ᴕ 4.1П Ȳ

4.2ḖṶ Ȳѿцḟứ ҏᾼ

Ȳѿ ’ISMS כ

ứכ Ȳ Ṯȳ ᵅ‍ ȴ

ᾼ

╟Ȳцֽᴶ ╟ ֥ϤISMS☼

ṳ ᴩȲṳ ᴷ ╟Пצ ἤȴ 

Ṽ ӭ

ׄ Ḗ Ȳ

ḟứISMS Ȳṳ

ISMS вП

ɦ ɧȴ 

6.1.2ׄ ԓ

 

∂Ӵ ⁄Ȳ ’

ᴩᾼ ӢϚ ȳצ Ȳṳ

Ҡѩ П ὨȷѿцҠ ᵑ

Ɏ№ ȳ ц ɏȳиέ῏צ

ɎҠ ἤȳ ἤц

ɏȳ ᴷ Ɏ ᶧɏȴ 

 

ạ ứ

Ȳ ứҠ П

ӭ⇔ד ȷṼ

Ὠ Ṇ

вП

ᾼ Ȳѿ ứ

П

ȴ 
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ӭ ⁄ ᴩ  

6.1.3ׄ ԓ

 

 

йᾼ Ȳḟứ

ᾼ ạ ╟Ȳ ӭȲ

Ӣ ӣ ἤ Ὑ ɎState of 

Applicability, SOAɏȲ

Ȳ ᴩ

ᾼ ȴ 

Ṽ ạứ

ȴ 

6.2 ׄԓӭ

цẔ Пכ

 

 

ֽᴶ כ ׄӭ Ȳ

ḟứ∕ Ṷ ȳἬ ȳ

Ϣ ȳᶙכ ȳ ὨП ᴷѠ

ҵױȴה ∂Ӵ ׄԓӭ ȲẔ

ӭ ׄԓ╜ Ϛ ȳⱢҠ

ᾼɎֽҠ ᴩ ɏȳѹᴕ

ׄԓ ḖȲѿц ᾼ

ὨȲṳҒѿ Ḇ в

ȴ 

в П

Ϣ Њ ứ

ISMSạ⇔╥ᵡצ

Ḃ ȲẂֽ

ӭ ╥ᵡצ П

ạȳӭ ἤ╥

ᵡ ֥ ѝо

ȴ 

7 Support ќ ᵂ  

7.1  ḟứ ẁPDCAἬ П  ԝ ׄ

Ϣ ȳ ẁד

ׄ П

Ȳ ậ ׄ╜

ᴟ Џᵂ

ПᴩⱢȴ 

7.2ϩ ḟứἬ ϩṳ צ’ ϩȲ ậ

╟Ȳ Ὑ ϩ  

ạứ Ṏ

ᵂ ᶧȲ

ᴩד⇔ Ṏ ȴ 

7.3͂  ’ ᴩЏᵂϢ Ϡ ISMS

╜ ȳ Ϣ ISMSצ ἤᾼ ȳ

ц чISMSứП∟Ὠ 

вȳҵ

Ϣ П ȳ

ᴸ ѝԈ

Ẕ╥ᵡצӔ П
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ӭ ⁄ ᴩ  

ׄ ῀ȴ 

7.4  ḟứצ вҵ ᾼ

ḖȲҔᵶṶ ȳ ȳ ȳ

ᴩ῏ȳ ȴ 

ạứ иṹ

ἨṶ╝ ☼ ц

ד ᶧ ȴ 

7.5ѝԈо  - ֝7.4ȴ 

7.5. 

 

׀’ ISMSṆ צ ἤ

ПѝԈо ȴ 

֝7.4ȴ 

7.5.2ạứ

 

ạứѝԈо ȳה

ȳ ṕȳᾪӐȳ֯׀Ѡהȳ

▲ȴ 

֝7.4ȴ 

7.5.3ѝԈо

ᾼ ạ 

ὑи ȳ׀ậȳ ȳḆ׀

ȳ Ȳѿцҵ ѝԈо

Ғѿ йᵅ ᵑ ạȴ 

֝7.4ȴ 

8 Operation ᵂ 

8.1W

ạ 

ȳ ᵂц ạ Пכ

ISMSḖṶ ȳ ᵂ 6.1Ἤḟ

ứПᴩ ȳ 6.2Пӭכ ȴ 

- 

8.2 ׄԓ

 

ὑ ȳ Ἠ Ӣ

Є ḆȲᴕ 6.1.2М∂Ӵ ⁄Ȳ

ᴩ Ȳṳ’ ѝԈо ȴ 

ᴩ

ȴ 

8.3 ׄԓ

 

ᵂ 6.1.3П Ȳṳ’

ѝԈо ȴ 

ᴩ

ȴ 

9 Performance evaluation ᴷ 

9.1 ȳ

ȳиέ

ᴷ 

 ̧ ḟứ ӭȳḟứѠᾎȳ ᴩ

ȳ ᴩϢ ȴ 

 ̧ Ὠ иέ ᴷ

ȴ 

 ̧ иέ ᴷ Ὠ ᴩϢ ȴ 

в Ϣ

ң ▲

ȴ 

9.2в  ╥ᵡṼ ISMSḖ כ ứ כ
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ӭ ⁄ ᴩ  

Ṷ ȳ╥ᵡצ ᵂȳ ═ ISMSȲ

ṳ’׀ѝԈо ȴ 

в Њ Ȳ ᴩד

⇔в ᵂ

ᶧȴ 

9.3 ▲ ὑ ▲

ISMSП֥ừἤȳ йἤ צ ἤȲ

▲ ӭҔ╗ȸ 

װ‹̧  ȴ 

 ̧вҵ ᾼ Ḇȴ 

 ̧ ֫ ȲҔᵶϯԝ ȸЛ

֥Ṷ Ӕ ╟ȷ

Ὠȷ ὨȲѿц ׄ

ԓӭ ֥⇔ȴ 

 ̧ɔ ד ֫ ȴ 

 ̧ Ὠ

ᾭ Ȳѿц═ Ḃ ᾼ ȴ 

в Ϣ

ứ ң ▲

ȴ 

10 Improvement Ӕ ╟ȳ═ Ḃ  

10.1Л ֥Ṷ

Ӕ ╟ 

Ӕ ╟ Л ֥ᾼ ֪Ȳѿ

ṮѦԛ Ӣȴ 

ᴩвȳҵ

ᵂ Ȳ Ѡ

ҷṳ ҏ

Ӕ ҷ Ȳ Ѡ

ҷ ᴩ

֪ и έ Ɏroot 

causeɏȲ ҏ ἤ

ȳӘϵἤ

ѿ Ḗ Ḗắ Ѡ

Ḃ Пȴ 

10.2═ Ḃ  ISMSП֥ừἤȳ йἤ צ ᴩвȳҵ

ᵂ Ȳ═
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ӭ ⁄ ᴩ  

ἤȴ ╟ ⇔ȴ 

ẃ ȸISO:27001:2013ȳTTC ȲӐ ֥ ȴ 

(ϡ) IEC62443 

IEC62443Ɫ Џ ᴞ о ạṆ ᾼׄԓ Ȳ Ӑ

Ễ֤Ɫ ISA 99ȲӦ ᴞ о ɎInternational Society for 

Automation, ISAɏἬ ӴȲ∟ ԛ רּ Ầ

ɎAmerican National Standards Institute, ANSIɏ ӁȲП∟

Џỗ ɎInternational Eletronic Committee,  IECɏ ϤȲṳӦ

IECв ỗ ṳ ӁȲ֪צױISA/IEC 62443Ẓ ֤ Ɏѿ

ϯ IEC 62443ɏȴ 

IEC 62443 Ӧ ɎInternational Standard, ISɏȳᶾ ᵫ

ɎTechnical Report, TRɏȳᶾ ɎTechnical Standard, TSɏϮ

ѝԈ ₤ Ȳכ ԚиⱢ4 иȸ  

ȶ 1 и╥ ɎGeneralɏȲҔᵶϠϚ Ἠ Ӑᾼ Ἐȳ

ц ֤צ ȲϷҔ╗ ICS ᾼׄԓ √ȴ  

ȶ 2 иⱢ╜ ᶧɎPolicies & ProceduresɏȲ╥

в צ ᾼ Џ ᴞ о ạ Ṇ ɎIndustrial 

Automation Control System, IACSɏׄԓ Ȳẃ ḟṳ

 IACS ׄԓ ȴ  

ȶ 3 иⱢṆ ɎSystemɏȲᵛ IACSṆ ᶾ

ȳׄԓ Ḗц ᴷȴ  

ȶ 4 ԌⱢаԈɎComponentɏȲ╥ ᾼ ₇

Ṇ ạȲѿ ẞ ₇ᾼׄԓᶾ Ḗȴ 



206 

 

 

3- 7ȳISA/IEC 62443 ▐ ⇔ 

ẃ ȸMICȲậᴞᴩ╜ ׄ Ȳ Ở ẃᴞ IEC62443-3-3 

 ֽ 3-7ἬӱȲIEC62443֢ иПѝԈצЛ֝ᾼ ⇔Ȳ и

ѝԈỮ֯ Ἠ ṓ ṳӑӔה ᴩȴӭ›Б ᴩП ISⱢ

IEC62443-4-1ȸ ₇ӢỄ ׄԓ Ḗ ɎProduct security 

development life cycle requirementsɏȳIEC62443-4-2ȸIACSаԈᶾ

ׄԓ ḖɎTechnical security requirements for IACS componentsɏȷ

Б ӁẘӔ Ḃ῏ⱢIEC62443-2-1ȸIACS Ӵׄԓ∂῏צ

ḖɎSecurity program requirements for IACS asset ownersɏȷБ

ӁẘӔ ῏Ɫ IEC62443-3-3ȸṆ ׄԓ Ḗ ɎSystem 

security requirements and security levels, ISɏȴѿϯᵛ IEC62443

ӭ Ȳ ֥ϱ ѝԈ ᴩ ȴ 

1. IEC62443ᾼӭ  

IEC 62443ᾼӭ ế ὑ IEC 62443-4-2ȴIEC 
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62443-4-2ᾼIACS ╥ Ἤצ῏Ɏasset ownerɏȳṆ

֥ Ɏsystem integratorɏȳ ₇ẁ Ɏproduct supplierɏѿц

ᾼ Ɏcompliance authoritiesɏȴ Ҕ╗╜Ἀ

ế Ȳ҃ ᾎứצ ϩ ᴩ Ȳѿ ╥ᵡ ד֥ ᾎ

√ếᾎ 190ȴ 

Ṇ ֥ ṿӣӐѝԈ ẃẦᵗ҃ ֥IACSḟ

Ѡ ᾼ ạṆ аԈȲӼᵛ IEC 62443ᾼṆ аԈȴẦ

ᵗᾼᶮה╥ ᵗṆ ֥ ╓ứ҃ Ἤ ᾼ֢ аԈᾼ ׄԓ

ϩ ȴṆ ֥ ᾼѻ ╥ IEC 62443-2-1ȳIEC 62443-

2-4ȳIEC 62443-3-2ế IEC 62443-3-3Ȳ ṷ ẁϠׄԓ

Ṇ ᾼ ế ᵂ ḖȲṳ╓ ҃ ứ Ṇ ᾼɦׄԓ ɧȲѿ

цḟứ ṷ ᾼӭ ׄԓ ϩ ɎSecurity Level- Target, SL-

TɏȴSL-T ╥ ᴷẃ ứȲϚӎứ Ϡḕ ᾼ

SL-TȲ Ҡѿṿӣ ẁӇ ׄԓ ϩᾼаԈẃ ḕ ᾼ

SL-Tȴ 

₇ẁ ṿӣ IEC 62443-4-2ẃϠ ạṆ аԈᾼ ứ

ׄԓ ϩ ɎSecurity Level - Component, SL-Cɏᾼ ḖȴSL-C

…╓аԈἨṆ ֯Ӕ ẁᾼׄԓ ᵑȲ аԈӐṝҠ

Л ẁἬ ᾼ ϩȲᵀҠ כ Ḇ ᾼװ ֥Ȳ

ᴖắ ὑ ᾼ ϩȴ ẂᴖṕȲ Ϥה ӐṝҠ Лӣ

ӣљӭ Ȳᵀ Ṇ вᾼṝԌ ế ὢ ֥Ȳ

╝ ᴖṕЬҠѿ Ṝ ẁ ᵑӣљṝԌ ȳ ế

ϩᾼ ḖȴӐѝԈ ₇ẁ ṷ ḖҠѿи Ȳ ṷ

Ḗ ╥аԈМᾼ Ӣ Ḗȴ 

┬ IEC 62443-4-1 8 Мᾼứ Ȳ ₇ẁ ẁצ

ֽᴶ аԈӔ ֮ ֥ẞṆ МȲѿ Ṝ ứSL-TȴSL-T ếSL-

                                         
190 IEC, Security for industrial automation and control systemsʟPart, 4-2: Technical security requirements 

for IACS components (IEC 62443-4-2) , ed.1, Feb., 2019,  p.15. 
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Cᾼ ᵑ ѠהȲ… аԈ ḖɎComponent requirement, 

CRɏȳ Ṇ Ḗ ɎSystem Requirement, SRɏȳ Ḗ

ɎFoundational Requirements, FRɏȳ Ғ Ḗ ɎRequirement 

Enhancement, REɏ ӭ ᴩ ȴCR… ᴞIEC 62443-3-3М

Ἤứ ПSRȲᴖSR╥ IEC 62443-1-1Мứ ᾼFRἬ Ӣҏẃȷ

CRӐṝ ҠѿҔ╗Ϛ REȲ CRếREᾼ ֥Ȳ ḟứϚ

аԈᾼ ϩ ȲҠᵂⱢ ӣẃ ᴷϚ Ӕ֯ ᾼӭ Ṇ Ȳ

ẔἬ ẞᾼӭ ׄԓ ᵑɎSL-Tɏ191ȴ֯ IEC62443-3-3צ

ׄԓἤ ᵑɎSLɏ Ḗ ҳ ᾼ Ȳ№ Ӧ ᴟᵅиᵑ

Ɫȸ 

ȶ SL4ȸ ⇔ № ȴ 

ȶ SL3ȸ № ᾼ ȴ 

ȶ SL2ȸМ⇔№ ᾼ ȴ 

ȶ SL1ȸ Ӑ№ ᾼ ȴ 

SLᾼ ᵑȲ ὑ Ӑғ ḖɎFRɏ Л֝Ṇצ Ḗ

ɎSRɏѿцҒ ḖɎREɏᾼ ӭȴFR╥ᵂⱢ ạṆ

ϩɎᵛ SL-Cɏᾼ 7 Ӑ Ḗ ῶ 3-8Ȳ 4

Ȳ Ӣ28 ӭ ֥ȴ  

                                         
191 IEC, Industrial communication networks- Network and system security ʟPart 3-3: System security 

requirements and security levels, (IEC 62443-3-3) , ed.1, Aug., 2013,  p.14.. 
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ῶ 3- 8ȳIEC62443-1-1 Ӑғ Ḗи  

Ӑғ Ḗ ғ Ḗи  

FR1 ᵑế ạɎIdentification and authentication control, IACɏ 

FR2 ṿӣ ạɎUse Control, UCɏ 

FR3 Ṇ ᶙ ἤɎSystem integrity, SIɏ 

FR4 ἤɎData confidentiality, DCɏ 

FR5 ắ ạᾼ ☼ɎRestricted data flow, RDFɏ 

FR6 ц ֫ ṶԈɎTimely response to events, TREɏ 

FR7 ҠӣἤɎResource availability, RAɏ 

ẃ ȸIEC62443-1-1ȲӐ ȴ 

2. IEC62443ᾼ ạ 

IEC62443ὑ ᾼв ѻ ֯ IEC62443-2-1ȳIEC62443-2-

4ȷIEC62443-2-1 IACSᾼ ӣ ׄԓ Ṇ

ɎCyberSecurity Management System, CSMSɏȲӦὑ цẞ ᶾ

ɎOperating Technique, OTɏȲ╝ OT Џᵂ П ᾼ

ׄԓ ᴩứ ȲẔׄԓ ɎSecurity Program Elements, SPEɏ

ֽϯȸ 

ȶ SPE1ȸ ׄԓ ╟ɎOrganizational Security measuresɏ 

ȶ SPE2ȸ₤ ɎConfiguration Managementɏ 

ȶ SPE3ȸ ế ׄԓἤɎNetwork and Communications 

Securityɏ 

ȶ SPE4ȸ ԈׄԓἤɎComponent Securityɏ 

ȶ SPE5ȸ ’ ɎProtection of dataɏ 

ȶ SPE6ȸṿӣ ậ׀/ ạɎUser access controlɏ 

ȶ SPE7ȸṶԈếṶԈ ɎEvent and incident managementɏ 

ȶ SPE8ȸ Ṇ ᶙ ἤ ế Ҡ ӣ ἤ ɎSystem integrity and 
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availabilityɏ 

Ṇ ᾼṔ⇔ẃכȲ ứ ӣᾼЏᵂ ֫

ᴿὑѿϯ ȸ 

ȶ ц ṷ Ṇ ế ȹ 

ȶ ╥ᵡҔ╗SCADAṆ ếЏ Ṇ ȹ 

ȶ Ӣ ╥ᵡҔ╗ Ӣ ᾼ Ṇ ȹ 

ȶ ╥ᵡҔ╗ ᴩṆ ɎMESɏȹ 

ȶ ╥ᵡҔ╗Ẕ҃ Џ Ṇ ếSISṆ ȹ 

ȶ ╥ᵡҔ╗ ϢṆ ȹ 

ȶ ╥ᵡҔ╗ ẁ ȳиҔ Ἠ∂Ӵ ᵌ ᾼ ≡

ȹ 

ғ Ṕ⇔ẃכȲЏᵂ ҠиⱢѿϯẒ ȸ 

(1) ᾿ ♄ ȸ ṷ♄ ц ᾼ ᴷȲ ế

ԒцȴẂֽȲ╓ứӐ֮ ׄԓἬצ῏Ȳן ế

ׄ Ȳ ế Ṇ Ȳᶙכв Ἠҵ

ѿц֯  ἨеҨ ϱ ᵫ ṷ Ὠȴ 

ד (2) ӭȸ ṷ╥֯ ю ♄ ứᾼ

ᾼ ϱ ᵗᾼ♄ ȴ ṷ ḟѠ

ӣᾼᶮ ╥ צ ᾼ ӭѿцӔ֯ ᴩᾼὢ ᾼ

ế ȴ 

ὑ Ȳ ϱ Џᵂ ḟứ ѿц IEC62443 

ȲṼ ạứׄԓ Ȳ ױ ᴷӨ ῏

ᾼ Ӣ ☼ ╥ᵡ ֥ ᾼׄԓ Ḗȴ ὑׄԓ П Ḗ

⁄ ὑIEC62443-2-4Ȳ ῶ3-9 ȴ 
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ῶ 3- 9ȳIEC 62443-2-4ׄԓ ɎSPɏ Ḗ 

SP ᵑ ḖID  

ḟ Ѡ Ϣ

(Solution Staffing) 

SP.01.XX ὢ ẁ Ϣ и ᴞ о

ḟѠ ד ᾼ♄ צ Ḗȴ 

’ (Assurance) SP.02.XX ’ ᴩᴞ о ḟѠ ׄԓ╜

צ ᾼ Ḗȴ 

▐ (Architecture) SP.03.XX ᴞ о ḟѠ ᾼ צ ᾼ

Ḗȴ 

(Wireless) SP.04.XX ᴞ о ḟѠ М ṿӣצ ᾼ

Ḗȴ 

ׄԓ ῶṆ  

(System 

Instrumented 

System,SIS) 

SP.05.XX צ SIS֥ ẞᴞ о ḟѠ М

ᾼ Ḗȴ 

₤

(Configuration 

management ,CM) 

SP.06.XX ᴞ о ḟѠ ᾼ / ạ

צ ᾼ Ḗȴ 

/ ׀/

ậ(Remote access) 

SP.07.XX // ậᴞ׀/ о ḟѠ

צ ᾼ Ḗȴ 

Ṷ Ԉ (Event 

Management) 

SP.08.XX ᴞ о ḟѠ М ṶԈ ד ᾼ

Ḗȴ 

љ (Account 

management) 

SP.09.XX ᴞ о ḟѠ М ӣљ љ ד

ᾼ Ḗȴ 

Ṯ

(Malware protection) 

SP.10.XX צ ֯ᴞ о ḟѠ Мṿӣч

ᾼ Ḗȴ 

/ Ϝ

(Patch Management) 

SP.11.XX ếׄ / Ϝ ᶧᾼ

ׄԓἤד Ḗȴ 

Ԍ/

(Backup/Restore) 

SP.12.XX Ԍế ᾼׄԓѠ צ ᾼ

Ḗȴ 

ẃ ȸIEC62443-2-4ȲӐ  
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(1) SP01 ḟѠ Ϣ ɎSolution Staffingɏ 

Ҕ╗ ∂ӴϢ Ɏ / њҌɏȳ╓♆

М ᾼϢ ׄԓɎ ╜ ɏȲṳ ’ צ ֥

ᾼᶾ Ϣ Ɏ /ᶾ њҌɏȲ ᴩϢ ￼

▲Ɏὢ ẁ῏ȳҵҔ ɏȲ ▐ Ɏи

ЏȳṔᴥɏцϢṶ ᴯ ╜ ȳ ᶧȳῶ Ɏּנ ѝ

Ԉɏȴ 

(2) SP02’ ɎAssuranceɏ 

ȶ ׄԓ ᴷȳ№ иέếׄԓ Ȳ ’

╥ᴞ о ḟѠ аԈ╥ᵡצṜ ᾼׄԓἤȴ 

ȶ ׄԓ ᴷɎֽ ᴷ иέȳ№ иέἨ

♂ ᴷɏȴ 

ȶ аԈׄԓ ЏẓȲֽׄԓ Ḗȳׄԓ Ὠȴ 

ȶ ὢ ẁ῏Ӈ ẓצ о ḟѠ ᾼצѝԈּנ ᾼ

ȴ 

(3) SP03▐ ɎArchitectureɏȸ ц ḟѠ ᾼ ׄ

ԓ▐ о Ḗȴ 

ȶ һֽᴶ ȳ ȳ᷅ ᾼ и◕ Ṇ▐ ȴ 

ȶ ▐ ц ׄԓ ạȳ ứȳ ▲ ạ

ɎБ᷅ ᾼ ▐ цẔ ׄԓ ᾼ /

ᶧ/▲ῶɏȴ 

ȶ ׄԓ ♂ ᾼ╜ /ᶧȲҔ╗ М ṷ

/ᶧᾼϢ Ɏ┬Ṕᴥ/ᴯɏȴ 

ȶ Ȳ ’֝Ḕ ẃ ׄԓȴ 

ȶ ֽᴶ ю ḟѠ МṿӣᾼаԈ/ ᾼḃ Ȳѿц

’֯ М’ юᾼḃ Ɏׄԓ ᴷ

иέцḂ נּ ɏȴ 

ȶ ׄԓȴ 
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ȶ ֽᴶ Ѧ ếЏ Џᵂ ɎҔ╗њ═ ɏἨ

ᾎ ạṆ ṿӣ῏ế ậ׀ ạȴɎֽ

ѝԈȳṿӣ῏њҌȳׄԓњҌȳ о╓⁮ ɏȴ 

ȶ צ ϩ ’ṿӣ юᾼ Ҡ ὢ ẁ῏

ᾼ ȴ 

ȶ ᵑṳ ȳ оӣὑ’ Мṿӣᾼ

ᾼҒ ạȴ 

ȶ צ ϩ ’Ғ ӣὑ’ ӣὑ ɎẂֽ ȳ

ɏ ȴ 

ȶ ׄԓц ’ ȴ 

ȶ צ ϩ ’ṳ ᴞ о ḟѠ МᾼἬצ

ạ ᵂế ☼ɎẂֽЏᵂ ế ạ П ɏȲҔ╗

ḆḂȲ╥ᵡצ ȴ 

ȶ Ӧ ṿӣ῏ Ἠ᷅ Ȳѿц Б᷅ ᾼ

֯᷅ ᾼѠ֣ ȴ 

ȶ ᵑ ☼ ȳỄ҆ᴭ☼ȳϯ ɎẂֽЏ ᾼ

ạ ה/ ғ ɏếӣὑ’ һ ᾼׄԓ ạȲ

ѿцӣὑ ׄԓἤᾼ / /▲ῶȴ 

ȶ ֽᴶ ᵑ ᾼ῏צ Ȳѿцֽᴶ ứ

ᾼׄԓ Ḗȴ 

(4) SP04 ɎWirelessɏ  

ȶ Ӈ ֽᴶ Ẕ ế Ȳṳ’═ ѝԈ

ȴ 

ȶ Ӈ ᵑӣὑ’ Ẕ ᾼṝԌ ế ạ

ạȴ 

ȶ ’ ᾼ ắẞׄԓếЏ ᴞ о ꜜ

ắᾼṝԌ ế ạ ạᾼ’ ȴ 
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(5) SP05ׄ ԓ ῶṆ ɎSystem Instrumented System, 

SISɏȸ ֥ẞᴞ о ḟѠ Мᾼ Ḗȴ 

ȶ צ ϩ ╥ᵡБ ᴞ о ḟѠ Мṿӣᾼ SIS

ᴩׄԓ Ṇ ▲ếׄԓ ᴷȴ 

ȶ ὢ ẁ῏ צ ϩ ’ᴞ о ḟѠ ҵ ᾼ

ɎҔ╗ ậ׀ ɏЛ Д SISᾼ ᵂȴ 

ȶ ὢ ẁ῏ צ ϩ ’ SISҵ ᾼ ӣ ɎẂֽה

ạṆ ӣ ɏЛה ȳМ ἨѿẔ҃ѠהД

ׄԓғ ᴟ ᾼSIS ȴ 

(6) SP06₤ ɎConfiguration management, CMɏ 

ȶ ὢ ẁ῏ צ ϩ ẁᴞ о ḟѠ ᾼ

ếᾬ ▐ /ѝԈȲҔ╗Ẕ ȳв Ю

ếҵ Ю ȴѝԈế ᵂⱢᴞ о ḟѠ ᾼ

ῶӱ ᴩ ȴ 

ȶ / ֮ Ҡ ẞ ᾼв ếҵ Ю

Ɏֽӻ ȳ Ӧ ȳṮѭ ȳ Ю қɏȴ 

ȶ ὢ ẁ῏ ӣὑ ạế ᾼצ ế

╥ᵡБӔ Ẕ᷅ ᾼ ȴ 

(7) SP07₤ ɎConfiguration management, CMɏȸ

ȴ 

ȶ ὢ ẁ῏Ӈ ᵑБ᷅ ֯Ẕ ḟѠ Мṿӣᾼ

ӣ ȲἨẔה ế᷅ һ ᾼѠהȲṳ

ӱһ Б ắȴ 

ȶ ὢ ẁ῏ ẁצ ᴞ о ḟѠ Мṿӣᾼ

ậ׀ ӣ ᾼׄה ȳ ȳ ᵂế Ѧᾼ

Ὑȴ 

ȶ ὢ ẁ῏ ӣὑ ạế ᾼצ ế

╥ᵡБӔ Ẕ᷅ ᾼ ȴ 
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ȶ ὢ ẁ῏ צ ϩ֣ ῏צ ẁצ Ἤצ∂

ᾼ ᾼ ȴ 

(8) SP08ṶԈ ɎEvent Managementɏ 

ȶ ὢ ẁ῏ ẓצ ᴞ о ḟѠ ᾼ ׄ

ԓṶԈᾼ ϩȲҔ╗ ׄԓ֚ ếṶԈȲ֣

῏צ ᵫ ׄԓṶԈȲ֫ ׄԓ֚ ếṶ

ԈȲҔ╗ќ ṶԈ֫ ȴ 

ȶ ὢ ẁ῏ ’ ᴞ о ḟѠ ⱢἬצ

ׄԓד ᾼṶԈɎҔ╗ӣљ♄ ế љ ♄ ɏ

Ϥ ứᾼщ╓῏צ ’ ѡ ȴ 

ȶ ὢ ẁ῏ צ ϩ ’ᴞ о ḟѠ Ɫד

ᾼ῏צ Ḗּנ ế ῀ ᵂ ᾼ☼ ד ṶԈȲ

ẔṶԈ ₤Ҕ╗ᾭ ḆḂ/ᵂ ԈḆḂ/ ḆḂȴ 

(9) SP09 љ ɎAccount managementɏ 

ȶ ὢ ẁ῏ צ ϩ ’ᴞ о ḟѠ ќ Ȳṿӣ

֥ ɎҠи Ἠж ɏȲӣὑứ ế

ṿӣ῏ếὢ љȲ ạ љᾼ ṿӣ῏Ȳ

и ױậ׀ ѿ љȲи ╟ љ

Ɏֽ ɏ֯ױ Мứ ᾼ ᵂṆ Ҡ ế

ạ ȴ 

ȶ ὢ ẁ῏ צ ϩ ’Ɫṿӣ῏ ∂ế Ϛ

љȴ 

(10) SP10 Ṯ ɎMalware protectionɏ 

ȶ ὢ ẁ῏ צ ϩ֣ ῏צ ẁⱢᴞ о ḟ

Ѡ ế ᾼ ’ ạᾼӔ ׄ ȳ

ếḆ ᾼצѝԈᾼ Ὑȴ 

ȶ ὢ ẁ῏ צ ϩ ’ ’ ạБ┬ ὢ

ẁ῏ᾼ᷅ Ӕה ׄ /Ḇ ếӔ Ȳ



216 

 

ứ ׄ ֯ ῏צ ứᾼ вȲ

’═Ḇ ȴ 

(11) SP11 / Ϝ ɎPatch Managementɏ 

ȶ ὢ ẁ῏ צ ϩ֣ ῏צ ẁѝԈȲ Ὑֽ

ᴶ ᴷế᷅ Ẕ ᾼᴞ о ḟѠ ᾼׄԓ

 ȴה

ȶ ὢ ẁ῏ צ ϩ֣ ׄԓ Ḇ/ה ᾼ

῏צ ẁѝԈȴḕ ᾼה ֯Ẕ

Ӂ ứᾼפּ∟ה в ẁ Ȳṳ῏צ

Ҕ╗ ӣὑὢ ẁ῏ ᾼᴞ о ḟѠ аԈ

ᾼׄԓ Ȳḕה ᾼ᷅ה ᾭ /ӢỄ

ᾭ ȴ 

(12) SP12 Ԍ/ ɎBackup/Restoreɏ 

ȶ ὢ ẁ῏ צ ϩⱢᴞ о ḟѠ ᾼ∂ Ԍ

ẁѝԈȲ Ҕ╗ᵀЛ ὑצ ֽᴶ ᴞ о

ḟѠ ᴩᶙ Ԍᾼ Ὑȴ 

ȶ ὢ ẁ῏ ֣ ῏צ ẁצѝԈоᾼ ὙȲ

ѿ― ᴞ о ḟѠ цẔаԈ⌠ Ӕ ᴩȴ 

ȶ ὢ ẁ῏ צ ϩ֣ ῏צ ẁѝԈȲ Ὑֽ

ᴶ ạếׄԓ֮ Ҡᴩ Ԍ ȴ 

ӦIEC62443ᾼׄԓ М12 Ҡ῀ȲẔἬ П ӭḆ

֯ɦ їṆ ɧᾼ ᴩ Ȳѹ ὑᾃ ϱϯ ẁ

иҔ ᾼ OT ᴕ Ȳ֯ᵓ …Ϣϱᾼ и

ḆⱢװ ȴ IEC62443ד ȲISO27001╥−ֻᾼ IT Ṇ

▐Ȳᵀ֯ ᵂϱᾼ╓ Ѡ Ɫ ѽȲ  צ ᾼ

ạ ╟ ӭ ạӭ Ȳ⁯ḥצ ᵂ ȴ Ҡ ISMS

ứᶙ ᾼ ȳ ☼ ц ᵂ ☼ ɎStandard Operational 

Procedure, SOPɏȲ Л ֥ ᶾɎOperating Technique, OTɏדּ
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ᾼ Ȳᵀ оIT ׄԓ Ȳ ẁṏֻᾼ ȴ 

(Ϯ) DNS ׄԓ ▐ ї 

IEEEὑ ҏᾪПɞד2017 ֤Ṇ ׄԓ ɟɎDNS Security 

ManagementɏϚ МȲ ᴕNIST ׄԓ ▐ɎNIST CSF 1.1ɏ

ᾼ▐ Ȳ ҏϠ ӣὑ DNSᾼ ▐ їɎFramework Coreɏ

ƄƄɦDNS ׄԓ ▐ їɧɎCybersecurity Framework Core 

DNS Exampleɏȴױ ▐ ї… ӣ ѠᾎɎRisk-Based 

ApproachɏȲṳṼ DNSḖἬ ṝ Ȳ ▐ ї NIST

ׄԓ ▐ᾼ▐ Ȳ Ἤԝ ׄ ӭиⱢ ᵑ

ɎIdentifyɏȳ’ ɎProtectɏȳ ɎDetectɏȳ֫ ɎRespondɏ

ɎRecoverɏП 5Єғ ɎFunctionɏȲѹԛϯи 22 ᵑ

ɎCategoryɏѿц98І ᵑɎSubcategoryɏȴ ▐ їП

ӭц ϯῶȸ 

ῶ 3- 10ȳDNS ׄԓ ▐ ї ӭ 

ғ  ᵑ І ᵑ  

ᵑ 

ɎIDɏ ɎAMɏ 

ID. AM 1-6 ṿ ӭ ᾼ ȳϢ

ȳ ȳṆ ế ╟Ȳ┬ Ẕ

ӭ ế ᾼד ἤ

ᴩ ᵑế ȴ 

ɎBEɏ 

ID. BE 1-5 Ϡ ᾼṿỄȳӭ ȳᵓ ד ῏

ế♄ ṳ ứẔ Ԓ ᶧȷ ӣ

ὑᵫ῀ ׄԓṔᴥȳ ԉế

ḟ ȴ 

ᾙ

ɎGVɏ 

ID. GV 1-4 Ϡ ế ᾼ ȳᾎ√ȳ

ȳ ế ḖПד ╜ ȳ

ᶧế☼ ȲṳⱢ ׄԓ П

ẁ ȴ 
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ғ  ᵑ І ᵑ  

ᴷ

ɎRAɏ 

ID.RA 1-6 Ϡ ɎҔ╗ṿỄȳғ ȳ

ᶮ Ἠ ɏȳ ế Ϣד

ᾼ ׄԓ ȴ 

ɎRMɏ 

ID.RM 1-3 ∂Ӵ ᾼ ԒṶ ȳ ạȳ וֹ

ắϩế ṳӣὑќ═ ḟ

ȴ 

’

ɎPRɏ 

ậ׀ ạ

ɎACɏ 

PR.AC 1-5 ếד ╟ᾼ׀ậ ὑ

ṿӣ῏ȳ☼ Ἠ Ȳѿц ♄

ếӻὔȴ 

ɎATɏ 

PR.AT 1-5 Ϣ ế֥ᵂ ᴴ ắ ׄԓ

ṎȲ ắ҉и ѿ ᴩ ד

╜ ȳ ᶧếẦ Ϛ ᾼ ׄԓד

ế ԉȴ 

ׄԓ

ɎDSɏ 

PR.DS 1-7 ế Ɏ ɏ┬ ᾼ

ᴩ Ȳѿ’ ᾼ

ἤȳᶙ ἤếҠӣἤȴ 

Ṯ

ᶧ

ɎIPɏ 

PR.IP 1-12 ׄԓ Ɏ ӭᾼȳ ȳṔ

ᴥȳ ԉȳ Ἥ ế П

ᾼẦ ɏȳ☼ ế ᶧȲṳӣὑ

Ṇ ế ᾼ’ ȴ 

ɎMAɏ 

PR.MA 1-2 ┬ ╜ ế ᶧ ᴩЏ ạế

Ṇ аԈᾼ ế ȴ 

’ ᶾ

ɎPRɏ 

PR.PT 1-4 ᶾ ׄԓ ḟѠ ѿ ’Ṇ ế

ᾼׄԓἤế ἤȲ ד֥ ╜

ȳ ᶧếẦ ȴ 
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ғ  ᵑ І ᵑ  

ɎDEɏ 

ṶԈ

ɎAEɏ 

DE.AE 1-5 ц ẞ ♄ ṳϠ ṶԈᾼ

֯ ȴ 

ׄԓ═

ɎCMɏ 

DE.CM 1-8 ѿ ᾼ Ṇ ế

Ȳѿ ᵑ ׄԓṶԈṳ ’

╟ᾼצ ἤȴ 

ɎDPɏ 

DE.DP 1-5 ế ế ᶧȲѿ ’

ц ế҉иϠ ṶԈȴ 

֫

ɎRSɏ 

֫

ɎRPɏ 

RS.RP 1 ᴩế ֫ ☼ ế ᶧȲѿ ’

ц ֫ ẞᾼ ׄԓṶԈȴ 

ɎCOɏ 

RS.CO 1-5 в ếҵ ᵓ ד ῏ Ầ ֫

♄ ȴ 

иέ

ɎANɏ 

RS.AN 1-4 ᴩиέѿ ’҉и֫ ṳќ═

♄ ȴ 

ɎMIɏ 

RS.MI 1-3 ᴩ♄ ѿṮѦṶԈ Єȳ Ẕ

ṳ ṶԈȴ 

Ḃ

ɎIMɏ 

RS.IM 1-2 ֥ ›ếԒ›ᾼ ˍ֫

♄ МḨậᾼ ȲḂ ֫ ♄

ȴ 

ɎRCɏ 

 

ɎRPɏ 

RC.RP 1 ᴩế ☼ ế ᶧȲѿ ’

ц ⌠ ắ ׄԓṶԈ ᾼṆ

Ἠ ȴ 

Ḃ

ɎIMɏ 

RC.IM 1-2 Ḩậᾼ Ϥӑẃᾼ♄ ȲѿḂ

ế☼ ȴ 
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ғ  ᵑ І ᵑ  

ɎCOɏ 

RC.CO 1-3 ♄ в ếҵ ֢ѠẦ ȲẂ

ֽẦ МїɎcoordinating centersɏȳ

ὢ ẁ ȳḃ Ṇ ᾼἬצ

῏ȳắ ῏ȳẔ҃ ׄṶԈ

Њ ɎComputer Security Incident 

Response Team, CSIRTɏếẁ ȴ 

ẃ ȸIEEEȲDNS Security ManagementȲӐ  

ױ ▐ їⱢ֢ ӭ ҏ DNSצ ᾼ ֯ׄԓṶԈȲṳ

ẁד ᴕѝԈȲẂֽ ȳ╓⁮ế Ȳѻ ᴕѝԈ

Ҕ╗ Ṇ ạẦ ɎInformation Systems Audit and Control 

Association, ISACAɏПɦ цד ᶾ ạӭ ɧɎControl 

Objectives for Information and Related Technology, COBITɏȳISO/IEC 

27001ȳISA/IEC 62443Ȳѿцּר ᶾ  ṅἬɎNationalשׁ

Institute of Standards and Technology, NISTɏἬ ᾼ ṩ Ṇ

Пׄԓ Ṃ ạ∂ ɎNIST SP 800-53A Rev.4ɏȴѿϯ ᵑԝҏ

Ṽ IEC62443ȳᵀӑṼ ISO27001ạ ╟ȲҠᵂⱢӐ Ἤ ứП

ׄ ▐ӑẃҠӣП ӭ ᴕȸ 

1. ɎBusiness Environmentɏ 

(1) ֯ ╟цẔ  Мᾼứᴯ

ɎID.BE-2ɏȸ ⇔Ɏcriticalityɏ  DNS аԈ

ᴩи ế Ԓ ᵑ ᶧȲѿ֯ DNSᴻὢ ẞϤ

–ȲἨ ṿӣ῏ ứ֣Ɏredirectɏẞҵ

ȲⱢ ≡ ֻ ȷứ Ҡ П

DNSᴻὢ ╝ Ἠҵ DNSẁ ♂ ≡ṶԈȴ 

(2) ∂Ӵ ṿỄȳӭ ế♄ ᾼ Ԓ ᵑɎID.BE-3ɏȸ 
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֯ ☼ ứ М ц DNSᾼ ׄԓếӦױ Ӣᾼ

ȳ ἤ ᴷɎcriticality assessmentɏѿц ’

Ḗȴ 

2. ᾙ ɎGovernanceɏ 

ѿ ☼ ᾙ ׄԓ ɎID.GV-4ɏȲᵛ DNS

ᵶ╗֯ ᾼ ☼ МȲӦ ᷅ ṳ Ӂ в

Џếד ҵ ЏȲṳ ẁ ȴ 

3. ᴷɎRisk Assessmentɏ 

(1) в цҵ № ɎID.RA-3ɏȸ 

ȳ ṳ ẞế֫ ᾼ DNS έ ếᴻὢ

ӣ ה ♂ȷ Ϣ ȳϢⱢ ѿц

ᴞ ế‍ᴞ ḳ ד ᾼ№ ȷ ȳ ế

ẞế֫ ᾼҵ DNSᴻὢ ế ӣ ה ♂ȴ 

(2) ֯ᾼ ếҠ ἤɎID.RA-4ɏȸ 

ὑḕ Б ᵑᾼ№ ế ♂Ȳ № Ӣ ᾼד

ȷ֝ ὑḕ Б ᵑᾼ№ ế ♂Ȳ Ẕ

ӢᾼҠ ἤȴ 

(3) ṳ ứ ֫ ᾼ Ԓ ᵑɎID.RA-6ɏȸ 

ứ ṳ ᵑҏᾼḕ ᾼ֫ ᶧȴ 

4. ɎRisk Management Strategyɏ 

(1) ☼ Ӧ ᵓ ד ῏∂Ӵȳ ế֝

ɎID.RM-1ɏȸ 

Ẕ ӢᾼҠ ἤếד ᴷḕ Б ᵑ№

ế ♂ᾼ ȴ 

(2) ứṳὙ ῶ Ἥắ ϩɎID.RM-2ɏȸ 

ứ ứế ɎҔ╗ DNSɏᾼ☼ ṳ כ

Ԛ ȴ 
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(3) ᾼἭắ ϩậḟὑẔ֯ ╟ế

  ứ иέМᾼṔᴥɎID.RM-3ɏȸ 

ứ ḕ Б ᵑ DNS ᾼ ắϩṳוֹ כ

Ԛ ȴ 

5. ׄԓɎData Securityɏ 

’ Ɏdata at restɏɎPR.DS-1ɏȲҔ╗ȸϚȳ’

DNSаԈ Ȳ о ᵂṆ ȳ їɎkernelɏế ȷϡȳ

ậ׀╟ ạᴭԝɎAccess Control Lists, ACLsɏếӻὔ Ȳ

ѿ’ № DNS ᵍắḆ ế ȷϮȳứ ׀

ậ ạᴭԝɎAccess Control Lists, ACLsɏѿ ậếӻὔ׀

ắẞҒ ȷҳȳṿӣDNSSECDNS ȷХȳ

֮ ᾼDNS׀ ế Ӈ Ғ ᴩׄԓ ȷ

гȳ ♂ ṳ ᾼẁ Ϝȷϝȳứ

DNSаԈ׀ậ ế ᴩғ Ṕᴥế ԉ’═Ϛ ȴ 

6. ṶԈɎAnomalies and Eventsɏ 

(1) Ɫṿӣ῏ếṆ ∂Ӵế ᵂế ☼ᾼ

ɎDE.AE-1ɏȸ 

═ ἤ ế DNS☼ ȲѿцҔ╗ CPUȳHDȳ

ȳI/O DNSᴻὢ ȴ 

(2) ֵ ẃ ế ế DNSṶԈ

ɎDE.AE-3ɏȸ 

DNSṶԈ ׄԓ֮ ẞḆ ᾛᾼ ׄԓṶԈ

Ṇ ȲѿẦᵗ╝ ȴ 

(3) ứṶԈ ɎDE.AE-4ɏȸ 

ứ DNSṶԈᾼ ѿ ᶧ Џᵂᾼ Ԓ ᵑȴ 

(4) ∂ӴṶԈ   ɎDE.AE-5ɏȸ 
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ạứṶԈ֫ ѿứ ֯ṶԈếד ᾼ֫ ȷ

ứ ▲ȳ᷅ ếḆ ṶԈ֫ ȷṳ֯ Ṇ М

∂Ӵ  ế Ȳѿ ế ᵫ ֯ᾼׄԓṶԈȴ 

7. ׄԓ═ ɎSecurity Continuous Monitoringɏ 

(1) ѿ ֯ᾼ ׄԓṶԈɎDE.CM-1ɏȸ 

DNS☼ ѿц DNSᴻὢ ɎCPUȳ

HDȳ ȳI/OɏȲѿ ṿӣц ֯ ׄԓ

ṶԈȴ 

(2) ᾬ ѿ ֯ ׄԓṶԈɎDE.CM-2ɏȸ 

Ҕ╗ȸϚȳ ᾬ ậ׀ ạế DNSаԈἬ֯ᾼᾬ

Ȳѿ ֯ṶԈȷϡȳ׀ậ ╟ɎҔ╗

DNSᴻὢ ɏ ṿӣ ậ׀ Ɏbadge-in 

accessɏȷϮȳ ậ׀▲ ȷҳȳ Ṇ ѿ

ᶠ Ɏtailgatingɏȳӑ Ϣ ϤȲѿц ▲

ᾼᾬ ȴ 

(3) ӑ Ϣ ȳ ȳ ế ɎDE.CM-7ɏȸ 

ׄԓ Мҏ ӑ Ϣ ᾼ Ӣ ȷѹԉᴶױ

ṶԈ ṶԈ֫ ῀ṳ ᴩ ▲ȴ 

8. ֫ Ƅ ɎRespond-Communicationɏ 

(1) ᵓ ד ῏ᾼẦ ֫ Ϛ ɎRS.CO-4ɏȸ 

ṶԈ֫ DNSׄԓṶԈ֫

ᾼᵓ ד ῏ȴ 

(2) ҵ ᾼᵓ ד ῏ ᴩᴞ ἤ ԚṹȲѿ Ḇ

ᾛᾼ ׄԓ ῀ɎRS.CO-5ɏȸ 

DNSׄԓṶԈ֫ ҵ ᾼᵓ ד ῏Ȳ

ѿ‚ ḃ ᾼ ế∂Ӵצ ᾼṮ ╟ȴ 

9. ֫ ƄḂ ɎRespond-Improvementsɏ 
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Ḇ ֫ ɎRS.IM-2ɏȲᵛ ▲ếḆ ׄԓ

ṶԈᾼ֫ ȴ 

10. ƄḂ ɎRecover-Improvementsɏ 

(1) Ḩậ ẆϤ ɎRC.IM-1ɏȸḨậׄԓṶԈ

ѿḆ ȴ 

(2) Ḇ ɎRC.IM-2ɏȸ ṶԈ иέ

ᴩ ▲ếḆ ȴ 

11. Ƅ ɎRecover-Communicationɏ 

(1) еԚ …ɎRC.CO-1ɏȸ 

ⅎљếϚ е Ȳѿ ׄԓṶԈȳ֫ ế

ᾭ ѿц ᴩ ᾼד ȴ 

(2) ṶԈ∟ᾼ ɎRC.CO-2ɏȸ 

ẁצ ᾼ ɎҔ╗Б ậᾼ ╟ɏצᵗὑ

Ȳ֝ ϷӇ ậẓ ᴩ ȴ 

Ԍױ       ▐ ӱ DNS Ɫ їṆ ֯ Ϥ ạᾼḔ Ȳ

ISO27001 Ἐד ȲЛ 5ȳ6ȳ7 ᵑ DNS ֤

έȳ ᾼ׀ ᵂ ạ ᴩ ȴ 

 ϯѷ҅ Ф ׄԓ  

(Ϛ) ‍ 3GPP Ф ׄԓ 

֯ӑẃ Ԛ׀ᾼ Ȳ ᴩ Ф ᾼ 5G/B5G

Ϡќ 5GNRȳϷ ֣ϯד ᾼᴩצ╠ ᶾ ֽ4G LTEἨ

WLANȳצ ╦ ᾼ ȴӦὑ֢

ֽњ ȳЊ₤ ╦֮ ɎVery Small Aperture 

Terminal, VSATɏᾼ цȲ Ɫכ

Ὼ ᾼ ѻϩȴ֯WLANиȲ Ҡ ӦЛ֝ ғ

ᾼЄȳЊ₤ ֮ Фד Ȳ ֝ 3GPP

ứ П ה ‍3GPP ứ П ȴ 
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Ȳ5Gױ֪ ї Ɏ 5GCɏ Ф ׄԓϷ Ϥẓ

ɎUEɏ ‍ 3GPPậ Ɏnon-3GPP access networkɏȲ

Ẃֽ WLANȳצ Ɏwireline networkɏᾼׄԓἤᴕ ȴẔ

Л ‍ 3GPPậ ᾼ ₤ⱢᴶȲ5GCԒ ẓ Ϛứ ⇔ᾼ

ׄԓṮ ғ ȲẔ   ӻ ɎInternet Key Exchange 

v2, IKEv2ɏȲ ӢϚἨֵ IPsec ESPɎEncapsulating Security 

Payloadɏ∂Ӵׄԓ ɎSecurity Association, SAɏȲ Ɫṝи

ạ192ȴ 

Ӑϱ  ӻ ẓצ ἤȲ Ϛ ◕ⱢῴỞ Ȳ╥

ứἬצ Ɫ ẁᴩ ὢ ậȲ ϡ ◕Ɫҵ

Ɏdata networkɏ Ȳ╥ ṿӣ῏ МᾼаԈ Ɏᵛ

USIMɏ ɎcredentialɏȲИ ᴩׄԓ׀ậȲṳṿӣ

ẃ ậ ȴ╝‍ 3GPPậ ֝ Ϸ ᶙכ Ϛ ◕ 

ȲИ ⱢɦҠ‒ԉᾼ‍3GPPậ ɧɎTrusted Non-

3GPP Access Network, TNANɏȴ 

֯ TNAN МȲ ӢɎinitiateɏ Ɏreceiveɏן

IKEv2  ῏иᵑ ẞ UE 5GCМ‍ 3GPPФ ғ Ю

ɎNon-3GPP InterWorking Function, N3IWFɏȲӦ UE Ӣ  Ȳ 

N3IWFҏ֫ ɎrespondɏȲԛ AMF Ӣ  ᴩӻ 193ȴ

Ϛ ᴖṕȲ ֯ ɎroamingɏἨ‍ Ȳᶁצ ứᾼ

Ṽ е ϱᴩ ɎPublic Land Mobile Network, 

PLMNɏᾼ ╜ Ȳḟứ‍3GPPậ ╥ᵡ ὑTNANȷᴖ

UEᾼ‒ԉ▐ ϷБ Ԓ Ɏpre-configuredɏѹ ֥ TS.23.501

ѝԈᶾ ȲᵛṿɎ֯֝Ϛ TNANМɏќ ֵ DN ȲϷ

֝ ’═‒ԉ …194ȴ 

                                         
192 Ӧ Microsoft ế Cisco ᾼ ϚᾪׄԓẦứȲ Ẕ҃ẦứЛ֝╥ ∂Ӵׄԓ ȴ 
193 3GPP, 3rd Generation Partnership Project;Technical Specification Group Services and System 

Aspects;Security Architecture and procedures for 5G System;Stage 2, (Release 17), TS 33.501 v17.2.1 

https://www.3gpp.org/ftp/Specs/archive/33_series/33.501/33501-h21.zip(last visitedȸOct. 4, 2021), p.113. 
194 Id. 

https://www.3gpp.org/ftp/Specs/archive/33_series/33.501/33501-h21.zip
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ѿϯ TNANМ WLANФ ȳצ Ф ȳѿц non-

TNANФ ᴩ Ὑȸ 

1. WLANФ  

֯ WLAN 5GCᾼФ ϱȲ UEṳЛќ 5GCᾼ

ɎNetwork Attached Storage, NASɏ׀ ҌȲ ṷЛќ ᾼ

Ɏ N5CWɏ ѿ ӦҠ‒ԉᾼ WLANᾼФ ғ Ю

ɎTrusted WLAN Interworking Function , TWIFɏ ẁ5G NAS Ầứ

Ɏprotocol stackɏ 5GCМᾼAMFаԈȲ5NCW ӣὑ

UTMS195    Ầ ПἋᴼ ẦứѠᾎɎExtension 

Authentication Protocol for UMTSAuthentication and Key Agreement, 

EAP-AKAɏ 196Ȳ ṳ ẁ ậ ṝ и ɎNetwork Access 

Identity ,NAIɏ WLANȲ ᴩWLANậ 5GCᾼ 197ȴ 

צ .2 Ф  

צ֯ Ɏwireline networkɏ 5GCᾼФ ϱȲ ќ 5G

Ṇ Ệ П ֥Ȳ ẓ Ẓ ӣ ɎResidential Gateway, 

RGɏȲϚ╥5G ӣ Ɏ5G- Residential Gateway, 5G-RGɏȲҫ

Ϛ ╥Ệứ- ӣ ɎFixed Wireless Residential Gateway, 

FN-RGɏȴ5G-RGҠ֝ 5Gצ ậ ɎWireline access 

network, W-5GANɏ Ệứʟ ậ ɎFixed Wireless Access, 

FWAɏ ᴟ5GCȲᵀFN-RG W-5GANẃ ȴ 

(1) 5G-RG  

5G-RGᾼ ẓ ֝ ќ 5G ậ Ɏᵛ5G-RANɏ

ᾼ  Ɏ5G-AKAɏ צ ậ Ɏᵛ W-5GANɏᾼ 

Ɏᵛ EAP-AKAɏᾼ ϩȲṳ 3GPPӣ Ɏhome 

                                         
195 ӣᴩ Ṇ ɎUniversal Mobile Telecommunications System, UMTSɏȲⱢ 3Gᶾ ᾼᶾ

ȲӦ GSM Ӣҏẃᾼ Ȳױ ᵑ╓ ᵂ ◕  Ѡ ᾼ EAP ạȲӣẃ

UMTSӣљ ᵑ (USIM)ȴ 
196 EAP╥ 5G ᾼצ ▐ ȲҠѿ⅔ ֢ Ầứȴ 
197 3GPP, supra note at.193, p.121 
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networkɏ ȴ 

5G-RANȲ5G-AKAᾼ Ѡה UE ᾼ ạ

ȷ֝ד W-5GANȲ⁄ ӣEAP-5G Ѡה⅔ NAS Ȳ

Ẕ … W-AGF̔ ῶ 5G-RG ᾼ AMFѿ

UEᾼ Ҍ ḖɎRegistration RequestɏȲ ֢аԈ  ậ

Ɏderiveɏ ạ ᴟ AUSFȲӦ AUSFUEṝи ᾼ ḟứȲ

ԛṼ ứ  Ɏanchor keyɏ Б⅔ NAS ᾼ

ׄԓ ɎSecurity Mode Command, SMCɏ֫҆╓ה UEᶙכ 

ӻ 198ȴ ṕПȲ5G-RG֯ ӣWi-Fi ϱȲ 5G

ᴩ ạ֝דȲ ѿ צ֥ ᾼѠה Ȳ

EAP-AKAᾼ  ӻ ạ ậ5GCȴ 

(2) FN-RG  

FN-RGᾼ Ѡᾎ ɎBroadBand Forum, BBFɏ

Ἠּר צ ⅍ɎCableLabsɏȲӦὑ ѠᾎЛ ὑ 3GPP

ȲӦW-AGF̔ῶFN-RG Ӣ Ҍ Ḗ AMFȴ ϯẃᾼḔ

5G-RGЛ֝ ֯ὑȲAMF Ҍ Ḗ AUSF∟Ȳ ԛ

Ϛ ɎUnified Data Management, UDMɏаԈ ṝ

и Ȳ ạ╥ FN-RGᾼӣљ ᵑ Ɏsubscription 

concealed identifier, SUCIɏ ╣ ɎprofileɏМᾼӣљӘϵ

ᵑ Ɏsubscription permanent identifier, SUPIɏȴ ‒҆֫ ᾼ

МȲAUSFЛ ẁ ȳϷЛ Ӣ  Ȳ ӦAMF ɦ

ắ Ҍɧᾼ W-AGFȲẔМ Ҕ╗ 5Gԓ Ϛ ᵑ

Ɏ5G Global Temporary UE Identity, 5G-GUTIɏ Ẕ҃╓ 199ȴ

ṕПȲFN-RG֯ ậ Wi-Fi ϱȲБ ֯

צ 5G ὑ W-5GANếPLMN

ậ ‒ԉ …Ȳ╝Ẕ ѠהЛ   ӻ ӣ

                                         
198 Id., pp.124-125. 
199 Id., pp.125-127. 
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ȴ 

(3) 5G-RGếFN-RG ᾼUE  

UE ӣ ᾼ иȲ⁄Ҡѿ N3IWFἨ

Ҡ‒ԉᾼ‍ 3GPP ғ ɎTrusted Non-3GPP Gateway 

Function, TNGFɏ 

ᴩȲד ứᶁứ ὑTS 23.502ѝԈМȴ 

3. Л‒ԉᾼ‍3GPP Ф  

UE ‍TNANȲṿӣ ᵂɦEAP-5Gɧᾼ ứẁ

Ɏvendor- specificɏEAP ạȲᵓӣ ҉ᾼ EAP₤Ȳế╠

ᾼצ 3GPP ẁ IDɎVendor-Idɏ200⅔ NAS Ȳѿ― ᴩ

UEếN3IWFЮ ᾼ ȴ֪ױȲUE › ᾼIKEῴỞ 

ӻ Ȳ N3IWFЮ ∂Ӵ IPsecׄԓ ∟Ȳ ’БҒ

ᾼIKE ᾼᶙ ἤȴ ṕПȲ‍TNAN ⁄ϱ╥ Ғ

  ᾼᶙ ἤɎintegrityɏ ᴩ ȴ 

Ẕ 5GCӐṝᵛẓ Ϛᾼ ▐ ȲЛ Ҡѿ ᵅ ‒

῏᷾ ӐȲϷכ ẁ ♄ֵ ᾼׄԓ Ȳ ᴩ

ׄԓᶾ ד ḆⱢׄԓȴ 

 ᴖȲ ῏ Ф ⇔ Ȳḃ ₤ чᴖ֪Є ᶾ

иέᴖḆ ȲЄ ☼ ὑ ѷꜜᾼ Ҡ

ắẞ – 5G Ӑṝᾼׄԓἤ ד ἤȲ ᴖ֢

ᾼׄԓἤṳӑ֝Ḕᾼ сȲ ╥ UE ׄԓ ᾼ

ȳἨ о ᾼ М ᶁצҠ Ɫכ ֯ᾼׄԓ ♂ȴ 

ṅɦ ‒ԉ ɧῺדЛ ắẞ ȲẔ ֪֯

◕ МȲ ═ ἤ№ ɎAdvanced Persistent Threat, 

APTɏᾼ ḃ ȴӦὑῺ׀דậѠהПḂ Ȳ֪ꜟ Ӣᾼ

ЏᵂȲҒϱᴞ ɎBy Your Own Device, BYODɏ

                                         
200 ẁ ID Ҍὑ IANA ϯᾼ SMIṂϢԍ Ҍ Ҍ ɎSMI Private Enterprise Code 

registryɏȷSMIⱢ ɎStructure Management Informationɏᾼ ȴ 
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ὢ ѡ цȲAPTЛ᾿ ḃ їӕṆ Ȳᵓӣ‒ԉП

ậἨІṆ׀ ậἬі׀ П ♂Ȳ ∟  ғ

ᴟ їṆ Ȳ ꜜᾼ Ϸ Іᾬ ׄ№ ȴ

ׄ Positive TechnologiesП ṅשׁׄ ᵫἬӱȲ ᾼ

APT–   ѿṆ оѠהḃ • ȳּר ȳ֙⇔ȳҼᾜ

ȳ ȳѡӐ ╜Ἀ ȳ ȳ ῈׁẔ҃ Ȳ80%Ɫ

ậᴩⱢȲҔ╗ⅎљȳϱϯ ᵓ …ϢП Ȳ

Ἠậ ᴻὢ ╟П ạ  ȴ רȲᴞּױ NIST

ҏ SP800-207‒ԉ▐ Ȳּר Ṯ ᶝɎDefense 

Information Systems AgencyȲDISAɏӼ Ở ד ╓іȴױҵȲ

ֵ ׄ Ϸ֪ ױ ẁ ‒ԉӂ ד ׄԓҠ оȳ

ᴞ оᾼ ׄ ₇ȴ 

 Л Ȳ ‒ԉ▐ П∂ӴṳӑצỆứᾼ ᾎȲ Ϥ

ׄԓṆ ᾼ Ȳ ѿ ׄ╜ ᾼ ḖⱢ

Ԓᴕ Ȳẃ ứד ậ׀ ạ ׄԓ ạ ╟ṳ ᴩ

ᵂ ȲѠ ϱ Ӣ ᵗ ȴ 

ᶾЄדּ  ▲Ђ Ђ Ȳɦ ‒ԉɧ▐ МЬ׀

֯ɦ‒ԉɧ …Ȳᴖ╥Л ‒ԉвҵɦ ꜜɧᵂⱢׄԓᾼ

ȷ NISTᾼṔ⇔כ∕ ‒ԉ ᾼ їаԈֽ 3-8Ȳ

֯ ɦ ậ׀ ạɧ╜ ɎPolicy Enforcement 

Point, PEPɏ ᴩ ▲Ȳṳ ╜ ḟ ɎPolicy Decision 

Point, PDPɏᵒ ╥ᵡצ ᴩȲױ ᴕ ֵ ֣ᾼ ȲҔ

╗ МҿҢẒ ᾼ ȲẂֽȸṝи ȳ♄ נּ ȳ═

CDMṆ ȳPKI ᴩ׀ậḟ ȴ 
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3- 8ȳNIST SP 800-207 ‒ԉ▐ їаԈ  

ẃ ȸiThomeȲ2021ד ׄЄ Ȳ▲Ђ ȴ 

ṕПȲ֯ ‒ԉ▐ ϯȲԍ Ṽ Ҡѿ‒ԉ█ṷ ї

ᾼ аԈȲϷ ╥Ἤ ᾼ PEP PDPȲ ậ׀ ạ ἘẃכȲ

⁄ҠѿиⱢɦҠ׀ậ ᵑɧȳɦṿӣ῏ ᾼ׀ậ ạɧȳɦ׀

ậ ạҒϤ ᾼᴕ ɧȴ ϱ Ф ׄᾼẂІȲᵛ

╥ 5GCї аԈ аԈП Ἤ∂Ӵᾼ‒ԉ ạȲҠ

ѿ֪ Ḗ ԝⱢPEP PDPᾼᴕ ӭȴ 

(ϡ) ֪ ϯѷ҅ Ф ׄԓ∂Ӵ ▐ 

ὑϱ צ╠ ϯѷ҅ ȳ ▐

ѩ ȳ Ф ׄԓ ‒ԉ▐ ￼ иέȴׁשṅ

ⱢȲҠѿ ậNIST‒ԉ ⁄ ‒ԉ ἘȲ ᾼצ╠֥

ẃ ᴩ ׄ ╓іᾼ ▐ȴ 

1. ӭ ȸNIST‒ԉ Ἐ 

NIST ‒ԉᾼ ȲᵂⱢ ▐ᾼ ⁄ȸ 

ȶ ԍ ׄ ȸ 
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Â Ҡ ן צ ȳ ▐ ȳ ц ᾓ 

Â ԍ ừ ȳ Ἤצ צ ד ᾼӔ ἤ ׄԓ

ᾭ ȴ 

ȶ ԍ ▐ ȸ 

Â ӣ Л Ɫ ἤ‒ԉ Ȳ ậ׀ ֝ḃ ׀῏

֯ԍ Мȴ 

Â ṳ‍Ἤצԍ ὑԍ׀ ᾼצ ╟Ȳԍ Ἤ

ᵓӣҵ ᴩ ế ὢ ȴ 

ȶ ԍ ȸ 

Â ḕ Ӈ ╜ ɎPolicy Enforcement Point, 

PEPɏ ᴷȴ 

Â ϱ ӱᾼ Ҡ ṳ‍Ӧԍ Ἠצ ȴ 

ȶ ԍ ȸ 

Â ԍ вҵ ╟П Џᵂ☼Ɏwork flowɏП

ׄԓ ’═Ϛ ȴ 

Â ׀ậϱб צậ›Ἤ׀ ᾼṝи ᵑ ᶁṼ

Ὠ ḟứȴ 

2. ▐∂Ӵ ⁄ȸѿ ISO27001Ɫ ȲIEC62443ὑ

цṆ П в ҉ȲIEEE DNS▐ᵂⱢᵂⱢ ᴕ ạ

╟ 

ὑ ISOIEC ▐ᶁѿɦ ɧⱢ Ȳ╝

▐ ׄ ѿ ISO27001Ɫ Ȳ ֥ IEC62443ᾼṆ аԈП

Ṯ ᴷȲѿцẔ҃ цṆ П ҉ȷ ԝ ⁄

ᴕ IEEE DNS▐П ӣȲ ὍϤ ᴕ ạ ╟Ȳ ▐

ֽ 3-9цῶ 3-11Ɫ ׄ ȲӦὑӐ ◕ѻ Мὑ

╜ П ứȲ╝ὍϤ Ғ IEC62443ӣ ȳ и NIST

‒ԉ ⁄ᾼІ ӭᵂⱢ ֥П Ẃȴ 
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3- 9ȳϯѷ҅ ‒ ׄ ᴷ╓і ▐  

ẃ ȸӐ  

ῶ 3- 11ȳϯѷ҅ ‒ ׄ ᴷ╓і ▐ ׄ  

1   ӣ ɎScopeɏ 

Â Ӑ ▐ ӣὑ ԓ в ׄԓṆ ȳ ׄԓ Ṇ П Ḗ

Ṷ  

2    іӣ ɎNormative referencesɏ 

Â ϯԝ ֪Ӑ ἬіӣȲכⱢӐ ПϚ иɎ∕═ ɏȴ 

ü ISO:27001:2013 

ü IEC 62443-2-2 

ü IEC 62443-4-1 

3   ӣ ɎTeams and Definitionsɏ 

Â ׄԓ Ṇ  ɎCybersecurity Management System, CSMSɏ 
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Â ׄԓ Ṇ ɎInformation Security Management System, 

ISMSɏ 

Â ḖɎFundamental Requirements, FRɏ 

note: ᴕ  A-2 

Â ׄԓ  ɎSafe Plan Elements, SPEɏ 

note: ᴕ  A-2 

4  ԓ ɎContest of the organizationɏ 

Â ╜  

ü ԍ ừ Ҡ ן צ ȳ ▐ ȳ ц ᾓ 

ü ԍ ừ ȳ Ἤ צ ד ПӔ ἤ ׄԓᾭ  

ü ԍ вҵ ╟П Џᵂ☼Ɏwork flowɏПׄ

ԓ ’═Ϛ  

5  ɎRisk Assessmentɏ 

Â ֪ ц Пᴩ  

ü ḕ Ӈ Ṽ╜ ɎPolicy Enforcement Point, 

PEPɏ ᴷḟứ╜ ḟ ɎPolicy Decision  Point ɏ 

 note:ϱ ӱᾼ Ҡ ṳ‍Ӧԍ Ἠצ  

note:ᴕIEC62443-2-2ד  

ü Ṽ Ḗ ứ їṆ П ᵑȳ ȳ ᴷ

П ȴ 

note:ᴕIEEE DNS Security Managementד  

6  Ṯ ᴷɎSecurity Assessmentɏ 

Â ׄԓӭ цẔ Пכ  
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ü ḕ Ӈ Ṽ 5 ПPEP ϯП╜ ḟ

ɎPolicy Decision  Point ɏ ᴩׄԓ ȴ 

ü ׀ậϱб צậ›Ἤ׀ ᾼṝи ᵑ ᶁṼ

Ὠ ḟứ 

ü Ӑ ▐П ӣ Ȳ Ṽ 5 ứП ᴩ

ׄ№ ᵑȳ ’ ȳ ׄṶԈП ȳ֫

ӭạứ ȴ 

note: ᴕ IEEE DNS Security Managementד  

7  ᴷɎSupportɏ 

Â ׄԓ Ṇ ạ ╟ 

note: ᴕ  A-2 

8   ═ Ḃ ɎImprovementɏ 

ẃ ȸӐ  

1. ▐ṿӣѠᾎȸ 

(1) Ӑ ▐▐ ṿӣ  

ȶ 1 OT ITᾼṆ Ꞌ Ϥᴕ Ȳ ѝ ҒOT

ITṆ П ἤ Пѝֿȴ 

ȶ 2 ѿ ISOȳIEC ᵂⱢ ȳṆ Ɫ

їȷᴖⱢẓ ạ ╟ПạứȲ іӣẔ҃ד ᶾ ȴ 

ȶ ╟Ḕ Ɫ 4ᴟ 8 ȲṼ ϤᾼḔ ȴ 

ȶ ᴕ ạ ╟ иȲⱢ֪ ᴯ ₤ԍ Ӑṝ ᵑȳԍ ₤

ᾼЛ֝Ȳ֪֯ױOT IT ѩ ϱЛ֝ᾼ Ȳ╝

ISO27001ᾼ ᴕ ạ ╟  A ᴩḂṏȲ иⱢɦ ⁄ɧȳ

  A-1 ɦ ׄԓ Ṇ ɧȳ  A-2ɦ ׄԓ Ṇ

ɧȲ֯ Ȳ Њ ҠѿṼ ԍ П

ḖȲ ὑ  A-1Ἠ  A-2ᾼ ạ ╟ȴ 

(2) ▐ ӣ  

ȶ Ӧὑ ׄ ԓӖ ׄṮ Ȳ ▐ ѝ Ӑϱ ╗



235 

 

⁄ἤȳẓ ᾃ Ṷ Ɏnoteɏ ѝֿв Ȳ╝ ӣ …Ɫ

ѿɦDNS Ṇ ɧⱢ їṆ ₤Ȳ ӣὑ ԍ

₣᾿ ῏ȲᵀҠ֝ Ɫ╜Ἀ ȳ ϮѠ ᵂ

Ɫ ⁄ἤ╓іᾼ Ȳױ Ɫ ᴿᾼ їṆ ὑṆ

ȳṆ ȳṆ ӢỄ М ׄԓ ᴷ

П ᵅ ȴ 

(Ϯ) ╜Ἀ ṿӣ ▐ Ὑ 

ױ ▐ ѻ Ɫ ԍ ₣᾿

῏Ȳ ╜Ἀ ⱢẦᵗ Є₤ ╜ ׄᾎạ

Ȳ╝Ӑ ▐Ὅ֯╜ Ṕ⇔Ȳᶦ Л ֢  ᾼ ׄ

ᴩ Ӣ Ɫ ⁄Ȳᴕ ᵂⱢᶾ ȸҔ╗ ׄ Џẓȳ

ӂ Ȳᾎạ ȸ оᵓ …Ϣᾼ Ԛṹ Ṇȳ

с ׄ ᾼ ҉▐ ȴ╝ׁשṅ ᴕ Ѡ ᾼ

ѻ Ȳ ϯѷ҅ ‒ ▐Пṿӣӭᾼ ứⱢ

ɦ∂  ȳ ПԚ ȲѿDNS Ṇ ᵂⱢ

їȲᶙ ϯѷ҅ ᾙ П ▐ ɧȴ 

Ӑ ▐П ׄ ᾼ…ѿ ᴯ ПԒ ᶾ Ɏᵛ

DNS Ṇ ɏᾼϯѷ҅ ᶾ ПṆ ᴩ

ἤᾼ ứȲⱢ ׄ Ṯᾼ ἘȳϷ╥Ἤצ ᵂ

Ɫ П Ȳ…Ɫɦ ứ вҵ ɧѿц ɦᵓ

…ϢɎ ᾃѠɏ ᾼ ɧ ᴩꜜứȴ ֥ ╜ ᾼ

ᶺ⧵כ ׄԓ ╜ П ȲҠ ҏɦ

ᵑɧȳɦ5G о ɧȳɦ ӣᾬ ӣ ɧϮЄ

Ȳиᵑ ẞȲ ᴯᾙ ȳ ᴯ ȳ ᴯ ϮЄ ѻ

Ȳ ᴕֽ 3-10ȴ 

ȶ ᴯᾙ ȸ ׄạ⇔ Ϥȳ∂ ᾙ Ӣ Ṇ

Ɏ ᵑ ɏ 

ȶ ᴯ ȸ ׄԓ Ȳ ц ӣɎ
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5G о ɏ 

ȶ ᴯ ȸ ẁ оȳ ӣᾬ ԍ П ᴕ ╟Ȳ

ᴯ ₤Ɏ ӣᾬ ӣ ɏ 

 

3- 10ȳϯѷ҅ ‒ ╜  

ẃ ȸӐ  

֯ứ ᶙϮЄ ∟Ȳᵛ ֢ МȲ֢ᵓ …ѠἬ

ᾃᾼ ӭɎἨ ɏ ᴩ ἤ Ȳ ⁄ѿɦ ɧṔ

⇔ ứׄԓ Ȳױ ᾼׄԓ ל ׄ ▐Мᾼ

╜ ѝȴ ṕПȲ ⁄ȸ(1)֯ ϮЄ ϯȲѿDNS

ᾼ Ḗ ⇔ḟứׄԓ Ȳ(2)ṳᴕ ╜Ἀ ȳ ‒ ȳ

цᾬ ẁ ȳ₣᾿ ῏ἒױФⱢᵓ …ѠȲ ἒ

Пױ ḖɎ 3-11ɏȴ Ԓ╥ҵ ȸ 

ȶ ╜Ἀ Ḗ 

ü ‒ ȸ ᴯ ╟Пׄԓȴ 

ü цᾬ ẁ ȸ ₇╥ᵡ֥ ȴ 

ü ₣᾿ ῏ȸ ╥ᵡ ֥ὢ ׄԓ ȴ 

DNS

5G 
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ȶ ‒ Ḗ 

ü ╜Ἀ ȸ ═ ‒ и Пеӂἤȴ 

ü цᾬ ẁ ȸ ẁПẓׄԓȳҠ П ₇ȴ 

ü ₣᾿ ῏ȸ ’› ᶾ ӣֽ йѱȳ ӣ ׄ

ԓȴ 

ȶ цᾬ ẁ Ḗ 

ü ╜Ἀ ȸ IPv6ӣȳ ӣ╜ П Ȳ‚

IPv6 ӣȴ 

ü ‒ ȸ ’› ᶾ ӣϯ Пׄԓἤȴ 

ü ₣᾿ ῏ȸ ’› ᶾ ӣϯ Пׄԓἤȴ 

ȶ ₣᾿ ῏ Ḗ 

ü ╜Ἀ ȸ Ὑ П ӣ ╜ Ἠ ⁄ѿ ȴ 

ü ‒ ȸ ’› ᶾ ֽ йѱṆ Пׄԓἤȷ

Ф ⅔ҔҒ Пׄԓȳ П  ԓȴׄ׀

ü цᾬ ẁ ȸ ₇ȳṆ о ֥ȷ

Пׄԓἤȴ 

в иȲ⁄ ֪Ɫ ӣὢ ᾼ ȳԍ Ӏ ᾨᴖצ

Ἤ оȲṼ ◕ ᴷⱢȸ 

ȶ ╜Ἀ ȸ Ὅ ᾬ ӣȴ 

ȶ ‒ ȸ йѱӀ  

ȶ цᾬ ẁ ȸῈМ ɎOver-the-air, OTAɏӀ  

ȶ ₣᾿ ῏ȸᾬ ӣӀ  
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3- 11ȳ ᾃѠ DNS П Ḗ 

ẃ ȸӐ  

  3-11ῶ Ȳ⁄ҠῴḔ ẁ ᴩ ׄ ∂ӴП

ᴩҵ ᾼ ứȲҫϚѠ ȲϷ ѿ ᵓ …Ѡв

Ȳѿ ᴩ ȴ 
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 Њ  

֯ITUҏϯѷ҅ ‒ ɎNetwork 2030ɏᾼ ϯȲ ᾼᶾ

֣ẓצḆ ⇔ ֥ Ȳ֝ ȲϷḆ йѱ

֥ѿ ֢ ӣὢ ḖȴӦὑ֯ϯѷ҅ сᾼ֝ Ȳ֪ᶾ

Ἠ ḃ ᾼ ׄԓ ҷ ѿἏḆⱢ

ȳ ц ḆⱢ ᾛȴׁשṅ ᵑ╠צ ֢ Пׄԓ

Ḗ ϯѷ҅ П Ȳ ὙԒ ӭ› ׄԓ ᾼ

╟ Ȳ ֢ ׄԓ ṛ֣ȲᵂⱢ∂Ӵϯѷ҅ ‒ ׄ

ạȳ ‒ ׄԓ Ṇ ц Ф ׄԓ П ȴ 

צ╠  ϯѷ҅ ׄ Ḗ  

ὑϯѷ҅ ḖϱȲӐ ҏɦֵ ậ ɧȳɦ

╟ɧȳɦ Ӧứᵿ ẦứɧϮ ׄԓ Ḗȴ֯∂ ֵ

ậ Ȳ ẓ ⇔ Ӵἤ ᵛ ἤ ȷ֯

╟∂ ϱȲӑẃ ȳ оȳ с ᾓϯȲ

ȳ Ἢ ╟ϚӎṮ ҷ Ȳ ᶮכҽЄ ҷȲ╝

ԓ ἤᾼ Ṯ ȴᴖ Ӧứᵿ ẦứȲ⁄ ᴕ ֵ֯

ӣ ȳ Ф ϯȲ Ғ ☼ᾼ ᵑȷӼ ᾃ

в ☼ ᾼׄԓἤȴ 

ӭ› ᶾ ϱ Ḕ ѿɦὢ ɧⱢӐᾼṆ ▐ ȴѿ 5G

ᶾ ⱢẂȲ֯ᴩ МБẓ ϯѷ҅ ᾼ ֵ Ȳ

ứ ɎSDNɏ ֥ йѱᶾ ɎMECɏ כ

ᾼ ї ▐ Ȳצ Ҡ֯ ӣ ◕М֝ ɎeMBBɏȳҽ

ɎmMTCɏ ᵅἋ ɎURLLCɏ ӣὢ ȴ ᴖȲד

ϯѷ҅ ҏᾼֵ ậȳֵ ᶾ ӣ ȲЬѥ ὑ

֥ȳ ד оᾼ иȴ╝ѿ ׄ

ᴖ Ȳ 5G￼ ϯᾼ ▐ ȳйѱᶾ ȳIPv6ȳDNS֢

ᾼ ׄԓ ḖȲᶁБכẞ֢ᵑᾼ ׄṮ ᶾ П ҏȲᵀὑ
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Ữӑӣɦ ‒ԉ ɧ≈ Ғѿ ֥ẞ Ṇ Ȳѿ

ẃḆ ֵ оȳ Ḇ ᾼ ḃ ₤ ȴ 

Ԓ ֪֯ ϯѷ҅ ׄ Ḗᾼ ᾎϱȲ֢ Ṽ ֢

Ἤצ ȲᵀᶁЛ ɦạứȳ Ϥ ׄ ▐ɧȳɦ֪ ᶾ

о ╟Ṯ ạɧȳɦ ᵓ …Ϣ Ԛṹȳ ֥

ᵂɧϮЄ ֣ȴ 

ѿɦ ɧȳɦ᷾ ɧȳɦ╜ ɧⱢϮЄѻ Ȳ Ӵ Ɫ› ᾼ

ׄ ȷ ׄ ⁄╥ѿᶾ Ɫ ֣Ȳ AI ׄ Мїȳ

І ╟Ȳ֪ ϯѷ҅ ᾬ ׄԓ ḖȲὑ

ICT ẁ іϤḆ ᾼ ׄ ȷּר ׄṮ ᾼ њה⁄╥Ӧ

ṩ Ṇ Ӗ Ἤ∂Ӵᾼ ׄ ▐ ᴩȲ ᶾ ╜ Ȳ

Ӂ ᶾ ѝԈС ṩ ᴯ ᴩȷ רּ◕ ═ ᴩ ׄ ▐ȳ

о5G ׄṮ ȴ 

Ғị⁄ѿ ֣Ḇׄԓ Ὲ Ɫ ȲạứϮ   Пӭ

ȸϚ╥ɦ═ Ḇ ׄԓ ɧȳϡ╥ɦ∂Ӵ ἤ

╟ɧȳϮ╥ɦ ׄԓӢ Ṇ ɧȴẔ Ғị֯ ׄ Ἐϱṛ

ѩ › Ȳד ҫҵẒ Ҭ CIɎ ╟ɏ ҏ╜ Ȳ Ϛ

Ḕ֯ CIἘϱ ҏ CIIɎ ɦ ɧ ╟ɏȲạứ ׄԓἤ

Ȳ ᾃ ᶾ ᴯ ֣Ȳὑᾬ ׄԓ⁄ ȳ

ẁ ῏ȳṿӣ῏ȳᾬ Ṇ ╟Ἠ ֢ ◕ ҏ ׄԓ ∂ Ȳ

Ғ ֢ ◕П ἤȴ 

ȳּר ȳ Ғị֢ ϯѷ҅ ᾼ ᾎ Ữ

֯ ◕Ȳᵀ ֢ ҏПӑẃ╜ Ȳѿц ‒ᶾ Ӏ

Ȳ ҏ֢ ӑẃ ׄ Ꞌ֪ Ἤ ᾼɦ ᾬ ɧ

ἤᾼ Ȳ ⱢϮ ȸ 

ȶ ѿ Ɫ Ȳ∂ ׄ ▐ȲӦеẞṂП ◕ἤ Ϥ 

ȶ ₇ẁ Пׄԓ Ϣ Ȳ ứ ׄ Ḗ 

ȶ ἨṆ ὑ ῴ ᵛ Ϥׄԓᶾ ᴕ  
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 ѿɦ ‒ԉ Ἐɧ∂Ӵϯѷ҅ ‒ ạ 

ὑϱ ׄԓ Ḗ ᾼ έҠ῀Ȳ֯ӑẃ ᾬ ᾼ

Ȳ֢ ᶁצҠ ֪ⱢӣљᾼṿӣᴩⱢᴖכⱢɦ Іᾬ

ɧᾼϚ ȴ Іᾬ ᾼḕ ֯ᾼᾬ Ȳ Ҡצ ⅎ

 ∟ậȳ׀ Ϥ–ᾼה Ȳ כ ҷᶙ ȳҠӣȳ ἤ

ѿц ᾼ ҷȴׁשṅ ⱢȲ ѿ Ϣ ᾼ Ṃׄԓ’

ᵂⱢӭ Ȳ в Ṇ ҟ∂ ϱᾼ ‒ԉ

ȴ ϚḔṕПȲֽᴶ ’ Ɏownerɏ῏צ ṝиɎIDɏȳ ֤

ɎDNɏȳIPᴯᵿᾼ ϚἤȳѿцẔ֯ ☼ ᾼ ╣ …Ɏmappingɏ

ẓЛҠᵡ ἤɎnon-repudiationɏȲ ╥∂ ϯѷ҅ ׄԓ

ᾼ ї ȴ 

ѿϯѷ҅ ‒ ᾼṔ⇔ẃ Ȳ ‒ ȳIPv6DNSȲṳ‍

ὑậ҅ …Ȳᴖ╥ ӣ ȳ ‒ ᾼФ …ȴ ṕПȲ֯

ᶾ ᾼ═ МȲ ‒ ЬⱢ ‒ М ᵑ ᾼ Ȳ

ᵀ Л֝ ᾼ ӣὢ ᾼ ḖȳѿцЛ֝ ӻФ

ᾼ ḖȲᶁ ὑ ᾼ DNSṆ ӢФ ᾼ …ȴ Ф

…ᵛⱢϯѷ҅ ‒ ᾼ ạ ᵂ ᶮȲẔἬ цᾼ ׄ

Ϸ֯ ᾼṆ ֥ ᵂМ Ӣȴ 

ṅשȲׁױ Ṽ Ӣὑ ӣ Ȳ ѿ Ф ᾼ DNSW Ɫ

ᾼ їṆ Ȳ ᶾ Ȳ ҏ ӣὑϯѷ

҅ ᾬ Ṇ ϯᾼDN/IP ▐Ȳṳ ױ ẁ╜Ἀ֯

ᾼצ╠ ׄԓ ᾎ▐ ПϯȲ Ɫ   ☼ ᾼ ӐѠ ȴ 

 ѿᵓ …ѠἬ ᾃП ứ Ф  

ֽ›Ἤ Ȳׁשṅ ῴḔ ứП ׄ ▐Ȳ ᵂⱢ  ȳ

ПԚ Ȳ ѿ DNS Ṇ ᵂⱢ їȲᶙ ϯѷ

҅ ‒ П ȴ 

֯ϯѷ҅ ‒ ᾼ ϯȲDNS Ṇ Ἤ
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ᾼ ╜ᴩ֥ל Є₤ ╜ П Ѡ֣Ȳ֯╜Ἀ ᴯᾙ ȳ

ᴯ ╟ȳ ᴯ ӣὢ ϮЄѻ ȲиᵑⱢɦ

ᵑɧȳɦ5G о ɧ ɦ ӣᾬ ӣ ɧȴ 

Ɫ ׄ ‒ԉ ἘП ֥ ӣȲׁשṅ Б ֥

ἘȲὑ ứῴ Ȳ ᵑҏϯѷ҅ Мѿ DNS

Ṇ Ɫ ї Ṇ ᾼ Ɏᵛ ᾃѠɏȲẔᵓ …Ѡὑϱ Ϯ

Єѻ ϯиᵑ ᾼвҵ Ɫᴶ( 3-12)ȴׁשṅ ҏ

Ɏ1ɏ╜ἈȳɎ2ɏ ‒ ȳɎ3ɏ цᾬ ȳɎ4ɏ₣᾿

῏ἒױФⱢἒױᾼᵓ …Ѡȴ 4ױ Ṕᴥиᵑ ᵓ …Ѡ

ẁᴶ ᵗȳ ᴶ ᵺ Ȳѿ Ẕ Ф П Ȳׁש

ṅ ֽϯ ȴ ẂᴖṕȲ֯ɦ ᵑɧ Ȳ╜ἈɎ ᾃѠȲ

2ԝȳ 1 ɏ Ḗ╜ἈɎ 1ԝȳ 2 ɏȲ ɦ Ὅ ᾬ

ӣɧɎ 2ԝȳ 2 ɏȴ 

 

 

 

 

 

 

 

 

 

 

 

 

 

3- 12ȳϯѷ҅ ‒ ׄԓ ￼ иέ 

ẃ ȸӐ  
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ẔМȲצϮ Ɫᵓ …ϢП ᾃ ȴ֯ 5G о

ӣᾬ ϱȲ цᾬ ẁ Ȳ ‒

Ɏ 4ԝȳ 2 ɏȳ₣᾿ ῏Ɏ 4ԝȳ 5 ɏиᵑ

Ӣɦ ׄԓɧᾼ ḖȲ ᴖ ‒ ₣᾿ ῏ᴖṕȲ

ׄԓП ԉ ȳ ԉ ᶁӑ ạѿ€ּפּפḇȲἨצὙ

ᾼ ⁄ȷ֝ד ᶮӼ Ӣὑ ‒ Ḗ₣᾿ ῏Ɏ 3ԝȳ

5 ɏ ɦ йѱ П ׄԓɧП ԉ ϱȴ Ӧϱῶ

Ἤ ԝП Ȳ ֢ᵓ …Ѡ ѿṼ ὑвҵ ᾼ

Ȳ ᴩDNS Ṇ ׄԓ ᾼ ứ ᴷᵂ ȴ 

  



244 

 

ҳ  ϯѷ҅ ‒ ạ 

 ϯѷ҅ ‒ Ṇ ᴷ 

Х҅ᴩ ᶾ Ɏ5th generation mobile networks, 5Gɏі ᾬ

ɎInternet of Things, IoTɏ Ȳ ц ᾼ ₤ӼḆ ֵ

аȴד IoTП ӣЄֵ…֯ ứῈ МȲ Ɏֽ

⇔ȳ ⇔ȳ ϩ ɏṳứ ֫ Ȳѿ ᴩ ȳ

иέц ẁὢ Ȳ 5G ₤ᴩ ɎEnhanced Mobile Broadband, 

eMBBɏȳ Ҡ цᵅἋ ɎUltra-Reliable and Low Latency 

Communications, URLLCɏцЄ ₤  ɎMassive Machine 

Type Communications, mMTCɏП ӣ Ȳ ֵ оᾬ ὢ Ȳ

ҒḆֵ ἤIoT П ḖȲᾃ ᵛ ϩȲṳ

ד ц ӣὢ ֽ​∟╡ ⁫ ȴ иέеҨ

StatistaᴷȲԓ IoT ṿӣ ᾼ87.4ד2020 ȲЄ

сᴟ ᾼד2030 254 201Ȳ IoT ῧ ḆֵϢϩȳ Ȳֽ

ᴶצ ᵑцᴞ IoT Ɫכ ᾃ Ȳҫҵ IoT

П ‒ ѠהӼֵצѠ ȴ 

ᶺ ᴩ ᾬ ὢ П ⁄Ȳ…ӻ Ṽ ‒

ɎInternational Telecommunication Union, ITUɏE.164 ּפ ứПɦ ‒

ɧȲѿ 040 ֿ Ɫ Ϛ ‒Ṷ ᾬ ὢ ậ Ȳ

ẁСᴩ ᾬ ὢ ṿӣȲṳӦ ỗ С ‒ ῏Ȳ

῏ ’  ӣὑ ὢ ɎMachine-Type Communicationɏȴ

Ӧὑᾬ ὢ ѿ ⱢѻȲἬ   ЄȲ╝ Є

П 15 ȲӦ ȳ цӣљ 3 и Ɏכ Ẃ :

886+40+BCDEF+GHIJKɏȲḕϚ  ẓ ϚἤȲ ⁄ ɦ Ө

                                         
201 Statista (2021/10/19), ñNumber of Internet of Things (IoT) connected devices worldwide from 2019 to 

2030ò Retrieved  from  https://www.statista.com/statistics/1183457/iot-connected-devices-worldwide/ 

(2021/11/26) 

https://www.statista.com/statistics/1183457/iot-connected-devices-worldwide/
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ɧȳɦ ן ɧцɦ ɧϮЄ֫ן ạẆᴩПѠהȴ202  

ᴩ Ṇ Ԛ ᾼ GSMẦ ɎGroupe Speciale 

Mobile Association, GSMAɏὑ2015ד ӁɦE.164 regulatory exceptions 

for IoT connected services ɧȲẔМ ẞ E.164и ứṳЛ ӣὑᾬ

ὢ ȲẂֽȸ Ҡ ὢ ц ≡ ὢ Ȳ֝ GSMAӼ∂

ᾬ П ӣѠה њ ứד ạ⇔Ȳᴖ‍ṿӣП

ȴ203ױҵȲE.164 ὑӣљП ц ὢ Ȳ֯

IPо5G ▐ ϯȲIoT ∟П ᵑѿ ֤ ɎDomain nameɏ

цᴯᵿɎIPv4ἨIPv6ɏⱢѻȲE.164Б‍ ᵑIoT ПӇ ȴⱪ

ṅשȲׁױ έשׁ ѝ Ȳ IoT ц ПҠ ḟ

Ѡ ȴ 

֯ ד2015 11ѣӦ Џ ԉ ɎInternet Engineering Task 

Force, IETFɏ П IETF 94МȲ ῏ ῶɦDNS Name 

Autoconfiguration for Internet of Things DevicesɧȲ204ẔМ ֽᴶ֯ḥ

צ ῏ЮϤᾼ ᾓϯȲѿIoT ᾼ ₤ц ₇₤ ᴞ

֤ Ṇ ɎDomain Name System, DNSɏП֤ Ȳ ӣ Ҕᵶ е

⅍ȳ ῶȳ Ἠе Ȳ ױ DNS֤ ȲҠ ὔ ᵑц

ᵑ IoT ȴ DNS ֤ Ɫ ȸ

unique_id.device_model.device_category.Location.domain_nameȲҔᵶẓ

Ϛἤᾼ ᵑ Ɏunique_idɏȳ ₇ᾼ₤ Ἠ ֤

Ɏdevice_modelɏȳ ₤Ɏdevice_categoryɏȳ Ἤ֯ Ɏlocationɏ

цṿӣП ֤ Ɏdomain_nameɏȴ 

ҵȲױ ֤ цᴯᵿ╓ ɎInternet Corporation for 

                                         
202 М Ӗ ӻ Ȳɦ ‒ ɧȴ ᴞ

https://www.motc.gov.tw/uploaddowndoc?file=mlaw/201611221609390.pdf&filedisplay=%E9%9B%BB

%E4%BF%A1%E7%B6%B2%E8%B7%AF%E7%B7%A8%E7%A2%BC%E8%A8%88%E7%95%AB.p

df&flag=doc (2021/10/31) 
203 GSMA(2015/01) ñE.164 - regulatory exceptions for IoT connected servicesò Retrieved  from 

https://www.gsma.com/iot/wp-content/uploads/2017/11/E.164position.pdf Ɏ2021/10/27ɏ 
204 Jaehoon Paul Jeong, Sejun Lee, Jung-Soo Park(2015/10) ñDNS Name Autoconfiguration for Internet of 

Things DevicesòRetrieved  from https://datatracker.ietf.org/doc/draft-jeong-6man-iot-dns-autoconf/ 

Ɏ2021/11/29ɏ 

https://www.motc.gov.tw/uploaddowndoc?file=mlaw/201611221609390.pdf&filedisplay=%E9%9B%BB%E4%BF%A1%E7%B6%B2%E8%B7%AF%E7%B7%A8%E7%A2%BC%E8%A8%88%E7%95%AB.pdf&flag=doc
https://www.motc.gov.tw/uploaddowndoc?file=mlaw/201611221609390.pdf&filedisplay=%E9%9B%BB%E4%BF%A1%E7%B6%B2%E8%B7%AF%E7%B7%A8%E7%A2%BC%E8%A8%88%E7%95%AB.pdf&flag=doc
https://www.motc.gov.tw/uploaddowndoc?file=mlaw/201611221609390.pdf&filedisplay=%E9%9B%BB%E4%BF%A1%E7%B6%B2%E8%B7%AF%E7%B7%A8%E7%A2%BC%E8%A8%88%E7%95%AB.pdf&flag=doc
https://www.gsma.com/iot/wp-content/uploads/2017/11/E.164position.pdf
https://datatracker.ietf.org/doc/draft-jeong-6man-iot-dns-autoconf/
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Assigned Names and Numbers, ICANNɏὑ201711דѣПICANN 60М

ῶɦDOA over DNS PrototypeɧȲ ӱѿDNSWⱢᾬ ᵑПҠᴩ

ἤȴ ᴯᾬԈ▐ ɎDigital Object Architecture, DOAɏП ӭᾼȲ…

ἤᾼỄ֤ Ṇ ɎHandle Systemɏ∂Ӵ═ϵἤП ᵑ ȴ

ICANNҏȲ ṜҠҒϤֽ═ϵἤ ЛҬϚ ᵑ ПỄ֤

Ὲ ȲỄ֤ פּ Handle SystemדᴿȲ֝ ∂Ӵֽ DOA

ɎResource Record, RRɏ ₤П DNS RR ȲᵛҠѿ DNS∂Ӵ

DOA ₤П═ϵἤ ᵑ ȴ ṕПȲᵛ…֯DNSϱ ᴩDOA RR₤

П ᴯᾬԈ▐ цỄ֤ ȴ205ICANNӼὑ2020ד Ӂ ᶱ ὙẔ

ɦ5G TechnologyɧцITUɦNetwork 2030ɧПӴ ȴ 

ד ∟Ȳׁשṅ ҏѿ DNS ẁҫϚ Ɫ IoT

ᾼҠ ἤȲ IMEIц ֤ ∂ Ϛ ϡПDNS Ȳṳ

ứ цӂ Ṇ Ȳѿ ᴩϯѷ҅ ‒ ạ

П Ἐἤ ɎProof of Concept, PoCɏȴ 

 5G ᶾ цṆ ▐  

ӢɎClould Nativeɏᶾ ṿ5G ▐ ӢẒ ȲϚ

… ạӂ ɎControl Plane, CPɏғ иⱢֵ Ӵᾼ ὢ Ȳѿ

оȳ оцὢ оᾼѠה∂ ȷϡ… ạӂ цṿӣ῏

ӂ ɎUser Plane, UPɏи Ȳ֪ױҠ ♄֮ ṿӣ῏ӂ ὑ ї

ȲӼἨ ὑḆ Ὼӣљ П Ϥ ȴ֝ Ȳ ғ

о ɎNetwork Functions Virtualization, NFVɏ ц ứ

ɎSoftware-Defined Networking, SDNɏᶾ Ȳ֯ оᾼ5G ї

ϱȲ ἤ֮ṼЛ֝ Ḗ∂ П йѱȲќ

Пӣљὢ Ȳ ẁ ẦᵂП ȲⱢ ῏цԍ ẁ ӣȲ

ṳ ᵛ ȳ ֮ ֵаѹЄ ᾼ IoT ȴṼ ITU-Rứ Ȳ5G

ПϮЄ ӣ ɎUsage Scenariosɏֽ 4-1ἬӱȲ Ὑֽϯȸ  

                                         
205  Alain Durand(2017/10),ò DOA over DNSò Retrieved  from https://tools.ietf.org/pdf/draft-durand-doa-

over-dns-03.pdf  (2021/11/30  

https://tools.ietf.org/pdf/draft-durand-doa-over-dns-03.pdf
https://tools.ietf.org/pdf/draft-durand-doa-over-dns-03.pdf
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1. ₤ᴩ ɎEnhanced Mobile Broadband, eMBBɏ 

5G ⇔Ҡ ḕּה 1 gbpsɎgigabits per secondɏȲ

╥ 4G ⇔ᾼ10ᴟ100ȴ 

2. Ҡ цᵅἋ ɎUltra-Reliable and Low Latency 

Communications, URLLCɏ 

╓ ậ ṜҠ ἤ99.999%ȳ ἤМ

0msȳ ạӂ Ἃ10msцṿӣ῏ӂ Ἃ0.5msȴ ṕПȲ

5G ẁᵅἋ ế Ҡ П ӻ ϩȲѿќ ᾬ

Ầᵂ ḖȲẂֽ Ϣ ȳ Џ ц ⇔ ȳ

⇔ׄԓц ⇔П ӣȲד ӣ ὑ ȳ Ἃ

ἤếҠ ἤ Ḗ‍ ȴ 

3. Є ₤  ɎMassive Machine Type Communications, 

mMTCɏ 

5G ẁḆ ế ⇔ᾼ ạ ϩȲ ⇔

ẞḕӂѠеṭ100 Ȳќ ц ṜḆֵIoT П

Ȳṳ ẁᾬ ᾬП ᶶ Ȳצᵗὑ Є Ȳѿ

₨ӀⱢẂȲ ṜЛ֝ М֢ ╟ȳеԚц Ϣ П

Ḗȴ 
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4- 1ȳ ITUᾼ5GϮЄ ӣ  

ẃ ȸӐ ᵂ 

5G ї ▐ Ȳ3GPP TS23.501Ϡ ὑὢ Ṇ ц

ὑ ᴕ Ṇ П 2 ғ ɎNetwork Function, NFɏ׀ậц

Ю ȴ206  

1. ὢ Ṇ ȸ ạӂ П ғ ɎẂֽȸ ậц ғ ɏ

б Ẕ҃ ᾼ ғ ậὢ׀ ȲӇ Ҕᵶ ᴕ Ю

ȴɎֽ 4-2ὢ Ṇ ▐ ɏ 

2. ᴕ Ṇ ȸԉẒ ғ ɎẂֽȸ ậц ғ ế

ғ ɏП Ӧ ᴕ ɎẂֽȸ N11ɏ ẁФ ȳ

ậц׀ Ю ȴ ạӂ ếṿӣ῏ӂ ȳ5G ї

Ɏ5G Core Network, 5GCɏ Ἠҵ ȲӼ…

ὑ ᴕ ȴɎֽ 4-3 ᴕ Ṇ ▐ ɏ 

                                         
206  3rd Generation Partnership Project(2021/09)ñTechnical Specification Group Services and System 

Aspects;System architecture for the 5G System (5GS) Stage 2òTS 23.501 V17.2.0  
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4- 2ȳὢ Ṇ ▐  

ẃ ȸ3GPP TS 23.501 V17.2.0 

 

4- 3ȳ ᴕ Ṇ ▐  

ẃ ȸ3GPP TS 23.501 V17.2.0 
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5G ї аԈғ Ю ֽῶ4-1ȸ 

ῶ 4- 1ȳ5G ї аԈғ  

аԈ ғ Ю  

ᴻὢ ғ ɎAuthentication 

Server Function , AUSFɏ 

ȳḟứ╥ᵡ ᴩ UE

ȲҔᵶ EAP ṝԌ ᴻὢ ғ

ц Ȳ׀ 3GPPц‍

3GPPП Ϥ ȴ 

ậ׀ ғ  (Access and 

Mobility Management Function, 

AMF)ȴ 

ẁ UEế SMF П

ȲⱢ UE Ϥ ẁ ȳ

Ҍȳ ȳ ἤ ế

ғ Ȳ╥ ц ї

ạӂ П Ϥ ȴ 

ɎData Network, DNɏ 

ẁѿ ⱢМїᾼὢ Ɏֽ

῏ὢ ȳ Ϥ ϮѠὢ ӣɏ

ᾼ ȴ 

ԏғ ɎNetwork Exposure 

Function, NEFɏ 

ẁ ϮѠἨ‍ 3GPP 5G

ї ғ Ȳ֯ AF׀ậ 5G ї

ẁׄԓἤȲҠ Ɫ҅

ӣ ה Ю ɎApplication 

Programming Interface, APIɏ ֥

Ἠẞ ї ᾼ  

ғ ɎNetwork 

Repository Function, NRFɏ 

ⱢЛ֝ᾼ ғ ẁ Ҍȳ

ц ὢ Ȳѿ ᴞ о

ȲṳṿЛ֝ᾼ ғ Фד

ȳ API ȴ 

йѱ ғ ɎNetwork Slice 

Selection Function, NSSFɏ 

йѱד Ȳ UE

ᾼ йѱцAMFȴ 

ứὑ йѱế SNPN ṝԌ ứӣὑ йѱᾼ ế
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аԈ ғ Ю  

ế ғ ɎNetwork Slice-

specific and SNPN Authentication 

and Authorization Function, 

NSSAAFɏ 

ȴ 

╜ ạғ ɎPolicy Control 

Function, PCFɏ 

 4G ╜ᾼצ ạ ⁄

ғ ɎPolicy and Charging Rules 

Function, PCRFɏדᴿȲѻ

5G ї Мᾼ֢☼ ᾼὢ ₇

ɎQuality of Service, QoSɏȴ 

ғ  (Session 

Management Function, SMF) 

∂Ӵế Ȳи ế

UEᾼIPᴯᵿȴ 

Ϛ ғ ɎUnified Data 

Management, UDMɏ 

῏ṿӣ׀ ȳ ὢ

ц Ϥ╜ Ȳ֯ṿӣ῏ῴ

Ở Ȳ UDMᾼ

ṿӣ῏ ȴ 

Ϛ  (Unified Data 

Repository, UDR)ȴ 

Ἥ ד ᾼѻ

ȲҠ ȳ׀ ȳ ȳ

ӣ ה ȴ 

ṿӣ῏ӂ ғ ɎUser Plane 

Function, UPFɏ 

б ֵ ᴯ ѿ ᵅ 5GἋ

ἤȲҠ ὑ ї ȳ Ὼӣ

љ ȲἨẒ῏ ᾼԉᴶᴯ ȴ

֯ Ϥ ȳ ếҵ

Ф Ȳ Ӧế ⅔

ҔȲ ṿӣ῏ӂ ᾼ QoSȲ

▲⅔Ҕế ᴩ╜ ạ

(PCC, Policy and Charging Control)

⁄Ȳ ᵫ☼ ṿӣ ᶮ ȴ 
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аԈ ғ Ю  

 

ӣғ ɎApplication Function, 

AFɏ 

Ẕ҃ 5G ї ạӂ ᾼ

ғ Ф ȲҠӦ ῏ἨҠ‒ᾼ

ϮѠ Л֝ ӣ ẁὢ ȴ 

ɎUser Equipment, UEɏ ṿӣ῏  

Ϥ ɎRadio Access 

Network, (R)ANɏ 
ậ׀ Ȳᵛ ֮  

ẃ ȸӐ ᵂ 

 йѱᶾ ɎNetwork Slicingɏ 

ᵓӣ оᶾ йиⱢֵ Л֝П йѱȲḕ

йѱҠ ⱢϚ ӴП 5G ї ȲIoT ṼẔ Ϥד П

йѱѿ ᴩ ȴ йѱᶾ ṿ Ṽṿӣ῏ Ḗ

цẔ Пὢ Ȳ Ғ ӣ ♄ἤȲ֝ ю∂ ȳ

ᾼכӐц ȴ йѱП UE 5G ї ẞ

Ầứ ɎIP BackboneɏȲṳҠṼIoT ᾼ йѱ

ὢ ɎNetwork Slice Selection Assistance Information, NSSAIɏ ӭȲ

Ӧ5G ї ᾼNSSFа ẁ Пйѱὢ ȴẔ ѠהԚצϮ

Ȳ Ὑֽϯȸ 

1. йѱԚӣ Ȳᵀ֯ ϱᶙԓ Ȳḕ йѱᶁ

ᶙצ ᾼ ạӂ цṿӣ῏ ғ ȴUEҠ ֵ Ӵ

йѱȲṳҠ֯ḕ ї Ӵᾼ йѱȴ 

2. йѱԚӣ и ạӂ ғ ȲҠԚӣᴩ ἤ П ạ

ӂ ғ Ȳᴖ ᾼ ạế ғ Ɫ֢йѱП Ӵғ Ȳ

ѿ йѱᾼ ứὢ ȴ 

3. йѱԚӣἬצᾼ ạӂ ғ ӦȲᴖṿӣ῏ ғ Ɫй

ѱ  ȴצ

5GϮЄ ӣ ⇔ȳ ȳ Ҡ цᵅ
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Ἃ Л֝צ ᾼ Ḗȴ ῏∂ 5G Ȳ 5G

ᾼ ȳ ứ ɎSoftware-Defined Networking, SDNɏ

ѿц ғ оɎNetwork Functions Virtualization, NFVɏ

ᶾ ȲṼ йиⱢֵ Л֝ Ȳѿ ẁ

Л֝ᾼ ӣὢ ȴ ᴕ GSMAЮ йѱПЛ֝ ӣ

ֽ 4-4ἬӱȲ5Gц йѱᶾ ᵗὑצ ‒ ῏Ӊ ֵ

аоȳⅎ о ἤоᾼ ѠהȲ ẃ ֯ὢ ȴ207 

 

4- 4ȳ5G йѱ▐ ӱ  

ẃ ȸGMSA 

 

                                         
207 GSMA (2017/07) ò An Introduction to Network Slicingò Retrieved  from 

https://www.gsma.com/futurenetworks/wp-content/uploads/2017/11/GSMA-An-Introduction-to-Network-

Slicing.pdf  (2021/10/27) 

https://www.gsma.com/futurenetworks/wp-content/uploads/2017/11/GSMA-An-Introduction-to-Network-Slicing.pdf
https://www.gsma.com/futurenetworks/wp-content/uploads/2017/11/GSMA-An-Introduction-to-Network-Slicing.pdf
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Ӑ צ йѱП ẃᴞὑ3GPP TS 23.003Ȳ5G ї

аᾼ NSSFṼӣљ Л֝ йѱȲṳ СЛ֝ᾼ S-

NSSAIɎSingle Network Slice Selection Assistance InformationȲ й

ѱ ᵗ ɏȴ208 ‒ ῏ ױ ẁ оᾼ йѱὢ

Ȳ ӣDNS Ҡ ӣѿϯ  ȸה

[nssf.5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org ] 

֯ 3GPPᾼ DNS ⁄МȲ< >вⱢ ȲNSSAIӦ S-NSSAI

ȲUEכ ѿẦᵗ ứ йѱȲNSSAIҠ йѱ ἤ

ҫᴩ ȴ ẂϚȸֽӣљἬ ᾼ NSSAIⱢ ẁᵅἋ ᾼṞ ὢ

ȲẔ йѱὢ ҅ Ɫ v2xȲ ӣױ ẂⱢȸ

[v2x.nssf.5gc.mnc01.mcc999.3gppnetwork.org]ɎṼ ITU-T Ȳ ṿ

ӣmnc001.mcc999ɏ 

Ẃϡȸֽӣљ Є ὢ ѿӣὑ ȲẔ й

ѱὢ ҅ ⱢembbȲ ӣױ ẂⱢȸ 

[embb.nssf.5gc.mnc01.mcc999.3gppnetwork.org] 

 ֵ ậ ᶾ ɎMulti -access Edge Computing, MECɏ 

Ɫ 5Gʒ ᵅἋ ἤȲETSI ҏѿᴩ ᶾ

ɎMobile Edge Computingɏ Ṝ5G Ḗȴ Ɫ П

оȲ ẞ ѠḆῺᾼᴯ ȲϷ ╥ ӣ ה

ᾼѻ Мה Мї ẞ ȳḆ Ὼӣљ Ȳѿ ֥ 5G

ᵅἋ ế П ȴ2017ד ETSI MEC ISGẃᾼᴩ

ᶾ ɎMobile Edge ComputingɏḆ֤Ɫֵ ậ ᶾ

ɎMulti-access Edge Computingɏȴ ֪ Ḗ ȲMEC ӂ Ҡ

ὑЛ֝ᴯ ȲҔᵶ ɎRadio Nodeɏȳ ☼ ֥

ɎAggregation Pointɏц ї ɎCore Networkɏȴ Ὑ MEC

П ȸ 

                                         
208 3rd Generation Partnership Project (2021/09) ò Technical Specification Group Core Network and 

Terminals;Numbering, addressing and identificationò, 3GPP TS 23.003 V17.3.0 
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ȶ ӣ₤MEC 

MEC ѻ П ᴯ Ȳ ֮  ῺẞМҶ П Ȳ

ᵂȳἤ Ἠׄԓ Ḗ ♄֮ ֯Л֝ᾼᴯ ȲẔԚ֝

… Ӧṿӣ῏ӂ ɎUser Plane Function, UPFɏ ☼ і ᴟӭ

 MEC ӣ цה ȴ ‒ ῏ҠṼᶾ цὢ

ц UPF Пᴯ ц ȲẦ  MEC ѻ цẔ ӣ Ȳה

ḟứ MECѻ ᴯ ȴ 4-5 Ὑ MEC ᴯ П Ѡהȴ
209 

 

4- 5ȳMEC ᾼ Ẃ 

ẃ ȸETSI White Paper No. 28 

Ṽ 4-5М Ὑ ᶮֽϯȸ 

a. MECếӐ֮UPF ֮ ȴ 

b. MEC ȲҠ ╥Ӑ֮ UPFȴ 

c. MECếӐ֮UPF Ϛ ȴ 

                                         
209 ETSI (2018/06) ñETSI White Paper No. 28 MEC in 5G Networks,ò 1st edition 
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d. MEC ғ ṳ Ɏᵛ֯֝Ϛ Мїɏȴ 

ȶ и   MEC ה

MEC▐ ֯ ѿ ю ẞ ПἋ ȲẔѻ Ҕᵶ

о ▐ ц ᴩ ӣ ᶧἨὢ ᾼ ӂ ȴϚ  MEC Ṇ

…Ӧиᵉ֯ ṳ Ἁ ᾼֵ  MEC ѻ Ȳכ

UE ᴟ Ὼᾼ MEC ѻ Ȳᵀ Ṿὢ ₇ ɎQuality 

of Service, QoSɏц ₇ ɎQuality of Experience, QoEɏẃכȲ

ῺᾼMEC ѻ Ҡ ṳ‍ Ṿ ȴ 

Ɫ ẁ Ṿὢ ПMEC ѻ ȲЛ ᴕ MECѻ

ӣљ П ᾼ Ȳ ᴷἉ П☼ ȲцMECѻ

Пṿӣ ᶮȴẂֽ֯Є₤♄ МȲ֝Ϛὢ вП

Є UEᶁ֣ ῺПMEC ѻ Ḗὢ ȲẔѻ Ҡ ṳ

иὢ ᴟד  MEC ѻ Ȳѿӂ ☼ ế ᾼ ȴ

Ȳױ֪ ‒ ῏Ἠ MEC ὢ ῏ᶦ MEC ѻ П Ҡ оци

ὢ Ȳṿӣљ ▲ Ὼ MECѻ ẁᾼ֝דὢ ‒ Ȳ

юᾼѻ ẁὢ ȴױҵȲֽὨ UE╥ᴩ

Ἠ― ה Ȳ֪ⱢUE ֯Л֝MECѻ Пὢ Ȳ

UEἨ MEC ἤ Ȳ ὢצ ᴟ ᾼMEC

ѻ ȴ 

ҫϚ и ה MECПṿӣ ẂȲҠ ᴕ ETSI GS MEC 030

М П V2X ӣȴ210 Ṇ  (Intelligent Transportation 

System, ITS ) ̓͂ Л֝ᾼ MEC Ṇ Ȳ Л֝ ῏ᾼ

ẁԓ ᾼ V2X ὢ ȴV2Xὢ ӼҠ Ӧ֝Ϛ ἨЛ֝

ᾼЛ֝ ῏ ẁȲṞ ᴩ זּ Л֝MECѻ ᾼὢ

ȲꜙᴟҠ זּ Л֝ PLMNᾼ MECṆ Ȳ֯ ᵂ Ԉ

                                         
210  ETSI (2020/04) Retrieved  from ñMulti-access Edge Computing (MEC); V2X Information Service 

APIòhttps://www.etsi.org/deliver/etsi_gs/MEC/001_099/030/02.01.01_60/gs_MEC030v020101p.pdf ,P10

2021/10/27  

https://www.etsi.org/deliver/etsi_gs/MEC/001_099/030/02.01.01_60/gs_MEC030v020101p.pdf


257 

 

ϯȲ ’═ⅎљ ẞὢ П ἤȴ 

Ϡ═ і MECʒ ᾼETSI MEC ISGȲ

ϩὑạứ ԓ ἤᴩ Ṇ ᾼ 3GPP о ֯

ạứ5Gᴩ ᾼ▐ МȲϷ ᵑ ц5G ќ

MECʒ ד ғ ȴӐ ᴕETSI ᾼMECʒ ѝԈɎֽῶ4-

2 ὙɏȲׁשέӭ› ϱ DNSʒ ќ 5G ᾼ ḟ

Ѡ Ȳѿ ứ ӂ Ṇ ȴ 

ῶ 4- 2ȳETSI MEC ᶾ  

ᶾ ӭ ᶾ ѝԈ в  

ֵ ậ

ɎMECɏ 

New ETSI White 

Paper on Enhanced  

DNS Support in 

Distributed MEC 

Environment 

ὙMEC Мќ DNS▐ Ȳ

ṳ DNS MEC SLAᾼ

ȴҫҵȲϷ Ὑ֯ 3GPP 5G

▐ ϯȲMEC ϯᾼ DNS

ȴ 

ETSI GR MEC 024 

Ὑ йѱцֵ ậ

ᾼ▐ Ȳṳ ӣ

Ẃ ὙϚ йѱМֽᴶќ

ֵ ӣ Ȳѿц йѱ

ֵ ậ ֽᴶ ẞ

צ ȴ 

ẃ ȸӐ ᵂ 

 ֤ Ṇ ɎDomain Name System, DNSɏ 

DNSʒ ⱢϚ ѻ ה ▐  ɎClient-Server Model, C/S ▐ ɏȲ

ӣѿ▲ ц ╣ ֤ цIPᴯᵿȴDNS֯ᴩ ї Ṽ ӣ

ғ Л֝ ὑẒ ֮ѠȲϚ╥ ֯ᴩ ᾼ МȲ

ї ậ Ȳ ᴩ ї вᾼứᴯȳӣљ ȳ

https://www.etsi.org/deliver/etsi_gr/MEC/001_099/024/02.01.01_60/gr_MEC024v020101p.pdf


258 

 

ї аԈ ȳ ѻ ứ ẦứɎDynamic Host 

Configuration Protocol, DHCPɏ έц ї іϤ  Ἥ

ɎVoice over Long-Term Evolution, VoLTEɏ ғ Ȳ ПⱢ Gn DNS 

ɎDNS for Gn interfaceɏȷϡ╥ ֯ МȲDNSẁ

ậ ҵ ṿ ӣ Ȳ в ɎContent Delivery 

Network,CDNɏἨIPч ṿ ẞҵ Ȳ ПⱢGi DNS

ɎDNS for Gi interfaceɏȲDNSП ‒ ṔᴥȲֽ 4-6Ἤӱȴ 

 

4- 6ȳᴩ DNSП Ṕᴥ 

ẃ ȸӐ ᵂ 

ᴩᴩ Мᾼ Gn DNSȲᵂӣὑ ї а ᾼѻ ֤Ἠ ֤

έЏᵂȲ ѿ UEᾼẒ ṿӣ Ȳи Ὑ Gn DNSὑ 3Gᴟ 5G

Л֝ Пᴩ ᵂ ạȴ Ϛ ṿӣ ╥ UE Ϥᴩ

ȲUE Ἤ ᾼ׀ậ ֤ ɎAccess Point Name, APNɏἨDNN

ɎData Network NameȲ֯3GPP Release 15МȲAPNБ ѿDNN֤
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ậ҅ɏ211ϱ ᴟᴩ МȲᴩ ԛ APNἨ DNN ᴟ

DNS▲ ȲṳṼ Л֝ᾼ APNἨ DNN Л֝ᾼ Ӧϱ Ȳֽῶ

4-3 Ὑȴ 

ῶ 4- 3ȳ UE Ҍ Gn DNS έ APNἨ DNNП Ҍ☼  

Gn DNSṿӣ Ϛ: UE ҌɎUE Attachedɏ ȲṼ UE ẁᾼ

APNἨDNN Ȳ έ Ḗȴ 

3G 

SGSNṼ UEɎUser Equipmentɏᾼ APN Л֝

ᾼ GGSNȲП∟ GGSNи UE IPѿ∂Ӵ PDP 

contextɎGTPv1ɏ ȴ 

Gn DNS

έᴩ

аП☼

ֽ 4-7Ḕ

1ȳ2ȳ3 
4G 

S-GWṼUEᾼAPN Л֝P-GWȲP-GWи

UE IP∂ӴEPS BearerɎGTPv2ɏ ȴ 

5G 
AMFṼUEᾼDNN Л֝SMFȲП∟SMF

и UE IPѿ∂ӴIP BearerɎGTPv2ɏȴ 

ẃ ȸӐ ᵂ 

                                         
211 ETSI (2018/07) ñDigital cellular telecommunications system (Phase 2+) (GSM);Universal Mobile 

Telecommunications System(UMTS);Numbering, addressing and identificationò(3GPP TS 23.003 version 

15.4.0 Release 15) Retrieved  from 

https://www.etsi.org/deliver/etsi_ts/123000_123099/123003/15.04.00_60/ts_123003v150400p.pdf , P37

2021/10/27  

https://www.etsi.org/deliver/etsi_ts/123000_123099/123003/15.04.00_60/ts_123003v150400p.pdf
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ϡ ṿӣ ֽῶ 4-4 ὙȲ╥ UE Ȳ ẁӦ ὢ

аḆ ẞ ὢ аП DNS έȲ Мᾼӣљ Л

М ȴ 

ῶ 4- 4ȳ UE М Gn DNS έᴩ аП☼  

Gn DNSṿӣ ϡ: UE ɎUE Movesɏ Ȳ ẁὢ ᾼ

DNSέȲ Мᾼӣљ ЛМ  

3G 

ӣљ МḆ ẞ ᾼ SGSNὢ Ȳ

Gn DNS▲ẞ SGSN IPȲṿӣљҠѿ═ Л

ṿӣȴ 

Gn DNS

έᴩ

аП☼

ֽ 4-7Ḕ

6ȳ7ȳ8 

4G 

ӣљӦẃ SGWϯᾼeNB ẞӭᾼ t-S-GW

ϯᾼ t-eNBὢ Ȳt-S-GW Gn DNS

▲ẞẃ S-GWᾼ IPȲП∟ t-S-GW ῀ P-

GW ӣљᾼ Ӧẃ S-GWй ᴟ t-S-GWȲ

ѿ’═UEҠѿ═ Л ȴ 

5G 

ӣљӦẃ AMFϯᾼ gNB ẞӭᾼ t-AMF

ϯᾼt-gNBὢ Ȳt-AMF Gn DNS▲

ẞAMFᾼ IPȲП∟t-AMF ῀SMFӣљ

ᾼ Ӧẃ AMFй ᴟ t-AMFȲѿ’═UEҠ

ѿ═ Л ȴ 

ẃ ȸӐ ᵂ 
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ֽ 4-7ἬӱȲ 3Gᴟ5Gӣљ …ӦЛ֝ а ӢȲṳ

ѿ RADIUSẦ ᴟ AAA ɎAuthentication, Authorization, 

and AccountingɏМᵂⱢ Ἠ ṿӣȴ 

 

4- 7ȳGn DNSέᴩ аП☼  

ẃ ȸӐ ᵂ 

4-7П֤ ד Ὑֽϯȸ 

ȶ UE ɎUser Equipmentɏȸ צ ֥3GPP  Simқᾼ

ȴ 

ȶ APN ɎAccess Point NameȲ׀ậ ֤ ɏȸứ 3G/4Gᴩ

ᴩ ᾼ ȴ 

ȶ NB ɎNode BaseStationȲ ɏȸ3G ȴ 

ȶ t-NB Ɏtarget Node BaseStationȲӭᾼ ɏȸUE

ᾼӭᾼ 3G ȴ 

ȶ SGSN ɎServing General Package Radio Service  support nodeȲ

GPRS ὢ ќ ɏȸ3G ᾼ ⅔Ҕ ȴ 
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ȶ t-SGSN Ɏtarget Serving GPRS Support NodeȲӭᾼ ᾼὢ

GPRSќ ɏȸUE ᾼӭᾼ ᾼ3G ᾼ ⅔Ҕ

ȴ 

ȶ GGSN ɎGateway GPRS Support NodeȲGPRSќ

ɏȸ ẁ3G IPц ⅔Ҕ ғ ȴ 

ȶ eNB ɎEvolved Node BaseStationȲ ɏȸ4G

ȴ 

ȶ S-GW ɎServing GatewayȲὢ ɏȸ4G ᾼ ⅔Ҕ

ȴ 

ȶ t-S-SW Ɏtarget Serving GatewayȲӭᾼ ᾼὢ ɏȸUE

ӭᾼ ᾼ4G ᾼ ⅔Ҕ ȴ 

ȶ P-GWɎPacket Data Network GatewayȲ⅔Ҕ ɏȸ

ẁ4G IPц ⅔Ҕ ғ ȴ 

ȶ DNN ɎData Network NameȲ ֤ ɏ ȸứ 5G ᴩ

ᴩ ᾼ  

ȶ gNB ɎNext Generation Node BaseStationȲװѷ҅

ɏȸ5G ȴ 

ȶ AMF ɎAccess and Mobility Management FunctionȲ׀ậ

ғ ɏȸ5G ᾼ ц ⅔Ҕ ȴ 

ȶ t-AMF Ɏtarget source Access and Mobility Management 

FunctionȲӭᾼ ᾼ ậế ἤ ғ ɏȸUE ӭᾼ

ᾼ5G ᾼ ц ⅔Ҕ ȴ 

ȶ SMF ɎSession Management FunctionȲ ғ ɏȸ ẁ

5G IPц ⅔Ҕ Ӧ ạғ ȴ 
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1. ᴩ ᾼ DNS  

ᴩ ѿצנ DNSᶾ Ễ֤ Ἐᾼ ⁄Ȳ

ӣὑ ‒ ᾼ IP ӻ ȲṼ ᴩ ῏

Ӧц аȲἬứ ᾼ DNSỄ֤ ⁄Ȳֽ GSMA 

IR.67╓і Ὑ֯ᴩ ᾼ֢ᴩ ῏ ֽῶ

4-5Ἤӱȴ212 

ῶ 4- 5ȳGSMA IR.67╓іᴩ І Ɏsub-domainɏứ  

ᴩ ї  ᴩ І ứ  

3G mnc<MNC>.mcc<MCC>.gprs 

4G epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org 

5G 5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org 

 
MNCứ Ɫ2 ȲMCCứ Ɫ3 ȲẔМ<> Ϥᾼ

╥ ȲṼ ‒ ῏Л֝Ἤ Ϥȴ 

Ẃ: 5gc.mnc01.mcc999.3gppnetwork.org 

ẃ ȸӐ ᵂ 

2. ᴩ М֢ ӣ  

3GPP TS29.060Мứ ᴩ ᾼ Gn DNS Ȳ213

ї ậ ȲGn DNS Ϡ ᴩ ї вᾼ

ứᴯ ȳӣљ Ϥ έȳ ї аԈ а ֤

έ ғ Ȳᴩ ֯Л֝ ҅ϷṼ Ḗ DNS Ễ֤

ἤҒϤϠ֮ ᴯ Ȳ ӣ֢֯ ӣ ϯ ╣ᾼ

ᶙ ֤ ɎFully Qualified Domain Name, FQDNɏ έȲ

ֽῶ 4-6 ὙȲῶМӦ<>Ἤ Ϥᾼ ⱢṼ ᴩ ứ

ᾼ ȸ 

                                         
212 GSMA(2020/06) ñDNS Guidelines for Service Providers and GRX and IPX Providersò Retrieved  from 

https://www.gsma.com/newsroom/wp-content/uploads//IR.67-v16.0.pdf,P.20 (2021/10/27) 
213 3rd Generation Partnership Project (2019/06) ñTechnical Specification Group Core Network and 

Terminals;General Packet Radio Service GPRS ;GPRS Tunnelling Protocol GTP across the Gn 

and Gp interfaceò Retrieved  fromhttps://www.3gpp.org/ftp//Specs/archive/29_series/29.060/29060-f50.zip 

P.26(2021/10/27) 

https://www.gsma.com/newsroom/wp-content/uploads/IR.67-v16.0.pdf
https://www.3gpp.org/ftp/Specs/archive/29_series/29.060/29060-f50.zip
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ῶ 4- 6ȳᴩ Gn DNSᾼ FQDN έ ӣ 

ӣ

 
ї Gn DNS ᾼ FQDN ӣ Ὑ 

3G APN

ứ 
<APN>.mnc<NMC>.mcc<MCC>.gprs 

3Gᴩ

APNɎAccess Point 

NameȲ Ϥ ֤

ɏ ӣ 

3G RAI

ứ 

rac<RAC>.lac<LAC>.mnc<MNC>.mc

c<MCC>.gprs 
Routing Area 

IdentityȲ ῶӱצ

֮ ϱ ᴯ ᾼ

3Gᴩ  

LACῶӱ╥ ӀȸẂֽ ҖӀȲ

RACῶӱ Ἤ֯ᴩ╜ ȲẂֽ

 

4G APN

ứ 

<APN>.epc.mnc<NMC>.mcc<MCC>.

3gppnetwork.org 

4Gᴩ

APNӣ 

4G TAI

ứ 

tac<TAC>.epc.mnc<MNC>.mcc<MCC

>.3gppnetwork.org 

Tracking Area 

identityȲ֮צ ϱ

ᴯ ᾼ4Gᴩ

 

TACῶӱ╥ Ӏᴩ╜ ȸẂֽ Җ

Ӏ  

5G DNN

ứ 

<DNN>.epc.mnc<NMC>.mcc<MCC>.

3gppnetwork.org 

5Gᴩ ᾼ

DNN ɎData 

Network NameȲ

֤ ɏ 

5G TAI

ứ 

tac<TAC>.5gc.mnc<MNC>.mcc<MC

C>.3gppnetwork.org ֮ ϱ ᴯ ᾼ

5Gᴩ  TACῶӱ╥ Ӏᴩ╜ ȸẂֽ Җ

Ӏ  

ẃ ȸӐ ᵂ 
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 ӂ П  

 ӭᾼ 

IoT ɦ ᵑɧцɦứᵿɧȲɦ ᵑ ɧɎIdentifierɏ֯

ứ МҠ Ϛ֮ ᵑҏ Ϛ IoT ПаԈɎEntityɏȲ ֤ ȳIP

ᴯᵿế ᶁⱢ ᵑ ȴ214Ӧὑᾬ ὢ ὑ

ӣ Пה ᴞ ᾼ ὢ Ȳ ֥ѿ⅔Ҕӻ ɎPacket 

switchɏᾼѠה Ȳюצѿ ӻ ɎCircuit switchɏѠה

Ἠ П ᶮȴ 

5Gᴩ П ȲIPБכⱢ ứ ȳ ғ

оцᴩ 5G ᶾ П Ȳ ҒḆֵ Ɏ ӣ ɏ

П ӣ Ȳ֪ DNSỄ֤ᾼ ἤ Ẕ цП ∂ Ȳẓ֪צ ӑ

ẃ ḖП ϩȲᴕ IPо ‒ цᴞ оПЄ ᾬ

ȲӐ ᴕ ETISἬ ᵉП MECʒ ѝԈц ICANNὑ ד2020

ҏПɦ5G Technologyɧ∂ Ȳѿ DNSʒ ∂Ӵẓ ἤȳᵛ ἤȳҠצ

ц ᵑᾬ П ạȲᵂⱢϯѷ҅ ‒ П

ḟѠ Ȳṳ Ἐ ɎProof of Concept, PoCɏ Ȳ IoT

ᴞ П ạȲṳᴞѻ Ṇ цӂ ȴ 

Ӑ PoC ∂ ὑ5G ȳЛ ᴟе Ȳṳṿӣ

֥3GPP R15П Ȳѿ DNS ᶾ П ӣἤȴӐ ạ

Ɫ IoT ӢכϚ Ҕᵶ IoT ᴩ ɎInternational 

Mobile Equipment Identity, IMEIɏȳ ֤ ȳ ֤ цẔṿӣП

йѱὢ Пᶙ ֤ ɎFully Qualified Domain Name, FQDNɏȴẔ

ἘⱢ IoT 5G ֮ ɎNext Generation Node B, gNBɏ ᴟ

5G ї ɎCore NetworkɏȲϚӎ IoT ғȲכ и

ẞϚ IPv4цIPv6ᴯᵿȲцϚ DNS ȴҫⱢṿ ῏Ҡѿᶶ

                                         
214 AIOTI (2018/02) ò Identifiers in Internet of Things IoT ò, Version 1.0, Retrieved  from 

https://euagenda.eu/upload/publications/identifiers-in-internet-of-things-iot.pdf (2021/10/27) 

https://euagenda.eu/upload/publications/identifiers-in-internet-of-things-iot.pdf
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Ϡ IP DNSП ᾼ … оȲѿцṆ П ᴩ Ȳ ᵑ

Dashboardӂ ῏Ҡѿᶶ Ϡ ᴩ ᶮȲ֝ Ϸὔὑ ȳ

ц▲ ȴ 

 ӂ П 5G  

(Ϛ) 5G  

Ӑ ṿӣ ֥3GPP R15ᾪӐПgNB Based 5G SA

Ɏѿϯ 5G ɏȲ 5G ї 5G ֮ П ᴩ

ⱢȲⱢIoT Ҍц IPȴ 4-8 ὙӐ 5G Ἤẓ

Пצ 5G ї аԈғ ȲҔᵶ╜ ạғ ɎPCFɏȳ Ϛ

ғ ɎUDMɏȳ ᴻὢ ғ ɎAUSFɏȳ׀ậ

ғ  (AMF) ȳ ғ  (SMF)ȳṿӣ῏ӂ ғ ɎUPFɏ

ц ғ ɎDNɏ ғ аԈȴ 

 

4- 8ȳ5G ἬҔᵶП ғ аԈ 

ẃ ȸӐ ᵂ 

5G ɎEmulatorɏП5G ї ẓ 5G Ἤ ғ

Ȳ ЛẓUDPЮ Ȳ╝ ѽAAA ғ ɎAccountingɏП
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Ӣќ Ȳ֪שׁױṅ ᴕ 3GPP TS 29.561צ RADIUS 

accounting updateП ὙɎֽ 4-9ἬӱɏȲѿ5G Ἤ ὍП

API RADIUS ServerаԈȲѿLog GeneratorҒϱRADIUSП

Ѡה AMFцgNB Ȳṿ5G ẓ RADIUSẦứќ

ғ Ȳ AAA ɎAuthentication, Authorization, and 

Accountingɏ∟ ӣљ ɎֽȸDNNȳCell IDȳIMSIȳ

IMEIȳIPɏϚ RADIUSẦứ⅔Ҕ DNSȲԛӦ DNS

ᴞ Ӣכ IoT ПA RecordἨ AAAA Recordȴ215Ɏ 4-9 

МПDN-AAAⱢ ϮѠ аȲҠѿ RADIUSẦ SMF

ӻ authentication, authorization, accountingȴɏ 

 

  
SMF DN-AAA   

Nsmf_PDUSession_Update
SMContext 

UPF 

Namf_Communication_N1

N2MessageTransfer 

Accounting-Request (Interim-Update) 
 

Accounting-Response (Interim-Update) 
 

AMF 

 

4- 9ȳRADIUS accounting update 

ẃ ȸ3GPP TS 29.561 

                                         
215 3rd Generation Partnership Project (2021/09) ò Technical Specification Group Core Network and 

Terminals;5G System; Interworking between 5G Network and external Data Networks;Stage 3ò, 3GPP TS 

29.561 V17.3.1, P23-31 
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PoC ἬṿӣП5G ғ и ֽῶ4-7ȸ 

ῶ 4- 7ȳPoC ӣ 5G ғ Ὑ 

5G װ ғ  Ὑ 

1 
5G ֥

3GPP ᴩⱢ 

5G ╥Ṽ 3GPP R15 Ȳṳ ὑ

ѱПֵ Л֝ ӣ Ȳ ᴷҠ

֥Ӑ ᾼׁשέ 3GPPἬ ᵉᾼ ד

Ḗȴ 

2 
5G Ҡ

йѱғ  

5G йѱ ֯ SA▐ ϯȲИ ҉и

Ẕғ цҒѿҀ ȴᵀ╥ ӣ

ї ֮ Ҡ 5G SA▐ ṳ ẁ

йѱғ ᾼ ₇ ẞ צἉИדד2021

₇ȲἬѿᴕ ἤцכӐᴖ ӣ 5G ȴ 

3 
5G Ҡ

ẁ  

Ӑ ṅשׁ ẞֵ ѿѠ―∟

έȲẂֽ gNBȳ5GCȳUE IMSIȳIMEI ᵛ

П IPᴯᵿȳ έ ȲȲ5G

ῴ ᵛⱢ ḖȲ Ὅṿӣ῏

Ϥ ṅᴟשׁ Ϛ⅔Ҕᾼ ⇔ȲϷҠ Є

Ӣ API ѿϱἬ ȴ 

4 

5G ӣ

ԓ ᵂȲ

ẁ ἤҠᴞᴩ

Ϥ ϮѠ  

5G ӣԓ ᵂȲ ὑ Linux Ὅ

ẁҔᵶ 5GCѿц gNB аԈꞋӦ דה

ὢ Ȳ֝ Ԋ ὑẔᵂ Ṇ Ɫ LinuxṆ Ȳ

―Ҡ ὔ֯ 5G М ȳׄ ᴩӐ

Ἤ Пⅎ о Ȳה ᵓ Ӑ Ἤ 5G

ҏ Ӣ DNS Record 

ẃ ȸӐ ᵂ 
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ӣ ӭᾼᴖṕȲӐ ӣПgNB Based 5G SA

֥3GPP 5GᴩⱢȲẔ5G ї цgNBғ ֥

PoCḖȲ Ẕғ ‒ ᵑП ӣ צ Ȳѿϯ

ẓ Ὑ5G П ȸ 

1. ‒ ᵑП ӣ ứ ȲӐ

ᴕ IoT ц Ḗ ứ5G Ȳ ӣ

ᴕ ᾬ ϢӻФᵂӣП ứȴ 

2. ‒ ᵑП ӣ ȳ П

Ḗ ȲӐ ṳậӣ 5G П

5GC йѱ ғ ứȲ5G ӣԓ ᵂȲ

ᾎ ẞ 5G ₇ᾼ ϩȴ 

3. ‒ ᵑП ӣ Ḇֵᾼ ׄԓᴕ

ȲPoC …Ɫ⅔ ԍה ȲЛ еԚ

ȴ 

4. 5G ӣ Ɫ 5GȳLTEȳLTE-MếNB-IoT

ᾼ ḟѠ Ȳ ֥ 3GPP ᾼ eNBế EPCȲѿ ᴩғ ế

ἤ ȴ 

5. 5G ₇Ɫ ֥ ‒ ӣ ḖȲLatency ẞ <10msȲ

5G ױ ȴ 

6. 5G ‒ ӣ ’ ֯ вҠѿה17ּ ὢ Ӕ

ạȲ ᾼ צ Ϛ 5G Ȳ

ғ ȴ 

(ϡ) йѱ ứ 

PoCП йѱ ứ…Ṽ 3GPP TS 23.501ứ Пйѱ/ὢ

₤ɎSlice/Service Type, SST ɏ ֽ 4-10ἬӱȲṼᶧ

ứIoT SST ֽῶ4-8Ȳѿ ќ 5G ӣП йѱὢ
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₤ȴ2165G ќ йѱד ứȲᵀЛҔᵶṼ

SSTи Л֝IP◕Ȳ╝ׁשṅ йѱSST DNN

Ɫ ֥ ȲṼЛ֝ᾼ SSTDNN ֥ Л֝ᾼ IP

◕ȲṿЛ֝ ◕ ПIoT ṿӣ П йѱғ ȴ 

 

4- 10ȳ3GPP TS 23.501Ἤứ ПSST  

ẃ ȸ3GPP TS 23.501 

ῶ 4- 8ȳ йѱ SST ứ 

 IoT_1 IoT_2 IoT_3 IoT_4 IoT_5 

DNN internet1 internet2 internet3 internet4 internet5 

IMEI 
355979860

003363 

355979860

003702 

355979860

003728 

355979860

003785 

359047100

170495 

NSSAI eMBB eMBB URLLC MIOT MIOT 

SST 1 1 2 3 3 

Template 
AR/VR 

8K Videos 

AR/VR 

8K Videos 

Factory 

Automatic 

Machines 

Smart City 

Sensors 

Smart City 

Sensors 

ẃ ȸӐ ᵂ 

(Ϯ) MEC ▐  

ETSI MEC 003ὙMEC…╓֯ Ὼ Ἠ Ὼ

ᾼ М ᴩᴩ ғ ȲẔ ▐Ҕᵶᴩ

ѻ Ɏֽᴩ ӂ ȳᴩ ӣ цה о ╟ɏȳ

ᴩ Ṇ ȳᴩ ѻ ц ҵ ד ɎẂֽ

                                         
216 3rd Generation Partnership Project (2021-09) ñTechnical Specification Group Services and System 

Aspects;System architecture for the 5G System (5GS)ò TS 23.501 V17.2.0, P216 
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ɏП ȲẔғ аԈ ֯׀ П ᴕ Ю

Ɏֽ 4-11ɏȴṼ MEC ᴕ Пứ Ȳ ғ Ѡ П ᴕ

Ɫ MpɎֽ Mp1ɏȲ ӂ П ȳᵫ ц Ṇ Ѡ

П ᴕ Ɫ MmɎֽ Mm5ɏȲᴖ ҵ ד П ᴕ

Ɫ MxɎֽ Mx1ɏȴӐ MEC▐ ᴕᴩ ӂ

ɎMobile edge platformɏП ἘȲ ПMECᴻ ὢ йиכЛ

֝ ɎVirtual Machine, VMɏѿׄ DNSӣ цה

ӂ ȴ֯ᴩ ӂ МȲẓצ☼ ạɎTraffic Rules Controlɏȳ

DNS ɎDNS Handlingɏц Ҍὢ ɎService RegistryɏϮ

ғ Ȳ217Ӑ ѿ Edge DNSWⱢDNS ғ Ȳ

DNSᴞ 5G ậ ӣљ Ɏֽ Start/Stop timeȳ

MSISDNȳIPȳIMSIȳIMEIȳCell IDɏ∟Ȳ Ҡᴞ Ӣכ A 

RecordцAAAA RecordȲԛ ד ᴟ ӂ ȴ 

                                         
217 ETSI, GS MEC 003 (2016/03) ñMobile Edge Computing (MEC);Framework and Reference 

Architectureò, P9  
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4- 11ȳMEC▐  

ẃ ȸETSI GS MEC 003 MEC 

ᴕ ICANNɦ5G TechnologyɧМ ц ᵅἋ П 5G

ӣȲ Ҡ DNS ὑ Мї ῺȴἬ ᵛ

…╓֯ ᾼ ᴩ ȲṿПḆ Ὼ ѠȲ DNS

֯ Ҡ ю ẞ ПἋ Ȳ IoT ȲһҠ

Л ֮ ứ֣ẞḆ Ὼһᾼ МїȲ218ᵓӣMEC▐

ϯEdge DNSᾼ Ἐ ᴩIoT Ȳ֪IoT ῺȲѩ

IoT ֫ ї ᾼGn DNSȲ ᴩ έ Ḇᶶȳ ᵅἋ

ἤȲ╝ Ӑ ПDNSц ӂ ὑ Ὼ ᾼᴯ ȴ 

Ӧὑ ᶾ ᾼ ḔȲṿ UEẞ 3Gᴟ 5G ї

ᾼ⅔Ҕẃ֫ἏΌ ɎRound trip time, RTTɏ Ȳ RTT

ᾼ֪ ҳצ ȸᾬ ȳᴻὢ ᾼ ȳ Юц

                                         
218 ICANN Office of the Chief Technology Officer,(2020/01/23)ò 5G Technologyò, P5 
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ἤᾼ ☼ Ȳ ᴻὢ Ḇ Ὼ UEᾼ ȲҠ RTTȴ219֯

ɦ5G TechnologyɧМӼ ц 5Gᾼӭ ПϚ… Ἃ ἤ ẞ

10msἨ 5ms RTTѿϯȲṳ∂ DNSП ῺӐ֮ ѹ

ᵓӣи ᾼᶶậṆה DNSᾼ ȳ ᵅἋ ἤȴ220ҫ ᴕ

NGMNɦPre-Commercial Networks Trials Major Conclusionsɧצ

Ἃ ἤП ȲNGMN UEẞ ậ׀ ɎRadio 

Access Network, RANɏᾼRTTЊὑ ὑ8msȲᴖ UEẞ

ɎNew Radio Nodeɏԛẞ4G ї Ἠ5G ї ц

ӣᴻὢ П ᾼ ֽὨ╥ 200еṭȲẔ RTTЊὑ ὑ 10msᴟ

15 msȲẔ Ὠ ӱ ї ẞ RANП ᾼ ᾼ

Ἃ ἤ ᵂӣȲӼ ӱϠMECПӇ ἤȴ221ׁשṅ ҫ

М ‒ȳү Є Єȳ цү П╦ RTT ֽῶ 4-9Ȳ

֪ ֮ЊȲ ᴟ ї ᾼ ֯פּ 170еṭПвȴֽⱢ

֮ ЄП ֮ ȲẔ ї ᴟ Ҡ 600еṭȳ

RTTӼ ҒȲ MEC ֯ Ὼ ᾼᴯ Ҡצ ᵅἋ ἤȴ  

ῶ 4- 9ȳᴩ Ἃ ѩ  

ᴩ װ  Ἃ  

1 UE ᴟ 5G ᾼ MEC <1ms 

2 UE ᴟ 5G ї  RTT<15ms 

3 UE ᴟ 4G ї  RTT<25ms 

4 UE ᴟ 3G ї  RTT<45ms 

ẃ ȸӐ ᵂ 

 ӂ П ⁄ 

ὑЄ Пᾬ Ȳѿњ DNS֤ Ȳֽ

Ҡᴞ ⱢϢ Ҡ П DNS֤ Ȳ ὑᾬ П Єᵗ−צ

                                         
219 Adam NovotnĨ (2021/06/29) ñWhat is RTT (Round-Trip Time) and How to Reduce it?ò Retrieved  

from https://www.stormit.cloud/post/what-is-round-trip-time-rtt-meaning-calculation 
220 ICANN Office of the Chief Technology Officer,(2020/01/23)ò 5G Technologyò, P6 
221 NGMN (2021/2/17) ñPre-Commercial Networks Trials Major Conclusionsò Retrieved  from 

https://ngmn.org/wp-content/uploads/210406-NGMN-PrecomNW_Trials_Major_Conclusions-v2.pdf, P12-

P14 (2021/12/02) 

https://ngmn.org/wp-content/uploads/210406-NGMN-PrecomNW_Trials_Major_Conclusions-v2.pdf
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ȴ ḕ IoT ᶁצϚҏ Ȳẓצ IDȳ ₤ ID

ц₤ ɎẂֽ:Ṟ ȳ ȳ Ἠ Ԝ ɏȲ ҏ

Ҡ ậṳ ֤ ѿ∂ Ẕ DNS ȲDNS צ

Ẕ П ᵑɎẂֽȸ ϚᾼIDἨᶧԝ ɏȲѿ Ẕ҃ иȴ222 

Ӑ ậ ṿӣ῏ὢ ɎRemote Authentication Dial 

In User Service, RADIUSɏẦ Пӣљ ц AAA כ

DNS ᴯȲӣљ ᴯМҔᵶẓunique_idȳdevice_modelȳ

device_categoryȳLocationцdomain_nameа П ᴯȲֽῶ4-10Ἤ

ԝȲӣὑPoC ПDNSᴞ ᴯȴẔМunique_id╥

ᾼ Ϛ ᵑ Ȳѿ’ Ẕ ϚἤП DNS֤ Ȳѿ ASCIIֿ ῶӱȲ

Ɫ ѝֿӕἨ ֿȲ֯Ӑ PoCМѿ IMEIWⱢ Ϛ ᵑ ȲṳҠ ӱ

device_modelц device_category₤ ц ₤ ἤȴױҵȲ IoT

ᾼ DNS֤ Ҕᵶᴯ ȲҠѿ ӣљ ᾼ ᵑ ᾼᾬ ᴯ

Ȳ֯Ӑװ PoCМȲDNS֤ Ҕᵶ ֮ ц ֤Ẓ ᵑᾼᴯ ȴ 

ҵȲֽṞױ ȳ ₤њ ц Ϣ ẓ IoT ẓצ ἤȲб

IoT ȲⱢϠ МIoT ПDNS Ȳ IoT

ẞ ᾼ Ȳ Ӣכ ᾼDNS ṳ֯╓ứᾼDNSᴻὢ

ϱ Ҍȴ223 

                                         
222 J. Jeong (2021/08)ò DNS Name Autoconfiguration for Internet-of-Things Devices in IP-Based 

Vehicular Networksò 
223 Vixie, P., Ed., Thomson, S., Rekhter, Y., and J. Bound (1997/04) "Dynamic Updates in the Domain 

Name System (DNS UPDATE)", RFC 2136 Retrieved  from https://www.rfc-editor.org/rfc/rfc2136 
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ῶ 4- 10ȳPoC П DNS כ ᴯ 

֤  Ὑ 

DNN 

DNNⱢ Ϥᶾ Ȳ IoT ҏ Ȳ ϱ Ӈ

Ϛ Ȳ ṕПȲDNNḟứϠ ϤѠה

ȴ 

Cell ID ֮ П ᵑ ȴ 

IMSI 

IMSI╥ḕ ӣљἬ Ṇ ᾼ ᵑ Ȳ њ ϤSIMқц

∟ȲSIMқМ ậӣљἬ֮֯ Ȳ ӣљἬ֮֯ Ӑ֮

Ṇ ɎHome Location Register, HLRɏЛ֝ Ȳ ẞӐ

֮ Ṇ ȲṆ Ȳה ϤҫϚ ҵ֮ Ṇ

ɎVLRɏ ȴ 

MSISDN 

ӣљ ᵑ ɎMobile Subscriber International ISDN 

number, MSISDNɏ╥ᴩ ӣљᾼISDN  Ȳ╥ӣљẻҪе ᴩ

ᾼϚ ᵑᴩ ӣљᾼ ȲҠӦױ ᵑӣљἬ

ц ‒ ῏ȴ 

IMEI 
IMEI╥ḕ IoT ᾼ Ȳ Ϛ ӱ֯

ṝϱ ҵҔ ϱȲ֝ Ϸ֯׀ὑ ᾼ Мȴ 

IP и IoT ᾼIPȴ 

ẃ ȸӐ ᵂ 

(Ϛ) DNS ⁄    

Ṽ RFC 1123צ DNS ⁄Пứ Ȳ224ḕϚ ֤П

 ⇔ѿ63ֿаⱢ Ȳ ֤  ⇔Л 255ֿ аȲ ֮

ᴯ ᴯҒϤ ֤ȲᵛҠ ӦDNSᵑIoT ׄ ὑ Ϛ

ᾼὢ вȲṳҠ ӣ֯Л֝ᾼIoT Мȴ 

(ϡ) IoT ᾼ Ϛ ӱ  

Ṽ GSMAứ ḕ IoT Ӈ ᴞАצ Ϛ ϡᾼTAC

                                         
224 Internet Engineering Task Force (1989/10) ñRequirements for Internet Hosts -- Application and 

Supportò, P12, RFC1123 Retrieved  from https://tools.ietf.org/html/rfc1123  

https://tools.ietf.org/html/rfc1123
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Ȳ225֪ IMEIᾼ Лצ ᾼ ϚἤȴӐ ӣ

GSMAᾼứ ӣIMEIᴯ ᵂⱢIoT Ȳ Лכ ᾼ

Ϛἤᾼғ ȴIMEIӦ15-17 ֿ Ȳ›ϥכ TACῶӱ

ᾼ₇ ế₤ Ȳ 9ᴯ Ởẞ 14ᴯ⁄╥Ӣ ᶧ Ȳ 15ѿ

∟⁄╥ ȴ 

(Ϯ) ֮ ֮ ӱ 

Ṽ 3GPP TS 29.561ứ Ȳ226 SMFи IP∟Ҡѿ

RADIUSẦ IPȳIMEIȳCell ID ҏȲCell IDц

Domain֝ ῶӱ UEᾼ֮ ᴯ ȲиЄ ᾼ Domainֽ

Җȳ ֮ѠȲЊ ᾼ Cell IDȲῶӱ UEἬ֯ᴯ П ȴ 

(ҳ) 5G ї П DNS  

GSMA IR.67╓іȲ227ӣὑ 5GC▐ М ẁ аד

FQDNέȲӦ3GPP TS 23.003ứ Ȳ Ὑ ‒ ῏

ṿӣ5G ПDNSứ ȴ 

Ӑ П ạ ᵑ IoT Ϛ FQDNȲ ה

ֽϯȸ 

<IMEI>.<Cell.ID>.<Domain_ID>.<sst>.nssf.5gc.mnc<MNC>.m

cc<MCC>.3gppnetwork.org 

FQDNȲ ῏Ҡ ὔ ᵑҏ ᵑ ȳ₤ ȳ

йѱ ἤцẔἬ֯ᴯ Ȳѿ П Ȳѿϯ Ὑȸ 

1. IMEIȸ Ɫ ᴩ ɎInternational Mobile 

Equipment Identity, IMEIɏȴ 

                                         
225 GSMA (2019/04) ñIMEI Allocation and Approval Processò Retrieved  from 

https://www.gsma.com/newsroom/wp-content/uploads//TS.06-v16.0.pdf ,P4 (2021/10/27) 
226 3rd Generation Partnership Project (2020/06) ñTechnical Specification Group Core Network and 

Terminals;Interworking between the Public Land Mobile Network PLMN supporting packet based 

services andPacket Data Networks PDN ò Retrieved  from 

https://www.3gpp.org/ftp//Specs/archive/29_series/29.061/29061-f60.zip , P80 (2021/10/25) 
227 GSMA (2020/06) ñDNS Guidelines for Service Providers and GRX and IPX Providersò Retrieved  from 

https://www.gsma.com/newsroom/wp-content/uploads//IR.67-v16.0.pdf , P20 (2021/10/25) 

https://www.gsma.com/newsroom/wp-content/uploads/TS.06-v16.0.pdf
https://www.3gpp.org/ftp/Specs/archive/29_series/29.061/29061-f60.zip
https://www.gsma.com/newsroom/wp-content/uploads/IR.67-v16.0.pdf
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2. Cell_IDȸⱢ ֮ П ᵑ ɎẂֽ ҖӀМӔ x ɏȴ 

3. Domain_IDȸ҅ῶ ֮ Ἤ֯П֮ ᴯ ɎẂֽ ᴫ Җ

Ȳ ᴎ › ѿҖᴟừ ɏȴ 

4. MNCȸᴩ П ҅ ɎMobile Network Code, MNCɏȲ

╥ ‒ ῏ᾼ ȲẂֽМ ‒Ɫ011ȴ 

5. MCCȸ⁄Ɫ П ҅ ɎMobile Country Code, MCCɏȲ

╥ ‒ ῏Ἤ ᾼ҅ ȲẂֽ Ɫ466ȴ 

6. sstȸⱢ Ἤ Пὢ йѱ ₤ɎService/Slice Type, SSTɏȲ

Ẃֽsst=1ῶӱeMBBȲsst=2ῶӱURLLCȲsst =3ῶװMIOTȴ 

 

PoC МFQDN …ӦIoT 5G Ȳ

3GPP TS 23.502 R15צ IoT ∂Ӵ ȲẔFQDN ẃ

ֽ 4-12Ȳҫ 4-12ПḔ 1цḔ 3 ֽϯȸ228 

 ̧Ḕ 1ȸPDU ∂Ӵ ḖɎPDU Session Establishment 

Requestɏȴ 

UEẞAMF NAS Message (S-NSSAI(s), DNN, PDU 

Session ID, Request type, Old PDU Session ID, N1 SM container 

 ̧Ḕ 3ȸNsmf_PDUSession_CreateSMContextḖ

ɎNsmf_PDUSession_CreateSMContextRequestɏȴ 

AMFẞ SMF Nsmf_PDUSession_CreateSMContext 

Request (SUPI, DNN, S-NSSAI(s), PDU Session ID, AMF ID, Request 

Type, PCF ID, Priority Access, N1 SM container (PDU Session 

Establishment Request), User location information, Access Type, PEI, 

GPSI, UE presence in LADN service area, Subscription For PDU 

Session Status Notification, DNN Selection Mode, Trace Requirements) 

Nsmf_PDUSession_UpdateSMContext Request (SUPI, DNN, S-

NSSAI(s), SM Context ID, AMF ID, Request Type, N1 SM container 

                                         
228 3rd Generation Partnership Project (2021-09) òTechnical Specification Group Services and System 

Aspects; Procedures for the 5G System (5GS)ò, 3GPP TS 23.502 V15.15.0, P66-68 
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(PDU Session Establishment Request), User location information, 

Access Type, RAT type, PEI) 

 

ṼḔ 1цḔ 3 ὙȲIoT Ҍ SUPIȳDNNȳ

NSSAIȳIMEIц User locatio informationᴟ SMFȴ229 ӣ֯

PoC МȲNSSAIⱢ IoT П йѱ SSTȲUser location 

informationⱢCell_IDȲᴖӐװPoCᾼDomain_IDӦDNSᴞ Ӣכȴ 

 

4- 12ȳIoT ∂Ӵ ПFQDN ẃ  

ẃ ȸ3GPP TS 23.502 v15 

 ӂ ПṆ ▐  

(Ϛ) ғ ▐  

ӐװPoC 5G ϯȲ Єצ IoT ɎUEɏ Ȳ

ֽᴶᵓӣDNN NSSAIйѱ йѱ Ȳṳὑ5G

М Raidus Serverғ Ȳṿ 5G П ї ẓ SMF

ὑ UE Ҍ ∟Ȳ UEᾼ AAA ẞ ϮѠ ӣП ạȲ

ԛᵓӣDNSᴞ ӢכUEПA RecordἨAAAA RecordȲṳ

ӦӐ ᴞᴩ П RESTful APIד ẞ

Dashboardѻ ѿᵛ Ӣדכ ȴѿϯֵ ậ ȳ

                                         
229 3rd Generation Partnership Project  (2021-09) òTechnical Specification Group Services and System 

Aspects; Procedures for the 5G System (5GS)ò, 3GPP TS 23.502 V15.15.0, P65 
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ậ ȳ цṆ и ғ ▐ ȴ 

1. ֵ ậ  

Ӑ PoC ӣϚ Amarisoft Classic 

Callbox5GȲⱢϚẓ3צGPP ПgNB Based 5G SA

Ȳ ẁ 5G ї ғ Ӊ ȲҠ 5G ֮ ɎgNBɏ

ї Ɏ5GCɏП ᴩⱢȲṳќ йѱғ Ȳѿ ֥

Ӑ PoC ӭᾼȲҫҵ Ẓ MECS-6110ᴻὢ ṳ

ὑϱ ׄ Edge DNS ServerDNS ȲиᵑⱢDNS_1ה

DNS_2ȴ 

2. ậ  

֥ 5G ї Ɏ5GCɏғ П 5G ֮ Ȳ ẁ ֥

3GPP 5G gNBד ậ П Ю ȴӐ П5G

ẁ 3 ֥ 3GPP gNBП 5G CellsȲ3 CellsиⱢ 2

DomainȲ Cell_1Cell_2ὑ Domain_1Ȳҫ Cell_3

ὑDomain_2ȴ 

3.  

IoT ɎUEɏ ậ Ϥֵ ậ

ȴӐ ẁ5 IoT ȲṼ ᶧ ⱢIoT_1ȳIoT_2ȳ

IoT_3ȳIoT_4цIoT_5ȴ 

4. Ṇ  

ṿӣϚ MECS-6110ᴻὢ Ȳϱ ׄ Web Serverӂ

Ȳ ẁPoC ᾼDNS ғ ȴ 

Ṽ ӐPoC Пғ ▐ ȲIoT 5G gNBᾼ

щ ɎCellsɏ Ϥ5G ї Пṿӣ῏ӂ ế ạӂ ȲԛӦ

5G ї ẁ IoT Ҍȳ ц ғ ȲIoT

ṼἬ֯ᴯ ᴟЛ֝DomainМᾼCellȴPoCד ғ ▐

ᴕ 4-13ȴ 
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4- 13ȳғ ▐  

ẃ ȸӐ ᵂ 

 IoT ẞ5GCᾼAMF ᴩ Ҍ ȲAMF

IMSIȳIMEIц DNN ứ IPᴯᵿȲṳ RADIUSẦ

DNNȳCell IDȳIMSIȳMSISDNȳIMEIȳIPȳSST ȲṼ

Ἤ֯ Domain DNS_1Ἠ DNS_2Ȳ DNSןẞ ∟ᴞ

Ӣכ A /AAAA Recordȴ5GC DNS ӣП Ȳ…Ṽ

3GPP TS 29.561ᶾ ѝԈѿ RADIUS Accounting в Ȳ

SMF DN-AAAɎDN-AAAⱢ ϮѠ аȲҠѿ

RADIUSẦ SMFӻ authentication, authorization, and 

accountingɏ аПӣљ ц AAA DNSȲᵂ

DNSᴞ П ӣȴ 

(ϡ) ▐  

PoC ӂ П ȲṼẔғ ȳ ȳ₤ ȳ

ֽῶ4-11ȴ 
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ῶ 4- 11ȳPoC П ԝῶ 

ғ װ   ₤   

PoC ӂ

П▐ … 

Ὑ 

1 ᴻὢ  
ᶾῖדּ

Ԍצ еҨ 

MECS-

6110 
3  

Ẓ ᴻὢ ӣὑ

ֵ ậ

ȲϚ ᴻὢ

ӣὑṆ  

2 IoT  
ᶾῖדּ

Ԍצ еҨ 

MXE-211-

M2G 
4   

3 
 

ӻ  
HPE Aruba  

Aruba 

2930F  
1  

ὑֵ ậ

ᵂ Ϯ

MECᴻ ὢ Пӣ 

4 

5G ї

 

Amarisoft 

Amarisoft 

Classic 

Callbox 

1  

gNB Based 5G R15 

SA Ȳ

ậ ц 5G ї

 

5 
5G 

 

ῖԌצ

еҨ 

DTA1164

W /5G 

SA/NSA 

Gateway 

4  
П 5G

 

6 
5G ᴩ

қ 

ꞌ ῖ

Ԍצ еҨ 

APAL 

TRIBUTO 

5G Dongle 

1  
П 5G

 

ẃ ȸӐ ᵂ 

Ӑ 2 IoT П5G Ȳ 1 ╥IoT

ᵓӣ5G Ɏ5G Gatewayɏ ȲẂֽȸֵ ῶ

ᴟ 5G Gatewayԛ ᴟ gNBП ᶮȴ М…ѿЏ ѻ

ɎIndustrial PC, IPCɏҒϱ5G GatewayПѠה IoTכ Ȳ

ֽ 4-14 ▐ МIoT IoT_1ɎIPC_1+5GW_1ɏȳ

IoT_2ɎIPC_2+5GW_2ɏ ȳIoT_3ɎIPC_3+5GW_3ɏ ц IoT_4

ɎIPC_4+5GW_4ɏἬӱȲIPC ϛы ᴟ5G GatewayȲ

ḕϚ 5G Gatewayᶁׄ 5G SIMқȲ 5G ᴟ5G
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ᾼ щ ȲṿIoT ӦgNBϤ5G ї ȴ 

 

4- 14ȳ ▐ Ɏѿ5G Gatewayɏ 

ẃ ȸӐ ᵂ 
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2 ⁄╥IoT 5G ᴩ қɎ5G Dongleɏ

ȲẂֽȸ Џ AGV Ϣ Ӣẓ 5G Ȳ Ӑ

в 5G ᾿ gNB∂Ӵ 5G ȴ Мѿ IPCҒϱ

5G DongleПѠהȲ כ IoT Ȳֽ 4-15М IoT_5

ɎIPC_4+5G DongleɏἬӱȲIPC̓ USBЮ 5G

ғ Ȳὑ5G Dongleв Ϥ5G SIMқȲӦ5G Dongleᴞ

gNBϤ5G ї ᶙכ Ҍ IP ☼ ȲᵛҠṿIPC 5G

ậ׀ ϩȴ֯∟ МȲ IoT_1ȳIoT_2ȳIoT_3Ϛ

֝ ᴩ Ȳѿ Ṇ ӂ ֝ 2 П ϩȴ 

 

4- 15ȳ ▐ Ɏѿ5G Dongleɏ 

ẃ ȸӐ ᵂ  

IoT 5G 5G ї ȲϚ

ӎ 5G ғȲIoTכ и ẞϚ IPᴯᵿȲ

IPᴯᵿϷ Ṽ› ⁄и ẞϚ DNS֤ ȴ֯IoT

МȲ5G ї IoT ᾼ IPᴯ

ᵿȲ ⁄Ҕᵶ и ᴰἬи ᾼIPᴯᵿȲ 4-16ȳ

4-17Ɫ PoC ᾼUE Ҍ☼ ȴ 
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4- 16ȳ PoC ᾼUE Ҍ☼ (ѿ5G Gateway) 

ẃ ȸӐ ᵂ 
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4- 17ȳ PoC ᾼUE Ҍ☼ Ɏѿ5G Dongleɏ 

ẃ ȸӐ ᵂ 

(Ϯ) ӂ П ה  

PoC ӂ Ҕᵶ3 ᴻὢ ȲẔМ2 ӣὑDNS ServerȲ 

1 ӣὑ ӱц ӂ DashboardȲᴻὢ ᾼᵂ Ṇ Ἤ ᾼ

ᴩ ▐ ֽ 4-18Ἤӱȸ 

 

4- 18ȳᴻὢ Ṇ ▐  

ẃ ȸӐ ᵂ 
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Ӑ 4 ⅎ о Ȳӣὑ Ҍ ẞ DNS ᴻὢ Ȳ

ѿ ᴩDNS ה έȲṳ IPц ֤ ẞDNSᴻὢ ϱȲ

∟Ӧ ה ӂ ɎDashboardɏẞ DNSᴻ ὢ ϱ ậ Ȳѿ ᶮо

Ю ɎGraphical User Interface, GUIɏᵧ ȴ4 ⅎ о Ὑֽϯȸ 

1. Edge DNS ServerṆ   

֯ PoC Пᴻὢ ϱׄ BINDɎBerkeley 

Internet Name Domainɏ 9.4ᾪӐѿϱП DNS ServerṆ Ȳ

ќ DNS splitȳminimal responseц RPZɎResponse policy 

zoneɏȲṳẓ ѿϯғ ȸ 

(1) ֤ Ṇ ɎDomain Name System, DNSɏȸ֯ МȲ

Ɏֽ ȳњ ɏṿӣ Ɫ IPᴯᵿᾼ Фדֿ

Ȳᴖ ֤⁄╥ϢҠ ᾼ ᵑ Ȳ Ϥ ֤ᵛҠ ᴟ

Ӕ ᾼ ᴯ ȴDNS… ╣ ֤цIPᴯᵿПи ה Ȳ

Ϥ ֤ἨIPᴯᵿȲᶁҠ▲ ẞד Пѻ ȴ  

(2) DNS▲ ѠהȸиⱢ ɎRecursiveɏцӻה ɎIterativeɏה

Ẓ ȴDNSӣљ ֣DNS ServerП▲ ѿ ⱢѻȲӣљה

⅔Ҕ ҏ▲ Ȳ᾿ẞ ẞӔ ֤ ȷᴖDNS ServerП

▲ ѿӻ  Ɫѻȴה

(3) ɎResource Record, RRɏ ₤ȸ 

ȶ ѻ ɎHost Address, Aɏȸ A ӣὑ έѻ П ֤

Ȳṳ Ẕ ╣ẞѻ П IP ᴯᵿȴ 

ȶ ᵑ֤ ɎCanonical Name, CNAMEɏȸCNAMEⱢᵑ֤ᾼ

֤ Ȳӣὑ █ ᵑ֤ ᴟҫϚ ӔהᾼἨ ᾼ

֤ ȴ 

ȶ IPv6ѻ ɎAAAAɏȸ A Ȳ έѻ ֤

ṳ Ẕ ╣ẞIPv6ᴯᵿȴ 

ȶ ὢ ᴯ ɎService, SRVɏȸӣὑ ᵑἨ╓ứ ẁ ứὢ

ᾼᴻὢ ȴ 
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ȶ ֤ᴻὢ ɎName Server, NSɏ ȸḟứṿӣ DNS 

Serverᴩ ц έȴ 

ȶ NAPTR ɎNaming Authority Pointer, NAPTRɏȸӣὑќ

ENUM▲ Ȳ ╣ẞDNSṆ ȴ 

ȶ ╓ ɎPointer, PTRɏȸὑч֣▲ ẁ ֤ Ȳ…

 IP ᴯᵿ ╣ẞѻ FQDNȴ 

2. DNS  ה

Ӑ ֯Ẓ ᴻὢ ϱׄ DNS Serverṳѿ Ubuntuв∂

Shell scriptѠה Ȳṿӣ daemonᾼѠהḕ ה60ּ ậ 5G 

ᾼ CSV Мᾼה RADIUS informationȲ ậ∟֯

/var/named/chroot/etc/named.confϯȲᴞ Ӣכ FQDNȸ

<IMEI>.<Cell.ID>.<Domain_ID>.<sst>.nssf.5gc.mnc<MNC>.m

cc<MCC>.3gppnetwork.orgȴ 

֯ DNS ServerМȲӦֵ Ϛכ ֤ П

ɎZone FileɏȲӣѿ έцч֣ έ DNS ֤ ȲA 

Record ц AAAA RecordᵛⱢ Ϛ ȲҠ DNSᾼ

֤ ╣ẞ IPv4Ἠ IPv6ᴯᵿȴ230 ậ Ẓ IP ᾼẔה

МϚ ∟ȲDNS ה ᴞ Ӣכ FQDNѿц UE  

П DNS A Record ц AAAA RecordȲᶮכ IoT ᾼ IP DN

ᾼ …Ȳ ϯѷ҅כ ‒ и ȴ 

DNS ה ᵒ ⁄Ȳ ӂ

ɎDashboardɏП Ԉцᵒ ֽϯȸ 

(1) ֽὨDNS ה ᾎ ậRADIUS informationἨ╥ ậҷ

ѿц DNS FQDNᾎ ϤȲ― Ӣ error messageȲ Ϥ

/var/log/messagesȲṳ syslogἏ Dashboardѻ ӱ֯

ϱȴ 

                                         
230 TWNICò DNSּנ (Resource Record)Ю ò, Retrieved  from http://dns-

learning.twnic.net.tw/bind/intro6.html Ɏ2021/11/29ɏ 

http://dns-learning.twnic.net.tw/bind/intro6.html
http://dns-learning.twnic.net.tw/bind/intro6.html
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(2) Ӣכ FQDNכғȲ― Ӣ successful messageȲ Ϥ

/var/log/messagesȲṳ syslogἏ Dashboardѻ ӱ֯

ϱȴ 

FQDNכẞRADIUS informationⱢUE account startȲӢן (3)

∟Ȳ PostgreSQL insertṕ 5G GatewayᾼIPȳIMEIȳ

IMSIȳCell_IDȳDomain_IDȳTimeἏDashboardѻ ȴ 

ẞRADIUS informationⱢUE account stopȲ―ᵔן (4) ẃ

FQDNּנ Ȳ PostgreSQL deleteṕ 5G GatewayᾼIPȳ

IMEIȳIMSIȳCell_IDȳDomain_IDȳTimeἏ Dashboardѻ

ȴ 

3. ӱц ӂ ɎDashboardɏ 

֯ᴻὢ ϱׄ Web Server Ȳ DNSןẞ 5G

ᾼ ∟Ȳ RESTful API֣ Dashboard IoT

П Ҍ Ȳѿ Ϥ Dashboardᾼ PostgreSQL ȴ

PostgreSQL ӂ׀ ד Ҕᵶ DNS LogȳSystem 

Log IoT Ἤ Ӣᾼ LogȴDashboard ѿ GUIѠה

ӱ IoT ᾼRegistry Start/Stop timeȳMSISDNȳIPȳIMSIȳ

IMEIȳCell IDȳSST ӣљ ȴWeb Serverᴻ ὢ

Python ậ Ȳṿӣ῏Ҡ Web-based GUI

ᵂЮ ѿϯғ ȸ 

ȶ ẁ▲ ғ ԝȲ▲ ӱ ứ Пᴯ ҭ ȴ 

ȶ Ҡᵛ ӱ ПDNS NameцẔṿӣПIPᴯᵿȴ 

ȶ ẁṆ ԝ ӱṆ ᾭ ȴ 

ȶ ẁ System Logȴ 

ȶ Dashboardᾼѻ ֽ 4-19ȳ 4-20ц 4-21ȴ 
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4- 19ȳPoC Dashboardӱ  

ẃ ȸӐ ᵂ 

 

4- 20ȳPoC Dashboardҭ ӱ  

ẃ ȸӐ ᵂ 
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4- 21ȳPoC Dashboard System Logӱ  

ẃ ȸӐ ᵂ 

4. ṿӣ῏ὢ ɎRemote Authentication Dial In User 

Service, RADIUSɏ ғ  

Ӑ PoCṼ› П ạцғ ▐ Ȳиᵑ֯ 2 ᴻὢ ϱ

ׄ Edge DNS ServerṆ ȳDNS Ȳц֯ה 1

ᴻὢ ϱׄ ӱӣ DashboardȲṳὑ 5G ϱ

RADIUS ғ ȲṼ 3GPP TS_129561V15ѿ RADIUSẦ

֣ DNS IoT П AAA accounting informationȲѿ

5G UE Ҍ ד Ȳ ẞ DNS ᴻ ὢ ȴ 

5G М 5G Log Analyzerвẓ API Server ѿц

RADIUS Server ȴAPI Server ѻ ӣὑứ ἤ

5G ҵ Ὅ ᾼṆ APIȲṳ ậ 5G М

֮ ї П ᴩּנ Ȳṳ נּ ѡ М ậҔᵶ IoT

Пד ȲֽȸUE ҌἬ IPᴯᵿȳIMSI ȳ

IMEI ȳUE П ֮ ᾼ Cell IDȳUEϱ Ἠ
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ӭ›ᾭ ȴᴖ RADIUS Server ⁄╥

DNS Server∂Ӵ Ȳṳ API ServerἬ ṳиέҏᾼ

ᵛ DNS Serverѿ∂Ӵ DNS RecordȲẔ RADIUS

ᵂ☼ ֽϯцֽ 4-22Ἤӱȴȸ 

(1) 5G Log Analyzerȴ 

(2) 5G Log AnalyzerМAPI ServerѿцRADIUS Server

╥ᵡ иᵑӔ ᴟ 5G ѿц DNSᴻὢ ȴ 

(3) API Serverἤ ậlog ПAPI Requestȴ 

(4) API Server ןẞAPI Response∟Ȳиέ Log в Ȳ

ṳṼ ẂПcsvה ֥ ӢDNS RecordП ṳ

ẁ RADIUS Serverȴ 

(5) RADIUS ServerןẞẃᴞAPI Serverᾼcsvה Ϥ∟Ȳ

Ӵᵛ RADIUS DNS Serverȴ 

(6) ═ 3-5☼ ȴ 

 

4- 22ȳ5G RADIUS ᵂ☼  

ẃ ȸӐ ᵂ 
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PoC Ṇ ӂ цᴞѻ ῶֽה 4-12ȴ 

ῶ 4- 12ȳPoC ԝῶ 

֤ װ  ғ Ὑ  

1 
Edge DNS ServerṆ

 
DNSׄ ứ 2  

2 DNS  ה
ᴞ Ӣכ 5G UE DNS 

A/AAAA Record 
2  

3 Dashboard 
ӱӣ Ȳ ӱ֢

ᾭ ӱ ᵂ☼  
1  

4 RADIUS  
UE Ҍ Ȳ ẞ

DNS 
1  

5 
MECᴻ ὢ Ṇ

 

1. Ubuntu 

2. PostgreSQL 

3. Nginx 

 ה1

ẃ ȸӐ ᵂ 

 ‒ и П ӭц Ὠ 

  

Ӑ ᾬ ѿẒ Ѡה ậ 5G Ȳ ѠהϚ…

5G GatewayᵂⱢ ПМЮȲⱢᾬ ӣ ӣ

ѠהПϚȲẂֽ ῶȷҫϚ Ѡה… 5G Dongle̓

ậ 5G ȲẂֽ Џ П Ϣ ṞɎAutomated Guided 

Vehicle, AGVɏἨ ϢȴӐ ҔᵶѿϯϮЄ ᶾ ᶧȸ 

1. ᾬ ᵓӣ 5G Gatewayậ 5G Ȳṳ֯֝ Л֝ ѿ

ц Л֝ Ȳ Ṇ Ҍцᴞ ϩȴ 

2. ᾬ ᵓӣ5G Dongleậ5G Ȳṳ֯֝ Л֝ ѿц

Л֝ Ȳ Ṇ Ҍцᴞ ϩȴ 

3. Ṇ ⱢЄ ᾬ Ҍцᴞ П ϩȴ 
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 Ӑ ӭ 

PoC ӂ Ṇ П Ӑ ӭȲҔᵶṆ аԈПЮ

ȳ ц‒҆ ȴUE 5G gNBᴟ 5GCȲ Ҕ╗

◕ậ ȳUE ҌȳUE ц UE Ϥ 5G Ӑ Ȳֽ

ῶ4-13 ȴ 

ῶ 4- 13ȳ Ӑ ӭ ῶ 

в װ  Ὠ Ὠ 

1 
5G radio band 

scanning 

UEҠ

ẞ5G N78◕

П

 

UE ẞ5G ȲẔ

ὨҔᵶ99901П5G  

2 
UE attached 

with successful  

UE Ҍᴟ5G

 ғכ

UE ҌכғȲUEכғ ẞ5Gן

Ἤ ПRegistration Accept

 

3 
UE attached 

with failure 

UE Ҍᴟ5G

ҷ  

UE ∟ȲṿUE Ҍ

ἴȲUEןẞ5G Ἤ П

Registration reject 

4 

UE de-attached 

with successful 

case 

UE 5G

 ғכ

5G Gatewayғ Ȳ5G 

GatewayṼ 3GPP ☼

Deregistration requestȲв Ҕᵶ5G 

GatewayҌἬ П5G-GUTI

ṳ ẞgNBן ПRRC release 

5 
UE integrity 

protection 

UE П ạ

⅔Ҕẓ ᶙ

ἤ ׄ’  

SecurityModeCommandМ╓ứ

Пᶙ ἤ’ ᾎⱢ5G NIA1Ȳ

NAS ꞋҔᵶṼ в

ПMAC-I Ȳѹ Ҍ Мӑ

ҏ Integrity check failedП  

6 
UE data traffic 

interoperability 

UE ҠӔ

5G Ẕ҃

 

UEҠậ 5GCἬ ПIPv4ᴯ

ᵿȲṳ ᵓṿӣPingЏẓ Ẕ҃

Ȳ5G GatewayןẞGoogle 

DNS֫ ПICMP Echo Response

Ὑẓ ӂ Ф ἤ 
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в װ  Ὠ Ὠ 

7 

Network slicing 

access 

privileges 

gNB 5GC∂

ӴNGẦứ

ȲҬצ

ứ֥ᾎnetwork 

slicingᾼgNB

И ғ∂Ӵכ

 

gNB 5GC∂ӴNGẦứ Ȳ

Ҭצ ứ֥ᾎnetwork slicingᾼgNB

И ғ∂Ӵכ ṳ֫ NG setup 

response 

ẃ ȸӐ ᵂ 

 ӭ 

ӭѻ … Ӧ ứIoT Л֝П цṿӣ ᶮȲ

IoT ֯Л֝DomainП ȲIoT ᾼIPᴞ ậ IP

ᴯᵿȲ֝ DNSᴻὢ ֝Ḕ ḆḂA RecordцAAAA RecordȲṳ

Ẕ҃ Domainϱᾼ DNSᴻὢ ӻ FQDN Ȳ ẞ IoT ֯

ᾼФד Ȳᴞ ɎAutoconfigɏ ȴ 

ᶙכIoT ֯Л֝CellП ᴩᴞ Ҍ∟Ȳ IoT

֯Л֝CellП ═ Ȳ logо ᶮȲҫҵ ӣ ה

Ѡה ӢЄ IoT Ȳ Ẕќ Є ᴞ Ҍᾼ ϩȴ 

IoT ῴỞ ứֽῶ4-14ȸ 

ῶ 4- 14ȳIoT ῴỞ  

 IoT_1 IoT _2 IoT _3 IoT _4 IoT_5 

DNN internet1 internet2 internet3 internet4 internet5 

IMEI 
35597986000

3363 

35597986000

3702 

35597986000

3728 

35597986000

3785 

35904710017

0495 

NSSAI eMBB eMBB URLLC MIOT MIOT 

SST 1 1 2 3 3 

Template 
AR/VR 

8K Videos 

AR/VR 

8K Videos 

Factory 

Automatic 

Machines 

Smart City 

Sensors 

Smart City 

Sensors 

Throughput 1Gbps/1Gbps 1Gbps/1Gbps 
500Mbps/500

Mbps 
1Mbps/1Mbps 1Mbps/1Mbps 

ẃ ȸӐ ᵂ 
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(Ϛ) Ϛ 

IoT МȲֽ ⇔ Ἠ╥Ὲ ₇ Ȳ

ṳЛẓ 5G ϩȲҠѿ 5G GatewayᵂⱢ П

МЮ ᴩ5G ȲⱢᾬ ӣ ṿӣП Ѡהȴ Ϛ

ӣMXE-211-M2G DTA1164W 5G SA/NSA Gatewayכ

IoT Ȳ МԚצ 4 IoT ȲṼᶧⱢ IoT_1ȳ

IoT_2ȳIoT_3ȳIoT_4ȴ 

1. ֝  

IoT 5GW_1Cell_1ẞ Cell_2Ȳ IP

֤ оȲ֝ в ц Ὠֽῶ 4-15 ȲIPҌ DNS

☼ ц Ὑֽ 4-23Ἤӱȴ 

ῶ 4- 15ȳ֝  

в װ  Ὠ 

1 
5G цDNSᾼ

  

5G Ҡѿ RaiusẦ

IP:IMSI:IMEI:Cell ID

DNS 

2 

Deviceậ IP 

ɎIPv4/IPv6ɏ DNS 

mapping 

5G и UEᾼIP

DNSᾼв Ϛ  

3 DNS  

DNSҠѿṼ 5G Ӣ

ПRADIUSв ᴞ ҏ

A/AAAA Record 

4 
ֵ DeviceҌDNS

 

ѩ ֢5G цDNSȸ

Device IPȳIMSIȳIMEIцCell 

IDὨϚ  

ẃ ȸӐ ᵂ 
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4- 23ȳ֝ ПIPҌ DNS ☼  

ẃ ȸӐ ᵂ 
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(1) Ḕ  

֝ Ḕ ֽῶ 4-16 Ὑȸ  

ῶ 4- 16ȳ֝ П IP Ҍ DNS ☼  

Ḕ  ☼  Ὑ 

1 UE Ҍ IoT ẞCell_1Ȳṳ ᴩ Ҍ 

2 IPv4/IPV6ᴯᵿ 5G IP IoT 

3 Ҍ ᴟDNS 
[IP:IMSI:IMEI:Cell_1:SST]

ᴟDNS 

4 
Generate DNS A/AAAA 

Record 

DNS ᴞ ᴞה Ӣ

֤ѿцDNS A/AAAA Record 

5 UE  
IoTCell_1ᴟCell_2Ȳ֝Ɫ

Domain_1 

6 UE registration IoT ẞCell_2Ȳṳ ᴩ Ҍ 

7 IPv4/IPV6ᴯᵿ 
5G IP IoTȲ֪Ɫ╥֝

ϚDomainȲṿӣ ẃᾼIP 

8 Ҍ ᴟDNS 

5G

[IP:IMSI:IMEI:Cell_2:SST]ᴟ

DNS 

9 
Generate DNS A/AAAA 

Record 

DNS ᴞ ᴞה Ӣ

֤ѿцDNS A/AAAA Record 

10 
DNS DashboardḆ

 

Dashboardậ Ḇ ᾼDNS 

A/AAAA Record 

ẃ ȸӐ ᵂ 

(2) ֝ в  

ᶙכḔ 1ẞḔ 4∟ ϤṆ IoT Ȳֽ 4-

24Ἤӱȸ 
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4- 24ȳIoT ҌIPѿцᴞ ҌDN∟П  

ẃ ȸӐ ᵂ 

IoT֯֝ ᾼЛ֝Cell ɎḔ 5ɏȲDNN IPЛḆ ȲDN

ḆḂ Cell֤ ȴᶙכḔ 6ẞḔ 10∟ ϤṆ IoT

П ᶮȲֽ 4-25Ἤӱȸ 

 

4- 25ȳIoT ֯֝ ᾼЛ֝Cell ∟П  

ẃ ȸӐ ᵂ 
































































































































































































































































































































